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Audion DevOps Tools —
PYKOBOACTBO

English - O nporpamme - CnpaBoOYHMK KOMaHA,

CopeprxaHue

e bbicTpbIv cTapT

e [naBHOEe npaBunao

e Puckn 1 noaTBEpPXAEHWS

e Kak yntatb MHTEpdENnC

e [ae paboune gaHHble

e Pazaensl
e TepmuHan
e [IpoBepka

e TexHnueckas yacTb

Kak pabotaTb: 3anyck, rnaBHOe NpaBuao, pa3mMeTka pucka, paszesibl U YTO YMTaTb MO KaXKAOMY U3 HUX.

BbiCcTpbIN cTapT

launcher_gui.cmd

OKHO MOAHVMMaeTCs OT UMEHN aAMUHUCTPaTopa — BOBLUIMHCTBY OMnepaLni Hy>KHbl Npasa:
pa3BépTbiBaHWe, BO3MOXHOCTM NoAcucTeMsl Linux, darin  hosts , ceteBble agantepbl, MOANTUKN

YMOYaHWI 1 ApaiiBepoB, Cpesa BOCCTaHOBAEHWS, paboTa ¢ AUCKaMK.

Tosbko uTeHue, 6e3 3anpoca npas:

set AUDION_GUI_NO_ELEVATE=1

launcher_gui.cmd
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[Apyron Python:

set AUDION_GUI_PYTHON=C:\Path\To\python.exe

launcher_gui.cmd

OkHo oTkpbiBaeTca Ha  http://127.0.0.1:8092/ .

naBHOe npaBuio

Bce onepauun nayT cpeacTBamMmm npoekTa:

* yepes OKHO;
e uyepes| launcher_x*.cmd |

e yepe3 runtime\python.exe system_core\cli_operation.py <onepauus> .

3T0 0COHEHHO BaXKHO AJ/1f NOACMCTEMBI Linux 1 cucteMHbix onepaumii. [MpoBepsas NPOEKTHbIN CAOW, He

06xoaMTE €ro pyyYHbIMM KOMaHAaMN — MHaYe MPOBEPAETCA HE NPOEKT, a yaya B TeKYLLEeN KOHCONW.

OnacHas onepauus NpamMo 13 KOMaHAHOW CTPOKM TpebyeT ABHOrO Npu3Haka:

runtime\python.exe system_core\cli_operation.py <onepauus> —--yes-i-understand

Pucku v noaTBepXXaeHusn

Kaxkgas onepauus B onvMcaHMM NoMeyeHa poaoM:

poa YTO 3HAUMT
safe yYTeHne, ANarHOCTnKa 1Manm 3arnncb TOJIbKO B NMPOEKTHYHO obnactb
dangerous MEHAET NOoJib30BaTeNd, CUCTEMY, CETb, ANCKUN, MOJUTUKN U CEKPETBI

N yTouHAOWMM ypOBHEM:

ypOB€eHb UTO MeHsAeTcA
project_write MULLIET B MPOEKT

user_write MeHAET TeKYLLEro noJib3oBatena



YPOBEHb YTO MeHAeTcA
system_change meHseT noamTuky Windows

destructive MOXET yAanaTb JaHHble WK pa3gensbl
secret_export BbIFPY>aeT cekpeTbl, Hanpumep katoun SSH

OnacHoe TpebyeT OTAE/NIbHOIO NOATBEPXKAEHMA. YacTb BHELLUHMX MAaCcTEPOB AOMOAHUTENBHO NPOCUT
HabpaTb CNOBO BpPYy4HYto. BcTpoeHHble onepauun 6e3 BONpoCoB AOMKHbI MMETb iIBHbIE MPOEKTHbIE

NPW3HaKK, a He CKPbITble 3anpochl «Aa/HeT».

Kak untatb nHrepdgenc

NHTepdenc HamepeHHO rmbpuaHbin. HazBaHWsA KOMaHZA 1 NapamMeTpoB OCTatOTCA aHMNMNCKUMU: OHU
COBMAJAKOT C UMEHEM OnepawLmm, CTPOKOW XypHana, BbizoBamun Windows n gokymeHTaumen Microsoft.

HOACKa3Ka PackpbiBaeT X HOPMaJibHbIM PYCCKUM.

TvnnyHas Tponka:

[
KHOMKa Default Apps Guard - Enable / repair defaults protection
noackaska  paspgen Windows «[MpunoxeHWs Mo yMonyaHuio», 3TanoH AppAssociations.xml,
nonutuka DefaultAssociationsConfiguration

KypHan default_apps_apply_policy

KOpOTKOG NMA COXPaHAET TEXHNYECKYHO TOYHOCTb, NoAcCKasKa O6bﬂCHﬂeT, 4TO MMEHHO U3MEHUNTCA.

Y10 o3HaualoT PaMKu u uBeTa

Packpacka 34ecb He yKpalleHuWe, a NprbopHas MapKMpoBKa.

Pamka BOKpPYT rpynnbl O3Ha4YaeT napy miun >KU3HEHHbI LUK pe3epB N BOCCTAHOBJIEHWE, BbIrpy3Ka U

3arpyska, 3anpeT 1 CHATUE, CNenoK 1 NnpuMeHeHne. ObpaTHbIV X0 BCerga Ha BUAY.

uBeT CMbIC/
0bblYHas cuHsASA BXOZ, B pa3fen, nepexos — He AelcTBme
3e/1€HbIN LwaasLlee, TOIbKO YTEHWE, COCTOsAAHME; MO0 HaMepeHHasi OTMeHa B nape

61PHO30BbIN 06bIYHOE pabouee N3MeHeHme



uBeT

SHTAPHbIN

CMbICA

C/IbHOE BMELLATEe/IbCTBO, pa3spyLlaroLlee AeVICTBMe NN BbIrPy3Ka CEKPETOB

LLBeT HE 3aMEHAET po4 ornepauynn, NnoaTBeEPXKAEHNE N XXKYPHa/l — OH NOMOraeT 6bICTpO MOHATb

XapakTep COCeAHNX KHOMOK BHYTPU OAHON pamMKMU.

BI/IAI/IMOG onncaHme KoMaHAabl HAMEPEHHO KOPOTKOE: €ro 3ajgavya — NOMOYb PELLINTBCA 3a Nnapy

cekyHa. MonHoe ob6bsicHeHMe, TepMuHbl Windows, prck 1 nopszoK oTkaTa >XXMBYT B nogckaske. Juanor

noATBepPXAEeHNA ONMaCHOro nokKasblBaeT MOJIHbIN TEKCT.

Ycronumsble napbl ¢/10B

C/Z1I0BO

peseps

BbIrpy3ka

3arpyska

BOCCTaHOBJIeHNE

3anpert / cHATne

3HauyeHue

C/IENOK COCTOAHUA BHYTPWU NMpoekTa

BbIHECTM COCTOAHME HapyXXy, B Gaia naum nanky

3aHecTn dann obpaTHO B cMCTEMY UAM NPODUIb

NPUMEHWTb COXPaHEHHOE COCTOsAHNE 0BPaTHO

NOCTaBUTb NN CHATb OrpaHn4YeHne

BKJFOUUTb / BbIKNHOUNTD PEXUM NN KOMMNOHEHT

cnenok / npuMmeHeHune COXPaHUTb caon 1 NPUMEHNTb €ro O6paTHO

OYUNCTKa

ybopka B BbibpaHHOWM 06/1acTW; CHavana ULLMTE NPOBepKY 6e3 yaaneHus

F'Ae paboume paHHbIe

r
config\
system_core\
tools\
profiles\
backup\
output\
logs\
report\
workspace\

onucaHWe KOMaHA, WUCTOpPUSA TepMuUHaNa, HACTPOMKW OKHa
CNny#6bl, OKHO, moaynu PowerShell, daiinsl nogcuctembl Linux
CpeAcTBa NPOEKTa M 06EPTKM

yrnpaenseMsie npodunu, Hanpumep 3TasIOH accouuauun

pe3epBbl CUCTEMHbIX M MOJSIb30BATENbCKUX COCTOSHMIA

OTYETH M BbHIrPYHEHHOE

KYpHanbl onepauuii

KypHasibl C NpaBaMu U AUATHOCTUKA

paboyne manKku MHCTPYMEHTOB



backup\ — kntoueBas namnka HapaBHE C BXOAHOWM N BbIXOAHOM: OHA 3aBOAUTCA MPU MOAFOTOBKE,

OTKpbIBaeTcA OTﬂ,eJ'IbHOI\/’I KHOTKOW n COAEP>XKNT TO, YEM OTKaTbIBAKOTCA M3MEHEHUA. ITO He K3l N He

BPEMEHHbIE Cl)al‘/llflbl: Cnenkun CcetTn, BETKU peecTpa, BbIrPY3KU XpaHUAuLLa ,u,pa|7|BepOB, 3aKaaaku

6pay3epa Ao v nocne, cepTudukaTbl, Matepuan SSH, coctosHme BupTyanm3aumm n danna  hosts .

Pasaenbl

Kaxxabli pa3gen pazobpaH OTAeNbHbIM AOKYMEHTOM B | tools\ — Tam Nopsgok AencTBuK,

ocobeHHocTn Windows n rpabaun.

pasaen

Moacuctema Linux

Buptyanuzauns

Cetb

[MoakntoueHve n

aZanTtepsobl

Y3abl 1 Bitrix

MpuaoxeHna no

YMOYaHWIo

3awuTa

accoLmaLmnim

Xenezo u

A pariBepsl

0 YéM

BO3MOXHOCTW 1 O6HOB/IEHME, YCTaHOBKa
U3 CeTM 1 13 paiina, CoCTOsAHME, PE3EPB,
KJIOHUPOBaHWE, NepeHOC, perncTpaLms

[INCKOB

COCTOsIHVE 6€3 U3MEHEHUN, PEXXUM
Hyper-V nan cTOpoHHWX MaLluunH,
COBMECTMMOCTb, NEpPEKItOYaTENN C

KOMWeWn 3arpy3umnka

ANarHoCTnKa, pe3epsB 1 BOCCTaHOBNEHUE,

npokcu

afanTepsbl, BXoZ B 06LMe nanky,

npoduan Wi-Fi, 6bicTpble pexxmbl

nogMeHa agpeca, onpegeneHne To4ku,
COCTOSIHWE VIMEH U NnopToOB, No6UTOBBIN

BO3BpaT

caenok 1 ceepka yMOﬂHaHVII‘/II, 3alnTa

MOJINTUKOW, CPaBHEHWE

BCTPOEHHble NpuaoxeHus Microsoft,
3anpeT nepeycraHoOBKY, OTCAEXUBaHMeE

CMEHbI

3anpeT ApaiBEPOB 13 OOHOBAEHWI,
OrpaHuyeHus BUAEOKapTbl, pe3eps

XpaHuauLLa gparBepos, 38yk HDMI

nogpo6Ho

tools\WSL_TOOLKIT_RU.md

tools\VIRTUALIZATION_SWITCHER_RU.md

tools\NETWORK_CONNECTIVITY_RU.md

tools\NETWORK_CONNECTIVITY_RU.md

tools\BITRIX_HOSTS_RU.md

tools\DEFAULT_APPS_GUARD_RU.md

tools\ASSOCIATION_DEFENSE_RU.md

tools\HARDWARE _DRIVER_GUARD_RU.md



pa3gen 0 Yém nogpo6Ho

Aunckn OMnuCb, Cpea BOCCTaHOBJIEHWNA, MacTep t001s\STORAGE_DISK_PROCEDURES_RU.md
SSD

Kntoum SSH BbIrpy3Ka 1 3arpyska katouew tools\OPENSSH_KEYKIT_RU.md

Ceptudwukarsbl BbIrpy3Ka 1 3arpy3ka, pabota ¢ t00ls\CERTIFICATE_KEYKIT_RU.md
XpaHuanLamMmm

3aknagaku cbopka 3TaNoHa, CANAHWUE, tools\BROWSER_BOOKMARKS_MASTER_RU . md

6pay3epoB BOCCTaHOBJIEHME

ObcnyxnBaHme 0UMCTKA MNPOEeKTa, pe3epB NamsaTu tools\MAINTENANCE_CLEANUP_RU.md
NMOMOLLHMKOB

MNepee3q, cbopka BCex JOCTYNOB B OAHY Nanky ¢ tools\MIGRATION_RU.md
OMnCbO

,ﬂ,Ba KOPOTKUX NopAaaKa CTOUT 3HAaTb HaU3YyCTb.

YMonuaHuMA nocse Yncromn YCTaHOBKU Windows. npOBepI/ITb 3alunTy — nepe3anncaTtb 3TaaoH
TEKYLLNMWN YMOJHaHNAMU — OCTaBUTb yAaJlEHNE NMPEANOXKEHHOIO BKJIOYEHHbBIM — BKJIFOUYNTb 3awunTty

— BbIATW M3 YYETHOW 3anuncu 1 BOWUTK WM Nepe3arpy3ntbca — NPOBEPUTL 3aLLUMUTy CHOBA.

MopmeHa aapeca ana Bitrix. Onpegenntb TOUKYy — NOCMOTPETb COCTOAHWE UMEH U MOPTOB —
BKJHOUUTb MOAMEHY — nopaboTaTb — BbIKIHOUUTL NOAMEHY. BbikntoueHne Bo3BpalaeT | hosts

NobuToBO N3 KOMWKW, HAa3BaHHOW B CNY>KEOHOM KOMMEHTapuu.

TepmuHan

BbiBOA NMoka3biBaeTCa XMBbEM, C pa3zbopom kogmpoBok Windows n noacuctemsl Linux — 6e3
Kpako3a6p. IToroBoe cocTofiHMe XUBET MNOA TEPMUHANIOM U AEPXXUTCA A0 CAeAyHoLLero 3anycka:
cepbivi — OXMAAaHWe, CUHAA NyAbcaums — paboTa, 3eN1EHbIN — ycnex, KpacHbI — oLumnbka.
BcnsibiBatoLee coobuyeHme NCTOYHNKOM UCTVHBI HE CUMTAETCS: €CN OKHO BblI0 HEAKTUBHO, €ero

MO>XHO He YBUNAETD.

EcTb cTpoka An1f pyyYHOro 3amnycka KOMaHZzbl — C UCTOPUEN U KILLEM YaCTbIX.



NMpoBepka

(
runtime\python.exe -m py_compile system_core\ui_nicegquilapp.py
system_core\services\devops_tools.py system_core\core\jobs.py
runtime\python.exe system_core\ui_niceguilapp.py —-smoke

runtime\python.exe system_core\doctor.py

\

Y10 MMEeHHO NPOroHAETCA nepes BbinyckoM — CrmcokK rnpoBeEPOK.

TexHnuyeckas yacTb

3anyck oTAeNbHbIX pa3aenos
(
clillauncher_wsl.cmd
clilauncher_bitrix.cmd
cli\launcher_default_apps.cmd
clilauncher_association_defense.cmd
clillauncher_hardware.cmd
cli\launcher_docs_pdf.cmd
cli\launcher_codex_nuke.cmd

cli\launcher_python_nuke.cmd

\

MNepBble NAyT Yepes TOT Xe IOV OMUCaHUI U Cy>K6, Y4TO 1 OKHO. NocnesHne ABa — 0BEPTKM Hag,

BCTPOEHHbIMU CpeAcTBaMU OYNCTKK C 3alnpoCOM MNpaB 1 NoATBEPXKAEHNEM BBOAOM.

Onepauum M3 KOMaHAHON CTPOKMU

runtime\python.exe system_core\cli_operation.py <onepauua>

runtime\python.exe system_core\cli_operation.py <onepauus> —--yes-i-understand

MoNHbIN NepeyYeHb onepaumnii 1 Ux NoAe — crpaBoYHUK KoMaHa. OH cobupaeTtcs 13

config\tool_manifest.yaml W BK/AHOYAET NOACKA3KM, Pa3MeTKY p1cCKa, HacaeayemMble noas,

3Ha4yeHnA No yMOJHYaHUKO N BapUaHThI Bbl60pa.
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O6cny>kuBaHue
(
init_folders.cmd co30aTb HepocTawwue paboune nanku
cleanup_project.cmd OeNMKaTHAa 04YUCTKa
cleanup_project.cmd /DRYRUN /Y nokKasaTb NflaH, HUYero He ypanad
cleanup_project.cmd /BACKUP TOJIbKO ManKa pe3epBoB, CO CBOWM MOATBEpPHAEHUEM
L

Ouncrka octaBaset CKpuUnThlI, HaCTpOVIKM, AOKYMEHTaUMIO, TNLLEH3UN N CTPYKTYPY Manok. Y,u,anﬂeT
I'IOpO)K,CI,éHHOG M CKaYaHHOE: paHTaIZM, CK/1ad NnakeToBs, C60pKI/I, 3arpysku, BNOXXEHHbIE ABONYHbIE

CPeACTBa, XypHabl, OTYETbI, COgepXXnMoe pabounx nanok n kawwm. CocegHre cpeacTBa He TpOraer.

HasBaHua B paboueit o6aactun

EavHbin cnoBapb ansa Bcex npoekToB Audion: UctouHuk, lobaButb ¢ann..., HazHaueHue,

C6pocutb, Yaanutb, Cnucok. Mo-aHramckn: Source, Add file..., Target, Reset, Delete, List.

C6pocnTb BO3BpaLLaeT NPOEKTHbIe Nanku 1 ¢GalraoB He TporaeT. YAanuTb OuMLLAET Tekylime
WCTOYHMK N Ha3HaueHne TONbKO nocae noatsepxaeHus. Cnosa «Llenb», «Ounctutb», Destination

Clear ANA 3TUX KHOMOK HEe NCMONb3YHOTCA.



