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Audion DevOps Tools —
PYKOBOACTBO

English - O nporpamme - CnpaBoOYHMK KOMaHA,

CopeprxaHue

e bbicTpbIv cTapT

e [naBHOEe npaBunao

e Puckn 1 noaTBEpPXAEHWS

e Kak ynutatb OKHO

e [ae paboune gaHHble

e Pazaensl
e TepmuHan
e [IpoBepka

e TexHnueckas yacTb

Kak pabotaTb: 3anyck, rnaBHOe NpaBuao, pa3mMeTka pucka, paszesibl U YTO YMTaTb MO KaXKAOMY U3 HUX.

BbiCcTpbIN cTapT

Start.exe

Start.exe oaAvH pa3 cripalwvBaeT NpaBa agMUHMUCTPaTOpa — OOBLUINMHCTBY OMnepaL i OHN HY>XXHbI:
pa3BEpTbiBaHWE, BO3MOXHOCTN NoAcucTeMbl Linux, dpain  hosts |, ceTeBble agantepbl, MOAUTUKM
YMONYaHW 1 ApaiBepPOB, Cpesa BOCCTaHOBAEHWS, paboTa ¢ anckamu. OTBET «HeT» OTKPbIBAeT OKHO

6e3 npaB: 3TO BUAHO MO 3HauKky Mpas, LLLesYoK Mo HeMY nepe3anyckaeT OKHO C npaBaMu.

Be3 Bonpoca o npasax:
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set AUDION_GUI_NO_ELEVATE=1

Start.exe

FnaBHoe npaBuno

Bce onepauuun nayTt cpeactBaMmm npoekra:

® Yepes OKHO;

® Uepes KOHCONbHYIO KOMaHay devops_cli.cmd run -—operation <omepauus> — Ty Xe, 4TO 3a

KHOMKaMM1 OKHa;
* yepe3 launcher_*.cmd ;

e yepe3 runtime\python.exe system_core\cli_operation.py <onepauus> .

3T0 0COBEHHO BaXkKHO A8 noacuctembl Linux n cnctemHbix onepauumi. MNpoBepss NPOEKTHbIN CNOW, He

O6XOAI/ITe €ro py4yHbiIM1 KOMaHZaMN — NHa4e NpoBepAeTCa He NMPOEKT, a yaa4ya B TeKyLu,e|7| KOHCOWN.

OnacHas onepauus NpsamMo 13 KOMaHZAHOW CTPOKMN TpebyeT ABHOro Npu3Haka:

runtime\python.exe system_core\cli_operation.py <onepauus> —-yes—-i-understand

Puckmn n noarBepXxaeHus

Kaxkgas onepauus B onvcaHMm NoMeyeHa poaoM:

poa YTO 3HauUuT
safe yTeHune, ANarHoCTnKa Nanm 3anncb TOJIbKO B NMPOEKTHYHO obnactb
dangerous MeHAET NoAb30BaTeid, CUCTeMY, CeTb, ANCKU, NOJIUTUKN NN CEKPETDI

N yTouHsAOWMM ypOBHEM:

ypoBeHb UTO MeHsAeTcA
project_write MULLIET B MPOEKT
user_write MEeHSAET TeKyLLLero noJib3osarens

system_change MeHseT noamTmuky Windows



YPOBEHb YTO MeHAeTcA
destructive MOXET YAanATb AaHHblE AN pa3jensl
secret_export BbIFPY>KaeT cekpeTbl, Hanpumep Karun SSH

OnacHoe TpebyeT OTAE/NIbHOIO NOATBEPXKAEHMA. YacTb BHELLUHMX MAaCcTEPOB AOMOAHUTENBHO NPOCUT
HabpaTb CNOBO BPYy4HYto. BcTpoeHHble onepauun 6e3 BONpoCoB AOMKHbI MMETb iIBHbIE MPOEKTHbIE

NPW3HaKK, a He CKPbITble 3aNpochl «Aa/HeT».

Kak yntatb OKHO

LLlecTb pa3aenos — 6onbluve KHOMKM nog, wankoii: CETb, WSL 1 VM, APAMBEPbI, ACCOLIVALLNW,
SKCMOPT N UMMOPT, CUCTEMA. lMog pa3aenom — CTpoka O TOM, YTO B HEM, W pPAJ, ero CTpaHuL,.

CTpaHuLa — KapTO4KM onepaLmii; KapTOUYKM OAHOTO Aena CTOAT B 0bLen pamke.

MNMoanuncy OkHa pycckune uam aHranmnckne — nepekntovatens RU/EN B wanke. Bugmumas noanunce
KOpoTKas: eé 3asa4ya — NOMOUb PeLUNTbCA 3a Napy cekyHa. Noackaska y KHOMKM packpbIBaET, UTo
NMEHHO M3MeHnTCa, TepMuHbl Windows, puck 1 nopasok oTkaTa; NOATBEPXKAEeHNEe ONacHOro
nokasbIBaeT MONHbIV TeKCT. MIMA onepaumy BUAHO B XXypHase — No HeMy eé Xe 3anyckaeT

KOHCOJIbHadaA KOMaHAa.

UTo 03HaualoT pamMkKu 1 LBeTa

Packpacka 3secb He yKpalleHune, a NpnbopHas MapKMpoBKa.

Pamka BOKPYr KapTo4ueK O3Ha4aeT napy nau >KU3HEHHbI LnKN: pe3epB N BOCCTAaHOBJIEHUE, BbIrpy3Ka

W 3arpy3Ka, 3anpeT v CHATWe, Cienok 1 NnpumeHeHne. OBbpaTHbIV X0 BCeraa Ha Buay.

BUA KHOMKMU CMbIC/I

3a1uTasn rnaBHOe AeNCTBMe CBOEW pPaMKu

opaH>eBas yAanset uan ctupaet

MoACBeYeHHbIN nepekaoYaTesb COCTOsIHWE, B KOTOPOM MalliMHa cenyac
06bIYHas BbIGOP BapuaHTa: caMa HUYEro He 3arnyckaet

LiBeT He 3aMeHseT poj onepauun, NoATBEPXKAEHME U XYPHaA — OH NoMoraeT H6bICTPO MNOHATb

XapakTep COCeAHNX KHOMOK BHYTPU OAHOMN pamKMU.



YcTronumuBblie napbl CN0B

C/1I0BO

pe3eps

BbIFpy3Ka

3arpyska

BOCCTaHOBJIEHNE

3anpert / cHATne

BKJIFOUUTb / BbIKNHOUMNTD

cenok / npumeHeHue

O4YunCTKa

3HauyeHune

C/1eNOK COCTOAHMA BHYTPW NMPOEKTa

BbIHECTN COCTOSIHWE HapyXXy, B Gaiii nav nanky

3aHecTn dalin obpaTHO B cUCTEMY AU Npodub

NPUMEHNTb COXpaHéHHOE COCTOAHNE O6paTHO

NOCTaBUTb UIN CHATb OrpaHn4YeHne

PeXUM Nin KOMMNOHEHT

COXpPaHUTb caon u NPUMEHNTb €ro O6paTHO

ybopka B BbI6paHHON 061acTv; CHauana ULuTe NpoBepKy 6e3 yaaneHms

F'ae pabouue paHHbIe

App\ OKHO u PowerShell nporpammbl
config\ OMUCaHWe KOMaHf, PACK/IaAKA OKHAa, WUCTOpUS TepMUHANA, HACTPOIKM OKHAa

system_core\ cnym6el, mogynu PowerShell, daiinel nogcucTemsl Linux

tools\ cpeacTBa NPOEeKTa U 06EpPTKM

profiles\ ynpaensemble npothuan, Hanpumep 3TASIOH accoumaumii
backup\ pe3epBbl CUCTEMHbIX U MONb30BATENbCKUX COCTOSHMIA
output\ OTYETH M BbHIFPYHEHHOE

logs\ KypHanbel onepauuii

report\ KYpHanbl C nMpaBaMW U AUMArHOCTMKA

workspace\ paboyne manKW MHCTPYMEHTOB

backup\ — KJIK04€eBadA rnarka HapaeHe C BXOAHOI‘/’I n BbIXOAHOIZZ OHa 3aBOANTCA MNMpwn NOAroToBKe,

OTKpbIBaeTCA OTAeﬂbHOIZ KHOMKOW 1 COLAEP>XKUT TO, YHEM OTKATbIBAKOTCA M3MEHEHUA. ITO He K3 U He

BpPEMeHHble dalbl: CNenkn ceTn, BETKN PeecTpa, BbIrPy3kn XpaHUANULLA APaiBEPOB, 3aKNaAKu

6pay3epa fo v nocne, ceptndukaTtel, matepuan SSH, coctoaHme BupTyanmsaumm n danna  hosts .



Paspaenbl

Kaxxgaa noacmcrema pasobpaHa oTaenbHbIM AOKYMeHTOM B | tools\ — Tam nopsagok AencTeuig,

ocobeHHocTn Windows 1 rpabau.

pa3aen okHa

CETb

WSL N VM

[JPAVBEPbI

ACCOLIMALNN

SKCIOPT U
MMOPT

CNCTEMA

,ﬂ,Ba KOPOTKUX NopAaaKa CTOUT 3HAaTb HaU3YyCTb.

Ymonuanus nocne uncroii ycraHoBku Windows. MNpoBepuTsb 3aLimTy — nepesanuncatb 3TajsoH
TeKyLLMMM YMONYAHUAMW — OCTaBUTb YAaNeHME MPEAN0XKEHHOTO BKAFOUYEHHBIM — BK/IOUMTbL 3aLLUTY

— BbIATW M3 YYETHOW 3anuncy 1 BOUTK UM Nepe3arpy3nTbca — NPOBEPUTH 3aLLMUTy CHOBA.

MopmeHa aapeca ana Bitrix. Onpegenntb TOUKYy — NOCMOTPETb COCTOAHWE UMEH 1 MOPTOB —

BKHOUUTb MOAMEHY — nopaboTaTb — BbIKIHOUUTL MOAMEHY. BbikntoueHne Bo3BpatlaeT | hosts

CTpaHULLbI

NOAKMHOYEHWE, WI-FI,
DNS, PEMOHT, HOSTS

WSL, HACTPOWIKA,
[NCTPUBYTMB, UBUNTU,
HYPER-V

WINDOWS UPDATE, 3AMOK
HWID, NVIDIA, DRIVER
STORE, AYANT

MICROSOFT, EDGE,
MOJINTUKA,
OTC/IEXXMBAHVIE,
CHUMOK, TPYMMbl, OTYET

KOMIJIEKT, SSH,
CEPTUOUNKATDI, AOCTYTIbI,
LLPN®Tbl 1 OBOJTOYKA,
3AKMTAOKW, Al CLI

CPEAA, ANCKW, OYUNCTKA,
MPOrPAMMA

noapo6Ho

tools\NETWORK_CONNECTIVITY_RU.md ,
tools\DNS_DOCTOR_RU.md |,
tools\BITRIX_HOSTS_RU.md

tools\WSL_TOOLKIT_RU.md |
tools\VIRTUALIZATION_SWITCHER_RU.md

tools\HARDWARE _DRIVER_GUARD_RU.md

t001s\ASSOCIATION_DEFENSE_RU.md ,
tools\DEFAULT_APPS_GUARD_RU.md

tools\MIGRATION_RU.md |,
tools\OPENSSH_KEYKIT_RU.md |
t00ls\CERTIFICATE_KEYKIT_RU.md ,
tools\BROWSER_BOOKMARKS_MASTER_RU. md

tools\STORAGE_DISK_PROCEDURES_RU.md |
tools\MAINTENANCE_CLEANUP_RU.md

NnobuToBO M3 KOMWKW, HAa3BaHHOW B CNY>KEHHOM KOMMEHTapuu.



TepmuHan

BbiBOA NMoka3biBaeTCca XMBbEM, C pa3zbopom kogmpoBok Windows n noacucremsl Linux — 6e3
Kpako3a6p. IToroBoe cocTofiHMe XMUBET MNOA TEPMUHANIOM U AEPXXUTCA A0 CAeAyHoLLero 3anycka:
cepbivi — OXMAAaHWe, CUHAA NyAbcaumsa — paboTa, 3eNEHbIN — ycnex, KpacHbIM — oLlunbka.
BcnsibiBatoLee coobLyeHre NCTOYHNKOM UCTMHBI HE CUMTAETCS: €CN OKHO BblI0 HEAKTUBHO, €ro

MO>XHO He YBUNAETD.

Ectb CTpOKa A4/1A4 Py4YHOro 3anycka KoMaH4bl — C I/ICTOpI/IeI‘/JI n KoWeM 4Y4acCTbIX.

NpoBepka

install\verify_portable_env.cmd

runtime\python.exe -m pytest —q

Y10 MMEeHHO NPOroHAETCA nepes BbinyckoM — CrmcokK rnpoBepPOK.

TexHMnUeckKkaa yactb

3anycK oTAeNbHbIX pa3Aenos

[
clillauncher_ws1l.cmd
clilauncher_bitrix.cmd
cli\launcher_default_apps.cmd
cli\launcher_association_defense.cmd
clilauncher_hardware.cmd
clillauncher_codex_nuke.cmd

cli\launcher_python_nuke.cmd

A

MepBble NAYT Yepes TOT Xe CNON ONMUCaHUIN U CyXH, UTO 1 OKHO. MNocnesHWe ABa — OBEPTKM Haj

BCTPOEHHbLIMU CpeACTBaM OYNCTKM C 3anpPOCOM NnpaB 1 NOATBEPXKAEHNEM BBOAOM.
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Onepau,vm n3 KOMaHAHOﬁ CTPOKM
(
devops_cli.cmd describe

devops_cli.cmd run --operation <onepauusa> —-set <none>=<3HauyeHue>
devops_cli.cmd check --operation <onepauus>

runtime\python.exe system_core\cli_operation.py <onepauus> —--yes—i-understand

devops_cli.cmd — Ta >Ke KOMaHAQ, YTO 3a KHOMKaMu OkHa: | check roBopuT, MOXHO /i1 3anyCTUTb
dopMy 1 0 UEM CNpoCKTb Nepes 3anyckoM,  run 3anyckaet. MeHto  cli\ unayt yepes

system_core\cli_operation.py ; onacHas onepauusa Tam TpebyeT ABHOro Npu3Haka.

MonHbIN NepeyeHb onepaunii U Ux noaen — cnpaBoyYHKK koMaHa. OH cobupaetcs us

config\tool_manifest.yaml w BkAtOYaET NOACKA3KM, pa3MeTKy PUCKa, HacieayeMble Nons,

3Ha4yeHnAa No yMOAYaHNIO N BapUaHThbl Bbl60pa.

O6cny>kuBaHue
r
init_folders.cmd co3paThb HepocTawwme paboyme nanku
cleanup_project.cmd JenuKaTHas O4YUCTKa
cleanup_project.cmd /DRYRUN /Y rnokasaTb MMaH, HUYero He ypanas
cleanup_project.cmd /BACKUP TONbKO Nanka pe3epBoB, CO CBOUM MOATBEPHKAEHUEM
A

OuuncTka OCTaBASET CKPUNTbI, HACTPOMKM, AOKYMEHTALMIO, TNLEH3UN, COBpaHHOE OKHO U CTPYKTYpPY
nanok. Yaanset nopoxaEHHOE 1N CKayaHHOe: paHTalM, Ckiag, nakeToB, COOPKK, 3arpy3Kku, BAOXKEHHbIE
[BOVIYHbIE CPEACTBA, XYPHasbl, OTUETHI, Cogep>KMMOoe paboumx nanok u kawn. CocesHre cpeacTsa He

Tporaer.

Pabouuve nanku

Haa tepmunHanom gse ctpokn. UCTOUYHUK — oTkyga untaroT MMNOPTLI: KAoUKW, cepTudukartsl,
npoduan Wi-Fi, konun; noka He BbibpaHa gpyras — nanka input . HASBHAYEHUE — kypa noxartca
BbIFPY3KW, Pe3epBHble KOMMM 1 OTYETLI; MOKa He BbibpaHa gpyrasa — nanka  output . Obe ctpoku
NMOMHAT MPEXHWe 1 3aKpen€HHble Nanku; B CTPOKY NCTOYHMKA MOXHO BMMCaTb CETEBYHO Nanky

\\CEPBEP\O6uas\MNanka . Boirpy3ka kntouein n naponen — cekper: XpaHuTe eé Kak Kru.
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