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Audion DPI Manager — 04HO OKHO A/ NpOorpamMmM, KoTopble 06xoaaT 6a10knpoBkM Tpadurka. [naBHas

n3 Hux — Zapret (naket Flowseal/zapret-discord-youtube). Pagom — zapret2 (bol-van) n ByeDPI

(romanvht/ByeDPIManager).

OkHo paboTaeT ¢ Temu e darinamu, cny>kbamm n 3anncammn peectpa, 4to u bat-dannbl Flowseal.

MeHto | service.bat 1 3TO OKHO MOXHO MCMO/b30BaThb BrnepemMeLlKy: OHU BCerga corjiaCHbl Apyr C

APYrom.


https://github.com/Flowseal/zapret-discord-youtube
https://github.com/bol-van/zapret2
https://github.com/romanvht/ByeDPIManager

3anyck

3anyckanTe Start.exe. Windows cnpocut pa3pewenuve (UAC): 6e3 npaB agMMHMUCTPATOPa Heb3s HU
3arpy3uTb gpansep WinDivert, H1 noctaBuTb cy>by, H1 n3meHnTs DNS 1 dainn hosts. OTkazannce —
HWYEro He 3anycTuaoCh U HAYEro He M3MEHMIOCh. 3anNpocC NOABASETCA NPW NOOOM 3anycke: 1 Yepes
Start.exe, n ecam otkpbITh | App\AudionDpiManager.exe Hanpsamyto. Ecam nporpamma Bcé xe
oKa3anacb 6e3 npas (OKHO 3anyLLeHO BHe 06bIYHOrO NyTK K 3anpoc 6bl1 HEBO3MOXEH), 06 3TOM

CKaXKeT CTpOKa COCTOsfHUSA, N 06xog, cnyxba n DNS paboTtatb He 6yayT.

A3bIk 6epETca N3 cucTemMbl Npu NepBOM 3anycke (pycckuin B pycckon Windows, B OCTanbHbIX
aHraurickuin); nocne Haxatns RU | EN Bbibop 3anomuHaetcs. KHonku RU | EN cnipaBa BBepxy

nepektoYatoT A3bIK, KHOMKW C IYHOW 1 conHuem — Temy, a | A | A+ — pasmep wpudrta.

Kak yctpoeHo okHO

BepxHsAs cTpoka — OZiHa CTPOKa M3 TPEX TEMHbIX KyCKOB: C/1IeBa Ha3BaHWe NpPOorpamMmbl U BEPCUS,
nocepezvHe nepekatovateny DPI-MHCTPYMeHTOB, cnpaBsa A3blK, Tema, LWpUT 1 3Ha4oK Tpes. BbicoTa
OKHa — camoe loporoe, YTo ecTb Y CTPaHWL, NO3TOMY paHblUe ABe CTPOKM (3aro0BOK 1 Moaoca

nepekatoyaTenen) Tenepb ofHa.

Tpeii. Moka nporpamma paboTaeT, eé 3Ha4yok ctouT B Tpee Windows. 3HauoK CO CTPesKon BHU3 B
NpPaBOM KOHLLe BEPXHEWN CTPOKM NPSAYET OKHO B Tpew: nporpamma n obxog pabotaroT ganbe. OKHO
BO3BpALLAeTCs LWeAYKoM No 3HauKy B Tpee. MeHto 3Hauka (MpaBas KHOMKA; Y KaXXA0n CTPOKM CBOA
MKOHKa, BbIOPaHHbIA MHCTPYMEHT OTMEYeH MaHAapVHOBOM Toukon): MokasaTb OKHO, 3anycTuTb U
OcTaHOBUTb — A9 UHCTPYMEHTa, BbiIbpaHHOro BBepxy, nepekntouatenv ZAPRET, ZAPRET 2, BYEDPI
1 Bbixopa,. KpecTvk okHa no-npexHemy 3akpbiBaeT nporpamMmmy. Bropow 3anyck nporpaMmmbl 13 Ton xe

nanku He OTKPbIBaeT BTOPYHO KOMMIO, a MOKa3blBaeT OKHO y>e paboTatoLLen.

Tpw 6onbwnx Nepekntovatens nocepeanHe — ZAPRET, ZAPRET 2, BYEDPI. 31o He HacTpowku, a
nosHoe nepekatoveHne DPI-MHCTpyMeHTa Nog OKHOM: y KaXA0ro cBou daiibl, CBOE NOAKNHOYEHME U
cBOE 3HauyeHwne kHonok UPDATE n START BHuM3y. LiBeT IMHMK Nog 3aronoBKOM NOKa3blBaeT, Kakowu
BblOpaH (Zapret — ronybow, zapret2 — aHTapHbIn, ByeDPl — 3enéHbin). IHankaums — Ha cammx
KHOMKax: Noj Ha3BaHWeM To4Ka ¥ Bepcua («4TO YCTaHOBNEHO»: 3e/1éHasf — BepCuaA NOCAeAHAS,
fHTapHas — He yCcTaHoBAeHO uan Ha GitHub Bbiwna HoBas, «1.10.3 — 1.10.4», cepas — GitHub He
OTBETW), @ 3€NEHBIA TPEYrONbHUK PAAOM C Ha3BaHWEM 3HauuT «paboTaeT cenyac». PaboTtatb MoryT
BCE TpW cpasy, HO ABa obxoaa nepexsata (Zapret n zapret2) meLwatoT Apyr Apyry — nporpamma He

AaCT 3anyCcTuTb BTOPOW.



HwxHAA naHenb — nocToaHHble KHoMNkKW. Caesa nHcTpymeHTtbl: CONFIGS, TUNE, DNS, LISTS, XXYPHAJT,
DIAGNOSTICS, ABOUT. Haxanv — MHCTPYMEHT OTKPbLINCA HAa MeCTe CTPaHWULLbl MPUAOXKEHUSA; HaXKanu
ewwé pa3 (nam Esc) — BepHyauck k npunoxenunto. Cnpasa UPDATE | START geictBytoT Ha
npuaoXeHwue, BbiIbpaHHoe BBepxy. KHoMKa, KoTopow Heuero genatb, cepas: UPDATE cepas, korga
0bHoBAATb Hevero, START cepas, Korga npuaoXxeHne He yctaHoBaeHo. Korga npunoxkeHue pabortaer,

START npeBpaLaetca B STOP.

Crpoka coCTOAHMA Haj KHOMKaMn — nocaegHee coobuieHne nporpammel (14 cekyHa) v, noka MaET

AONras onepaums, eé HazBaHue, nonoca xoga v kHonka CTOIM. Pagom JOURNAL (Ctrl+J) n F1 DOCS.

JKypHan 3anuncbiBaeT BCE, UTO AenaeT NporpamMma, U BbIBOA Winws.exe. 3a KaxAbl AeHb CBOW dalin B

._runtime\logs .

MNMepBbin 3anyck

1. Boibepute BBepxy ZAPRET. Eciv nakeTa HeT, cepas HagnNuCb «He YCTaHOBAEH» — HaXXMUTe
UPDATE: nporpamma ckavaet nocneanui penns Flowseal n nocraBut ero B nanky  zapret-—
discord-youtube psgom c cobon.

2. B xapTouke CTPATEIMA Bribepute cTpatervto. He 3HaeTe kakyto — general (FAKE TLS AUTO)

06bIYHO XOpoLlee Havano.
3. Haxxmute START. O6x04 3anyLueH: ctpoka «O6xoa» cTana 3enéHOMW.

4. He pabotaet? Otkpouite TUNE, pexxum FOTOBBbIE, Haxkmnte HAYATD: nporpamma npoBepuT Bce

CTpaTernmn 1 NoKaxeT, Kakne OTKpbIBatOT HObLLEe CalTOB.

5. PaboTaloLLyto CTPATErviio MOXHO MOCTaBUTh cayx60i Windows kHonkoi CNYXKBOW — Torza

0b6xo04 cTapTyeT BMecTe C CUCTEMOW.

MonesHo ewwé: BkatoumTe H6e3onacHbii DNS B pa3gene DNS — 6e3 Hero npoBaigep noameHseT

ajpeca 3ab10KMPOBaHHbIX CAUTOB, N HUKAKOW 06X04 He MOMOXET.

ZAPRET

COCTOAHMUE. Manka Zapret (MOXHO yKaszaTb ApPYryto), Bepcus Ha ancke n Ha GitHub, uto 3anyuweHo n
ectb m cnyxb6a. OCTAHOBUTD racut winws.exe (1 cayxby, eciv oHa pabotaet); CHATb C/TYXKBY
ybupaert cayxby n gpavisep WinDivert coBcem. [Tog KHOMKOW YCTaHOBKM CTOUT pPsj KHOMOK, KOTOpPbIe
BCE 310 cHMMatoT: Te )xe OCTAHOBUTDb n CHATb C/YXKBY, OCTAHOBUTb CNYXKBY (chyxba
ocTaéTca yctaHoBaeHHol), OCTAHOBUTb APAUBEP, YAANUTb APAVUBEP v YA4A/IUTb ZAPRET.
ApaviBep WinDivert 06w ana Zapret n zapret2: 06xogbl, KOTOpble ero gepxar (winws.exe,

winws2.exe, cny>xba), oCTaHaBAMBAKOTCA MEPBbIMU, @ NPU CeytoLLLEeM 3anycke ApariBep 3arpyxaerca



cHoBa (WinDivert peructpmpyertcs Ha BpeMa paboTbl, NO3TOMY OCTaHOBJ/IEHHbIV ApaniBep 06bIYHO
ncuesaet cam). YAAJINTb ZAPRET octaHaBavBaeT 06xoga 1 ciyxby, CHUMaeT ciyxby n gpansep v
ctupaet nanky Tools\zapret-discord-youtube BmecTe c Bawwmmu cnuckamm | *—user.txt —

nocne BONpocCa; nanka BHE NporpaMMbl He CTUPaeTCA (CHMMatOTCSA TONBKO cny>|<6a 7 p,paﬁBep).

O6HoBneHve (UPDATE) ycTpoeHo kak B ctapoM Audion Zapret Updater: «nanka ectb — O6HOBUTb, HET
— nocTaBuUTb». ApXMB CKkaumBaeTcs, noka Zapret ewé pabotaet (6e3 gpansepa GitHub moxeT He
OTKPbITbCA); MOTOM CHUMaKOTCA Cy>ba, winws.exe u gpansep; Bawn cnnuckn  Lists\*-user.txt |
HacTpovika nrpoBoro ¢punbTpa, pexmnm IPSet n dnraxxok npoBepkn 06HOBAEHWI MEPEHOCATCA B HOBYHO
BEPCUIO; CTapOe CTUPAETCSA, HOBOE JIOXMTCA Ha MecTo. Ecnn gpanBep He BbIrpy>aeTca — 3ameHa
roTOBUTCA Ha ceaytolyto 3arpy3ky Windows. iMeHa B apxvBe NpOBEPAIOTCA A0 PacnakoBKU: MyTb

Hapy>y («..», ANCK, CETEBOWN MyTb), UM ycTporcTBa nan notok NTFS oTBepratoT BeCb apxuB.

CTPATEIUA. Knonkmn-nepekntouatenn no umcay eannos  generalx.bat . Mog Humu: SANYCTUTD
(Winws.exe Co BCceMu cnvmckamu, 6e3 okHa kKoHcoaw), CNTY)XKBOU (aBTo3anyck), B MOJE
KOHO®UTYPALLUWN (mapameTtpbl yxoaaT B pa3gen CONFIGS), KOMAHAA (nonHas KOMaHAHaa CTpoka,

MO>HO CKOMMPOBaTh).

®UNbTPbI. To e, 4to NyHKTbI | service.bat : Game Filter (BbIKJ/I, TCP + UDP, TCP, UDP n nopTbl —
B Bepcusx ¢ 1.10), IPSet (HET, CMTNCOK, BCE), npoBepka o6HoBAeHMI B bat-parinax. ViameHeHus
BCTynaroT B CU/ly NOcAe nepesanycka obxosa — pagom nosasasetca kHornka MEPE3SAMYCTUTDb
ObXO0A.

CONFIGS

MOJIE KOH®UTYPALLUWN. MNapameTpbl winws.exe TeKCTOM, NPoduib (BCE 4O  ——new ) Ha CBOEM
cTpoke. NepemeHHble | %BIN% , %LISTS% , %GameFilterTCP% , %GameFilterUDP% noAcCTaBAsAOTCA
npwv 3anycke: KOHGUrypauma pabortaeT 13 Nt0boW Nanku 1 cregyeT 3a UrposbiM GuabTpom. KHomkm:
3ANYCTUTD, CﬂY)KBOVI, COXPAHWTbDb B K3LWL, MPOBEPUTb (nokaxkeT KOMaHAHY CTPOKY W
HegocTarowme dannbl, Hu4ero He 3anyckas), HOBAA. Huxxe — KHOMKM roToBbIX CTpaTernin: HaXkanm —
napametpsbl sierv B none. Yun DNS nepeg 3anyckom no3BosifgeT Npmsa3aTb K KOHOUIypaLum pexxmm

DNS; oH nprmeHseTca nepes 3anyCcKoM.

KoLl KOHdJI/II'YPALI,I/II7|. o 200 3anucer. Ctoga nonagaet BCE, UTO Bbl 3aMyckanl, COXPaHAAN Uau
npoepsaan B TUNE. Korga mecto KOHYMAOCh, yXOANUT 3anmcb, KOTOPOUW He NOJb30BaIUCh AO/bLUE BCEX.
3Bé3g0uKa 3aKpenasneT 3anucb — 3aKpenJ€HHaA He yxoauT HUKoraa. Ecan 3akpennensl Bce 200,
HOBas He MOMECTUTCA: MPOrpamMmMa CKaXKeT 06 3TOM, U HY>XKHO OTKPENnuTb MW yaanuTb oaHy. Kpectunk

yAanseT 3anuch (3akpennéHHyro — nocse Bornpoca). OYUNCTUTb HE3SAKPEM/IEHHDIE y6upaet BCé,



KpoMme 3akpennéHHbix. [Tonck nweT No Ha3BaHWo, cTpaTterum, napamerpam. Lenyok no ctpoke knagér

eé B nose, P> 3anyckaeT cpasy.
Kaw xpaHutcs B config\history\configs.json .

Paszmep. Mose KoHbUrypaummn pactarmeaeTca No BbICOTE OKHa: TO, YTO BOKPYr Hero (Ha3eaHwue, DNS,
KHOMKMW, CTpaTerm), 3aHMMaeT CBOE MecCTO, a BCE ocTaBLueeca oTaaéTca noaro. OKHO OTKpbIBaeTCS
pa3mepom 1280 x 860, npy KOTOPOM BCE KHOMKW pa3gena Ha BUAY, @ Ha MEeHbLUEM dKpaHe
yMeHbLIaeTca nog pabouyro ob6nactb. OKHO MOXHO TAHYTb; €C/IM OHO COBCEM HU3KOE, pasgen

NPOKPYy4YMBaeTCs, a He obpe3aeT KHOMKMN.

TUNE

Moabop napaMeTpoB: NporpamMma cama nNpobyeT BapuaHTbl U NMOKa3bIBAET, KAKOW OTKPbIBAET HoibLUe
cavTtoB 13 utils\targets.txt (Discord, YouTube, Google n apyrue). lNMepes nogbopom oHa
CUMTAET, CKOIbKO CaNTOB OTKpPbIBaeTcsa BOOOLWe 6e3 06xoaa, — 4TOObl pe3y/bTaT YMTancs Kak «u3

3a610KMPOBAHHBIX OTKPbINOCH CTOJIbKO-TO.
Pexxumbl (MTO MEeHATDb):

e FOTOBbIE — Bce cTpaTternun naketa no oyepean. Cambl NPOCTON cNOcob HanTn pabouyto.

e MOBTOPbI — meHseT | ——dpi-desync-repeats |y BbI6paHHOWN OCHOBAbI.

e OBMAH — meHsieT  ——dpi-desync-fooling (ts, md5sig, badseq, badsum). PaboTaeT, TobKO
eCc/Iv NapamMeTp y>ke ecTb B CTpaTermu.

e PA3PE3 — meHseT | ——dpi-desync-split-pos (1, 2, midsld, sniext+1...).

o BCE — npoxoaut Tpu npeabiaylmsx No ovepeaw; Ayulinii BapuaHT KaXoro Lara CTaHOBWTCA

OCHOBOW C/lleflytoLLLero.

OcHoBa — cTpaterua u3 ZAPRET vnan tekct n3 nona CONFIGS. Mpoeepka: BbICTPO (no ogHomy caunTy
N3 KaXkaou rpynnbl, 40 BOCbMU, 6€3 nuHra) nam NOJIHO (Bce canTbl U NuHT). Yncno BapuaHToBs: 8, 16,

24 vinn 48.

Moka naét noabop, 06xoA 3anyckaeTcs U OCTaHABAMBAETCA A/1A KAaXA0ro BapuaHTa — UHTEpHeT
MOXeT Ha ceKyHZbl nponagate. Pabotaswunii 06xos nocne nogbopa BkatoumTcs cHosa. CTOMM

OCTaHaBJIMBAET Nocyie TeKyLero BapnaHTa.

Pe3ynbTaTbl COPTUPYHOTCS: BObLLE OTKPbITbIX CANTOB, MPW PaBEHCTBE — MEHbLLE BpeMs oTBeTa. Y
kaxzoi ctpoku: B MOJIE, 3ANYCTUTb, CNYXKBOW, 38é3504Ka. Bce npoBepeHHble BapuaHTbl

KnagyTca B KW ¢ oueHkou (B pexxume FTOTOBbBIE — naTb nyuywinx, a He BCe ABaaLaTh).



YecTHO npo npeaen: nposepka naét no HTTPS-canTtam. Nonoc Discord v urpbl no UDP eto He

NpoBepATCS.

DNS

O6xopa 6eccuneH, noka nposangep noameHset oteeTbl DNS. Pexxnmbl: GOOGLE, CLOUDFLARE,
QUADY, ADGUARD (cepsepbl AdGuard «no ymonyaHuto», | 94.1460.14.14 1 94.140.15.15 :
3a0HO BNOKMPYIOT peknamy, Tpekepbl 1 GULLNHIOBbIE CalTbl; cepBepbl 6e3 GpUAbTPOB,
ou4.140.14.140 v 94.140.14.141 , MOXHO BNncate 8 CBOW) 1 CBOW. MPUMEHWUTb crasut
cepsepsbl (IPv4 1 IPv6) Ha Bcex NOAKNOUEHHbBIX aganTepax C BbIXOAOM B MHTEPHET 1 BKAOYaEeT
windpoaHme 3anpocos (DoH), ecam Windows 310 ymeet (Windows 11). lMepeg, nepBbiM M3MEHEHMEM
coctofaHue agantepos coxpaHsaetcs; BEPHYTb KAK BblJ1O Bo3BpallaeT ero TOYHO: 3aaHHble
BPY4YHYtO cepBepbl BepHyTCa (IPv4 1 IPv6 Kaxxgoe oTaenbHO), aBTOMaTtnyeckne CHoBa CTaHyT
aBTOMaTnyeckmmu; 3anucy DoH, koTopbix He 66110, ByayT ybpaHbl, @ NpexHne noay4vat CBOU
3HaueHunA. Agantep Haxoautca no ero GUID, a He no Homepy. AganTep, NOSBUBLUMACA MeEXAY ABYMS
N3MEHeHMAMM, TOXe 3aNOMMHAETCA (CO CBOMM COCTOAHMEM Ha TOT MOMEHT). Eciv uTo-TO He
BEPHY/IOCb, MpOrpaMmMa roBopuT 06 3TOM 1 OCTaBASET 3TO B PE3EPBHOM KOMUMK: KHOMKY MOXHO HaxXaTb
ewé pa3. Ownbka 3anncm — 370 owmnbka: «DNS nameHéH» noaBnseTcs, TONbKO Korga agantep
AEVCTBUTEIbHO MOKa3blBaeT HOBble CEPBEPbI; €CAN He BKAHOUMAOCH WwWindpoBaHme DoH, ckasaHo 1 06

3TOM.

CBou DNS. B none «Ceon DNS» — ogHa ctpoka: IP-agpeca cepsepoB (IPv4 n IPv6) 1, ecim Hy>KHO,
agpec DoH ( https://.. ), yuepe3 npoben nam 3anatyro. Hanpumep: |1.1.1.1, 1.0.0.1,

https://cloudflare-dns.com/dns—query . Kak 3T0 NOHMMaeTcs:

e Appec DoH oTHOCUTCS KO BCeM yKa3aHHbIM CepBepaM — yKa3blBaTe cepBepbl OAHOTO
nposanzepa.
e OawnH agpec DoH 6e3 cepBepoB TOXE roguTCa: CepBEPbl NporpaMmmMa HaugEeT no ero MeHu (Mam

BO3bMET ajpec, 3anncaHHbIM B caMoM agpece DoH).

e Windows ymeet Tonbko agpeca cepepoB 1 DoH;  tls://, quic:// w sdns:// nporpamma

Ha30BET HEMOAXOAALLMMM U HE MPUMET.

e [lone coxpaHaeTca camo, KOrja Bbl U3 HEro BbIWW. Hauann neyatatb — BK/IHOYAETCA PEXUM
CBOW.

e MPOBEPUTD 3asaéT kKaxaoMy yka3aHHOMY cepBepy 1 agpecy DoH HacToswmin Bonpoc ¢ 3Toro
KOMMbIOTEPA 1 MOKa3blBaeT, OTBEYAIOT M OHWU U1 3a CKONbKO. HMyero He MeHseT, npaBa
aAMUHUCTPaTopa He HY>Hbl. Monvalymii IPv6-cepBep He CUMTaeTca MONOMKOW: Y MHOTUX CeTel

IPv6 HeT.



Pexxum CBOW ectb 1 B pasgene CONFIGS cpean pexkumos «DNS nepeg 3anyCcKoM»: 3anuncb B KaLLe

XpaHUT CBOU CepBepbl LENNKOM N HE 3aBUCUT OT TOrO, YTO B NoJie CEroaHA.

Ecnn y Bac poytep Keenetic, Bkntoumte B HEM «TpaH3UT 3aNpoCoB».

LISTS

CMNCKWN U3 GITHUB. Zapret 06xoant 610KMPOBKY TONBKO A8 CAUTOB U afpPeCcoB U3 CBOMUX CMUCKOB.
34ecb NOAKNKOYAKOTCA TOTOBbIE BonbLuMe cnnckn ana Poccuu; nx nybamkyrot Ha GitHub n o6HoBAastoT
KaXXAbIM AeHb WK Yalle, a NporpaMmMa CKkaumBaeT Ux NPsSMO OTTyAa (TONbKO C

raw.githubusercontent.com ):

Ha6op Yro 310 3anuceit

runetfreedom - ru-blocked- aApeca u3 community.antifilter.download: 3a6noknpoBaHHsble, 0 okoso 900

community KOTOPbIX COOBLLMAN NOIb30BATENN

runetfreedom - ru-blocked BCe 3ab10KMpoBaHHble agpeca u nogcetu (antifilter.download) okosno 88
ThiCAY

runetfreedom - re-filter (IP) aapeca npoekTta refilter okono 25
ThiCAY

runetfreedom - Telegram, NMOACETN TPEX CEPBUCOB okono 150

Twitter, Facebook

Discord (noacetu) ronocosble cepepsbl Discord: itdoginfo/allow-domains u retfilter okoso 2 300
itdoginfo - Russia inside JAOMEHbI, KOTOPble HYXXHO 06x0AUTb BHYTpU Poccuu okoso 1200
(AoMeHbl)

Re:filter - community nonynsipHble 1 3ab610KMPOBaHHbIE JOMEHbI okono 700
(aomeHbl)

Refilter - domains_all NMOJIHbIV CUcoK gomeHoB re:filter okosno 80
(aomeHbl) ThiCAY

Cnuckm runetfreedom/russia-blocked-geoip o6HoBAsIOTCA pa3 B 6 YacoOB 1 AenaroTcs U3
antifilter.download w re:filter (GPL-3.0). ¥ aByx 60obwnx Habopos (ru-blocked n domains_all) B
nogckaske ecTb NpeAynpexXaeHne: OHU AeNatoT CNCKN 3aMeTHO AJIMHHEe, @ WiNWS YMTaeT UX npu

Ka>A,0M 3anycke.



Kak ato paboTtaet: unn BKJ1 y Habopa — Becb >ecT. BkatouéHHbln Habop 3anuceiBaeTca B cnmvcky DPI-
WMHCTPYMEHTOB, BbibpaHHbIX Uunnamu 3anucbiBathb B: (ZAPRET, ZAPRET 2, BYEDPI; no ymonyaHuto
BKIOUEH ZAPRET). ¥ Zapret oH noxuTca 6710koM MeXxay ABYMSA CTPOKaMU-MeTKaMM 3TON
nporpammbl ( # >>> Audion DPI Manager: ums | 3anuceit | pata .. # <<< Audion DPI
Manager: ums ): JOMeHbl UayT B list-general-user.txt , agpeca — B HacToAwwmMM cnucok IPSet

( ipset-all.txt , a noka pexum IPSet HET nan BCE — B ero konuto | ipset—all. txt.backup , rae
CIMCOK XAET). Balm cobCTBEHHbIE CTPOKM PAJOM He TporaroTca HMKoraa, a 6aokun ybuparotca no
MeTKaM: BbIKNHUNAN Habop — dain BepHyaca 6anT B 6anT TaknMm, Kakum 6bi1. Kak 37O ycTpoeHo y

AByx Apyrux DPl-nHcTpymeHTOB — HUXe, B pa3gene «Cnnckn ana zapret2 n ByeDPl».

e Appeca pabortatot Tonbko B pexxume IPSet CMMNCOK. Ceexwnin naket Flowseal ctout B pexxnme
HET. Korza Bbl Bk/ItoUaeTe Habop € agpecaMu, a pexxmm Apyrou, nporpammMa CrpocuT,
NepeKItoYnNTb 1N ero: pexxmm — Ball, 6e3 Bonpoca oHa ero He MmeHseT. [lomeHbl n3 HabopoBs

paboTatoT B t06OM pexmme.

e KHonka U y Habopa ckaumMBaeT ero 3aHOBO, 3HAYOK PAAOM OTKPbIBAeT peno3utopuin Ha GitHub.
OBHOBWUTb BKJ/IOYEHHbIE — Bce BrAtOUEHHbIE cpa3y. Ynn PA3 B CYTKW: noka OKHO OTKPbITO,
BK/IFOUYEHHbIE Habopbl, KOTOPbIM BoAbLle 23 YacoB, CkayMBatoTCA camu (Yepes 25 cekyHA nocne
3anycka, NoToMm nposepka pa3 B yac). CkayaHHOe NpoBepsaeTca NOCTPOYHO (agpeca, MoACeTy,
AOMEHbI), MycOp OTbpacbiBaeTCs; NyCTOM MAN CIOMaHHbIN OTBET HE 3aMeHAET CTapblil CMMCOK.

e [locne obHOBNEHMA UM NepeyCcTaHOBKWN NakeTa Zapret BKIOYEHHbIe Habopbl 3anNnCbIBalOTCA B
Hero 3aHoBo. [Tocne OBHOBUTb CIMUCOK IPSET Toxe.

e YBPATb U3 DPI-UHCTPYMEHTOB y6vpaeT 13 cnmckos Bcex DPI-MHCTpyMeHTOB BCE, UTO
3anucana Nporpamma, 1 Bblk1touYaeT Habopbl; caMy Habopbl OCTAOTCA W BKIKOYAKOTCA CHOBA.

e Pepaktop CBOU AOMEHDbI Huxxke 610KOB He MOKa3bIBAET (B HUX ThICAYM CTPOK) MU MPU COXPaHEHUN

X COXpaHAeT.

e [oag umnamm DPI-MHCTPYMEHTOB A8 KaXKAOrO CTOUT CTPOKA «YTO NIEXMNT B €ro CrMCKax cemnyac»:

yMCia YATAKOTCA U3 camux $alnioB, a He BepyTcs U3 TOro, YTo NporpaMma cobvpanack 3anucarsb.

Cnuckum ana zapret2 v ByeDPI. Tot xe Habop MOXHO 3anuncatb 1 B gBa Apyrux DPl-uHctpymeHTa —
BKJIFOUMTE UX UMbl B «3anNnCbiBaTb B:». DPI-MHCTPYMEHT A0/1KeH ObITb YCTAHOB/IEH; ECAN HET,
nporpamMma Tak 1 CKaXKeT M HUYero AN Hero He Npuaymaert (3anuLieT nocae yCTaHoBKM). Y KaXxaoro

DPI-MHCTpyMeHTa CMMCKN YMTaroTCA NO-CBOEMY, MO3TOMY YCTPOEHO Pa3HOE:

DPI- Kyaa nuwertca Kak ncnonb3syerca
MHCTPYMEHT
ZAPRET list—-general-user.txt  n cnucok IPSet nakera, KaK 1 paHblle; ajpeca — TOJIbKO B

6710kaMu1 MO MeTKaM pexume IPSet CMCOK



DPI- Kyaa nuwerca Kak ncnonbsyercsa

MHCTPYMEHT

ZAPRET 2 aomMeHbl — | Tools\zapret2\lists\list- JLOMEHbI paboTatoT cpasy: npoduam
user.txt , agpeca — obpa3sua otbuparot Tpaduk no | list-
Tools\zapret2\lists\ipset-user.txt , user.txt . [lns aapecoB Hy>Hbl
610KkamMu No MeTkaM (y zapret2 B cmmckax MOXHO npodunu c | ——ipset : KHomnka
nucatb KOMMeHTapun | # ) NMPOPUNUN ANA AAPECOB B pa3aene

ZAPRET 2. winws2 nepeuuTbiBaeT

WN3MEHEHHBIN CMNCOK caM

BYEDPI Tools\ByeDPI\lists\hosts.txt un ipset.txt , TONBKO Korga B pasgene BYEDPI
LesMKOM 13 3anucei (y ciadpi HET KOMMeHTapues, BKJIFOUYEH PEXUM «MO CrINCKaM»

MeTKW B ero painax ctanm bbl «oMeHaMm»)

imeHa, koTopeble ciadpi He NoHMMaeT (Hanpumep, ¢ NnogyépkrBaHmem), B dann ByeDPI He nonaaatorT:
WX YMCNO NporpamMma HasbiBaeT. [ycton dann  ipset-user.txt y zapret2 o3Hauan 6bl «i06OM
aApec», MO3TOMY B HEM BCerAa ocTaércs ofHa be3onacHas cTpoka  203.0.113.113/32 —kaKy

pexxuma HET B Flowseal.
CBOU CMNCKU - UMIMNOPT U 3KCIMOPT.

o UMMOPT ®ANJIA... 6epéT daiin | .txt , .lst | .csv | (no 3anucu B ctpoke, # —
KOMMEHTapWi) AW apxumB, COXpaHEéHHbIN kHomnkown SKCIMOPT BCETO. Yto BHYTpM — agpeca nau
AOMeHbI, MporpamMma onpegenset cama. CTpoku, KOTOpble He agpec 1 He JOMeH, oTbpacbiBarOTCA U

nogcuntbiBatoTca. Palin ¢ TeM e MMeHeM 3aMeHsIeT NPEXHNUA CNCOK.
e BCTABUTb U3 BY®DEPA penaet 10 XXe € TeKCTOM 13 bydepa obmeHa (cnucok «M3 bydepa»).

e JKCIOPT IP... coxpaHseT B TEKCTOBbIA (Gai BCe agpeca U NOACETU BKAOUYEHHbBIX HABOPOB, No

OZHOMY B CTPOKe, — YTOObI B3ATb WX B APYryt0 MPOrpaMmy.

e JKCMOPT BCErlO... coxpaHseT apxvB  .zip : Bce Habopbl C COAEP>KMMbIM M TPU BaLlLMX CMMCKa U3
naketa Zapret (6e3 6510koB HabopoB). TOT >ke apxmB Bo3BpaLlaetca kHonkor VIMIMOPT GANJA, Ha
APYrom KOMMblOTEPEe TOXe: Habopbl 3aMeHAOTCA OAHOMMEHHbIE, BallW CNCKWU MakeTa CAMBaroTCA

NOCTPOYHO C TEMWU, YUTO TaM €eCTb.

3anucy NpoBepsATCA Tak: aapec — YeTblpe Uncia Yepes Touky uam IPve, ¢ aanHon mackm nam 6es;
oTbpacbiBaroTca | /0, 0.x.X.X , 127.x.X.Xx , 224 v Bbiwe (OT HUX B ipset oanH Bpea). JoMeH — nmsa
C TOYKOW; PErUCTP,  *. U TOYKM MO Kpasam ybuparotcs. Habopbl xpaHATca B

config\history\lists\ .



Ceou cnucku Flowseal: CBOU AOMEHDI ( list-general-user.txt ), UCKJIOYEHUA, IP-
NCKJTIOYEHUA — pepakTnpyroTca; OCTasbHble IeXaT B NakeTe U OTKPbIBAOTCA TOAbKO A5 YUTEHUS.
MNpoCcMOTp HMKOrAa He CO34aéT GpaloB: HECYLLECTBYHOLMI CBOM CMNCOK NMOKa3blBaET TEKCT, KOTOPbIN

co3zan 6kl | service.bat .

IPSET. OBHOBUTDb CMMCOK IPSET ckaumBaeT cBexxuin  ipset-all.txt (Habopsbl c agpecamu nocne

3TOro 3anMncbiBatOTCSA B HEFrO 3aHOBO).

HOSTS. ®ain hosts unHnT Be6-Bepcuto Telegram n ronocosown yat Discord. MIPOBEPUTb cpaBHuBaet
ero c atanoHom Flowseal; SAMTUCATb B HOSTS gonuckiBaeT 610Kk Mexay AByMS CTPOKaMU-MeTKaMu
3TOW Nporpammbl (nepeg 3Tum genaetcs konus B | . _runtime ); YBPATb BJIOK y6upaet nmeHHO Halu

610K MO MeTKaM, OCTa/ibHOe He TporaeTcs.

XYPHA

XunBown xypHan DPI-MHCTPYMEHTOB: CTPOKM, KOTOPbIe NeYyaTatoT | winws.exe , winws2.exe u
ciadpi.exe , Korga nporpaMma Mx 3anyckaeT, n cobbITMA 1X 3amycka 1 OCTaHOBKW, C CaMOro 3anycka
nporpammebl. 3T0 XypHan HuxHen naHenn (Ctrl+J), pasobpaHHbin No DPI-nHctpymeHTam: umnel BCE,
ZAPRET, ZAPRET 2, BYEDPI. MANAGER noka3biBaeT xypHas, kotopbii ByeDPl Manager BeaéT B CBOEM
danne ( Tools\ByeDPI\logs\bdmanager_paTta.log ), no Mepe pocta. CJIEAVNTb npokpyumBaet K
HoBbIM cTpokam, KOMMPOBATD knagét nokasaHHoe B 6ydpep obmeHa, OYNCTNTb SKPAH onyctowaet
3kpaH (paiinbl octarotcs), ®AJ XXYPHAJIA oTkpbiBaeT daiin 3a AeHb B biokHoTe. BbiBog cnyx6bl v

nporpamMm, 3anyLeHHbIX HE U3 3TOro0 OKHa, MPOYnTaTb HEJIb3A: Windows ero He Bbl,ﬂ,aéT.

DIAGNOSTICS

MyHkT Run Diagnostics n3 | service.bat Tabauuen: cnyxba Base Filtering Engine, cuctemHbi
npokcu, metkn Bpemenn TCP, Adguard, Killer, Intel Connectivity, Check Point, SmartByte, daiinbi
obxoaa (aHTMBUMPYC YacTo ybupaet apansep), VPN, 6e3onacHbin DNS, hosts, nyTe ¢ kupuannueni nan B
OneDrive, avwHunn agpansep WinDivert, cnyx6bl gpyrnx o6xon0B. 3enéHbii — B nopsake, ronybon —
COBET, AHTapHbI/ — 3aMeyaHune, opaHXeBbli — npobaema. [4e nporpaMma ymeeT UcnpaBuTb —
psgom kHornka. OYUCTUTDb K3LL DISCORD 3akpbiBaet Discord v yaanset ero kaw (BXogMTb 3aHOBO

He NpuAETCs).

npOCMOTp HMUYero He MeHAET. EAI/IHCTBeHHOG NCKJIKOYEHNE TO XKE, UTO Y service.bat : meTkun

BpemeHu TCP nporpamma Bk/tOYaeT caMa npu 3anycke obxoga.



ZAPRET 2

Bropoe nokoneHne DPI-nHcTpymeHTa oT bol-van: ctpaternm — nporpamMmmbl Ha fA3bike Lua, winws2.exe
nnwb nepexsatbiBaeT Tpaduk. UPDATE (nnn YCTAHOBUTD B pa3gene) ckaumBaeT pesv3 1 6epét ns
Hero ana Windows Tonbko Hy>Hoe: winws2.exe , gpareep WinDivert, lua\ , files\fake\ ,
obpasubl PuabTpoB.. Bcé nexxmt B | Tools\zapret2 . O6HOBNEHME NPOBEPAET apXMB U pacnakoBbIBaeT
ero pagoMm, 3ateM ybupaeT cTapoe B CTOPOHY W KNafET HOBOE; ecn Gail 3aHAT, MPEXHASR Bepcus
BO3BpaLLaeTcs LesMKoM. Pagom ¢ kHomnkon yctaHoBku ctoaT OTK/TKOYNTb, OCTAHOBUTb
APAMBEP, YAANNTb APAUBEP (apaiisep WinDivert o6wiuii ¢ Zapret) u YGAJIUTb ZAPRET 2:

nanka Tools\zapret2 ctupaercs BmecTe co cnuckamu, npecet B | config\zapret2 ocraércs.

FoTtoBbIx cTpaternin ana Windows B penvse HeT. 3aecb oanH MPECET — npumep «http, https, quic» 13
AOKYMeHTauun zapret2 — B noJie, KOTOPOE Bbl NPaBUTE; OH paboTaeT no cnucky gomeHos A OMEHDbI
(n3HavanbHO YouTube 1 Discord). Habopsl ¢ GitHub (pa3aen LISTS, uun ZAPRET 2) gonucbiBaroTca B

3TOT Gain 610KaMu: 34eCh Bbl BUAUTE M NMPaBUTE TONbKO CBOU CTPOKMW.

Yun NPOPUNUN ANA AAPECOB fo6aBnsieT K KaxkaoMy npoduato npeceta, KOTOPbIA oTOMpaeTt
Tpaduvk no | list-user.txt , Takon xe npodunb no  lists\ipset-user.txt — tyaa LISTS knagér
agpeca HabopoB. Konun CTOAT Noc/ie OPUTMHANOB: UMA U3 CNINCKA AOMEHOB CUbHEE, a afpec NOBUT
10, Y yero numenu Het (QUIC, 3BoHkwM). KonunpyeTcs Tonbko npoduabHasa vactb ( ——filter-.., —--lua-
desync ...), obwwme napameTpsbl ( ——lua-init , --blob , ——wf-.. ) ocTatoTcs B 0O4HOM 3K3emnaspe.
MNpeceT coxpaHAeTca cpasy; BbIKNOUYMAN YN — KONUKU YOpanuch, NpeceT BepHyAcs 6anT B GanT.
MPOBEPUTb nokaxceT KOMaHAHYO CTPOKY 1 HegocTarowme dannibl.  %Z2% B TeKCTe — nanka
Tools\zapret2 . START 3anyckaeT winws2.exe C NpeceToM 13 Noas (faxke He COXPaHEHHbIM;
coxpaHseTca npwu 3anycke). Moabop cTpaternm ana zapret2 — BpyuHyto: blockcheck? B penvze ans

Windows He nocrtasadercs.

BYEDPI

UPDATE craBut naket ByeDPI Manager «All in One» B | Tools\ByeDPI : OKHO ynpaBaeHus,
ciadpi.exe , ProxiFyre n yctaHoBLMKN 3aBUCMMOCTeN. HacTponkm Manager ( config ) m cnmnckm
nposepku ( proxytest ) Mpy 06HOBAEHUW He 3aTparMBaroTCsa. ADXMB CHayana NpoBepseTca 1
pacnakoBbIBaETCA PAAOM; 3aTeM Pali/ibl 3aMEHAROTCH, @ €C/IM KAaKOW-TO 3aHAT APYrov NporpamMmmMonu, Bcé
BO3BpaLLaeTcs Kak 6b110 1 Bepcus OCTaétcs npexkHen. Pagom ctost OTK/TOYUTb n YAAJIUTD
BYEDPI: nogkntoueHme CHUMaETCs, CUCTEMHBIN NPOKCK BO3BpaLLaeTcs, oOkHo Manager u ProxiFyre u3
3TOW Nanku 3akpbiBatoTcs, nanka  Tools\ByeDPI ctupaetca. Jpansepa y ByeDPI HeT (3T0 npokcw);
Windows Packet Filter n3 nankun redist , ecam Bbl ctaBuam ero ana ProxiFyre, octaérca B Windows —

€ro CHMMakrT B <<anIfIO)KeHI/IFIX>>.



OTKPbITb MANAGER 3anyckaeT ero okHo (noabop ctpaterun, pexxum ProxiFyre ana oTaenbHbIX
nporpamm). BABUCUMOCTW oTkpbiBaeT nanky redist — Windows Packet Filter n Visual C++ 2022

HY>KHbI TONIbKO Ana ProxiFyre.

MNOAKJ/TKOYEHUE — npocToe: ciadpi.exe Ha /0KaAbHOM MOPTY MIKOC CUCTEMHbIV MPOKCH
Windows ( socks5://127.0.0.1:nopT ). B3ATb N3 MANAGER 6epét napameTpbl 1 MOPT 13 €ro
HacTpoek. [Tpy OTKAOUEHNN MPEXHNIN MPOKCK BO3BPALLAETCS, €CN 3a 3TO BPEMSA €ro He N3MeHuna
Apyraa nporpamma. Ctpaterns no ymondavumio — | —d1l —-d3+s —-s6+s —-d9+s -sl2+s -d15+s -
s20+s —-d25+s -s30+s -d35+s -rl+s -S -al -As —-dl -d3+s —-s6+s —-d9+s -s12+s -d15+s -
s20+s —d25+s -s30+s -d35+s -S -al : gBe rpynnbl pa3pe3os u disorder no SNI, BTopas (nocne -
As ) pabortaer, korga nomaetca TLS. =S  (md5sig) ectb TobKO B Linux, noaToMy nporpamma ybupaet
€ro 13 KOMaHAHOM CTPOoKM — Tak AgenaeT n ByeDPI Manager B Windows. ®aiin HacTpoek, rae ewé
CTOWUT YMOYaHNe NPeXHWX BEPCUI, NOyYaeT HOBOE; CTpaTerns, KOTOPY Bbl Hanncaaun camu, He

TporaeTcs.

Mo CNUCKAM — BbIK/1, MO AOMEHAM, MO AAPECAM. ByeDPI ymeeT orpaHu4nTb CTpaTernto
cnuckom:  ——hosts hainn (TONbKO 3TN JOMEHbI, MOAAOMEHbI YUNTbIBAOTCA) UAM  ——ipset dain
(Tonbko 3TK agpeca); octasbHOW TpaduK MAET Kak ecTb. Cnnckn — Habopsbl 13 LISTS (unn BYEDPI):
dannbl | Tools\ByeDPI\lists\hosts.txt v ipset.txt . Kak nporpamma BCTaBaseT orpaHuyeHue:
ciadpi 4ennt napameTpbl Ha rpynnbl Mo Kaxaomy  ——auto ( —A ), 1 yCI0BUA NPOBEPSAIOTCA B KaXX0M
rpynne oTaenbHo, no3tomy ——hosts / ——ipset cTaBuTCA B Hauano KaXkA0W rpynnbl — MHaye
rpynna 6e3 orpaHuyeHna npogonaxana 6ol paboTatb Ana BCcex cantos. CTpaTtervs, y KOTOpou yxe ecTb
cBov ——hosts / ——ipset , ocTaércs Kak Bbl €€ Hanucann. JoMeHbl 1 agpeca BMeCTe He
COBMELL,AKOTCA: YC/IOBUA B OLHOW rpynmne CKAafblBatoTCA Mo «V1», Tak UTO pexuM BblbUpaeTcs OAnH.
Ecam gna pexxvma HeT HM OZHOM 3anucuy, NOAKAKOUYEHME He 3amnycKaeTcs 1 roBopuT novemy (ciadpi c
nyCTbIM CMUCKOM He npumeHnn 6bl Huyero). KOMAHA nokasbiBaeT UTOrOBYH) KOMaHZAHYH CTPOKY U

HaxXxoAuT MOMeXn, HW4Yero He 3anyckas.

KomaHaHaa cTtpoka

[lBe komaHapbl paboTatoT 6e3 OkHa, AnA cbopLimka penrsa (npaBa agMUHUCTPATOPa MM HE HY>KHbI,
3anpoca UAC Hert; kog 3aBeplieHns 0 — BCE, UTo Npocuan, caenaHo, 1 — 4to-To He BbIWAo, 2 —

KOMaHZa He noHATa):

e App\AudionDpiManager.exe —-install-apps [all]|zapret|zapret2|byedpi] [--force]
CTaBWUT TO, YTO cTaBAT kHonkn UPDATE: naket Flowseal B | Tools\zapret-discord-youtube ,
zapret2 B Tools\zapret2 , ByeDPl Manager B Tools\ByeDPI . be3 --force — TOAbKO TO, Yero

HEeT NN YTO BbILLJIO HOBeEe.



e App\AudionDpiManager.exe —-reset-—apps BO3BpaLLaeT yCTaHOBEHHbIE MPUNOXEHMA K UX
cobCTBEHHOMY YMOAYaHWIO: 610KM 3TOM Nporpammbl B cnmckax Flowseal, cobcTBeHHbIe cnnckm | %—
user.txt w ¢ounbTp urp Flowseal, aBa cnuncka zapret2, pannbl cnuckos ByeDPI, dainbl XxypHanos.
Camu npunoxeHns octatoTcA. TONbKO TO, YTO NIEXUT B Nanke npoekTa: nakeT Flowseal, Ha koTopbIN
yKa3blBatOT HACTPOWKM BHE NpoeKTa (MAu CCblKa Ha APYryro narnky), He TPoraeTcs; CCbliKM
(junction) BHyTpW naketa — lists , utils — TOXe He 0BXOAATCA: OUMCTKA UX Ha3bIBAET U

npomnyckaer.

B c6bopuwuke 310 war | [06] INSTALL APPS davna builder_main.cmd v nepBoe, 4TO AenaeTt
cleanup_project.cmd ; uncrka ewé ybupaet | config\settings.json (nporpamma ctaptyet no
YMOJTYaHUIO: PYCCKUI A3bIK U TEMHAs TeMa), UICTOPUIO, XXypPHabl U Nanku c6opkn. HM ogHa 13 KoMaHz

He cobupaeT NporpaMmmy, a YNCTKa HAYETO He CTaBUT.

ByeDPI: napametpbl n HacTtpoiikn Manager

MAPAMETPBbI... oTkpbIBaeT CNMCOK BCex NapamMeTpos  ciadpi.exe Mo rpynnam ero pykoBoAcCTBa
(noakntoUeHne, orpaHnyeHre obaacTv, aBTOMaTUYECKUA PeXUM, MPUEMBI 06x0Aa, TONbKO Linux): y
KaXgoro kpatkoe nosicHeHne n kHornka BCTABUTD, koTopas cTaBuT roToBbIN WabsioH napaMeTpa B
KOHeL, nons napameTpos. [Tonck cy>kaeT CNMCOK MO Ha3BaHMIO UAK COBY. [TapameTpbl, KOTOpbIe ecTb
TO/IbKO B Linux, TOXe nokasaHbl, C MOMETKON «He aencTByeT Ha Windows»: nporpamma ybupaet mx us

KOMaHZAHOW CTPOKK, Kak 3To genaeT ByeDPl Manager.

HACTPOMKM MANAGER nokasblBatoT U MeHsoT daiin HacTpoek ByeDPI Manager

( Tools\ByeDPI\config\settings.json ), Te Xe, UTO Ha BKJaZKax €ro oOkHa: MapLUpyTU3aL o
(BbIKJ1, PROXIFYRE, CUCTEMHbIV MPOKCW), LAN, cnvcok nporpamm ans ProxiFyre (B cTpoke ums
npoLiecca, exe Uan narnka; KHOmnKm OAWN... v MATIKA... 406aBAAOT MX) U NOBeAEHME OKHa
(noakntoUaTbCA NPU 3anycke, 3anyckatb CBEPHYTbIM, cBopaymBaTb B Tpein). COXPAHUTb B MANAGER
MULLET TOIbKO 3TU KJAOUW, OCTanbHOE B daisie (A3blK, ropAaYvan KaaBuLLIa, NCTOPUA CTpaTernm) OCTaércs.
OTAATb B MANAGER B kapTOuKke NOAKNHOYEHNA 3aNMnCbIBAET B TOT Xe dann napaMeTpbl 1 NOPT 13
noneu, B3ATb N3 MANAGER genaet obpatHoe. Manager uvTaet dann npu 3anycke v nuweT npu
3aKpbITMK, MO3TOMY MPU COXPaHEHWW 3/eCb €ro OKHO AOJIKHO ObITb 3aKPbITO: MOKa OHO OTKPbITO,
nporpamma nucatb oTkasblBaeTca. MNogkntoueHne 3Toro pasgena HacTpPoVKM MapLIpyTU3aLmm He
MCcnonb3yeT; 3anyck nporpamm vepes ProxiFyre, noabop ctpateruni n aBto3anyck ¢ Windows aenaet
camo okHO Manager (OTKPbITb MANAGER).

Uto nporpamma MmeHsieT Ha MalLUHe

e 3anyckaeT n ocTaHaBAMBaeT winws.exe / winws2.exe / ciadpi.exe .



CraBuT 1 cHUMaeT cnyby | zapret , octaHaBanBaeT u yaansaet gpavisep WinDivert (no kHonkam).

CtupaeT nanku yCTaHOB/IEHHbIX MHCTPYyMeHTOoB (kHonkn YAAJIVTb, nocne Bonpoca).
Bkntouaet meTkm BpemeHu TCP ( netsh interface tcp set global timestamps=enabled ).

MeHsieT DNS agantepos (pa3gen DNS) n cuctemHbin npokcu (BYEDPI — MOAKNHOYNTD). Oba

BO3BpallaroTCA KHOMKaMu.

JonucbiBaeT 610k B hosts (LISTS — 3AMNCATb B HOSTS) nocne konuu; 610K yorpaetcs

KHOMKOW.

3anvcbiBaeT BKAHOYEHHbIE HAabOpPbl CMNCKOB B CMUCKM BblOpaHHbIX DPI-nHcTpymeHToB (LISTS —
CMNCKN U3 GITHUB — «3anucbiBaTb B»): y Zapret n zapret2 610kamMy Mexay CTpoKammn-meTkamm
( list-general-user.txt u cnucok IPSET naketa; Tools\zapret2\lists\list-user.txt wu
ipset-user.txt ), y ByeDPl — cBoumu pannamm | Tools\ByeDPI\lists\hosts.txt wu
ipset.txt . baokm ybupatotca no meTkam. Pexxum IPSet meHseT ToNbKO C Ballero cornacus;
npeceTt zapret2 meHseTcs Tonbko kHonkon NMPOOUIN ANA AAPECOB, a pexxum «no cnvckam»

ByeDPl — To/1bKO Balim BbIGOPOM.

Yaanset kaw Discord n cny>x6bl gpyrnx 06xof08 — TOABKO MO CBOMM KHOMKaM 1 nocje Bonpoca.

Bcé 310 3anumcbiBaeTca B xXypHan. Huuero He 3anyckaetca no pacnucaHmio Windows. B ceTb

nporpaMma obpaLlaeTcs TONAbKO 3a BEPCUAMU, penrsamm u cnnckamu Ha GitHub n — no Bawe

kHonke NMPOBEPUTD B pa3saene DNS — k cepBepam, KOTopble Bbl CamMu yka3anu. Pa3 B cyTku, noka

OKHO OTKPbITO, OHa 3aHOBO CKayMBaeT BKAOUYEHHbIE Habopbl cnnckos; umn PA3 B CYTKW B LISTS ato

BbIKJIFOYaeT.

Fae uto nexkurt

Start.exe — App\AudionDpiManager.exe — nporpamMma.

Tools\zapret-discord-youtube — naket Flowseal (nanky MoxHO BbibpaTbh Apyryto; nanka ¢
TakMM UMEHeM B KOpPHe, rae eé aepxkanv sepcun Ao 1.6.0, ncnonbsyercs, noka HOBOe MecTo
nycTo).

Tools\zapret2 , Tools\ByeDPI — ctaBsTCA pa3genaMu no KHOMKe.

config\settings.json — s3biK, TeMa, wWpndT, nanka Zapret, ceori DNS.  config\history\ —
KaLW KoHurypauuin, konum DNS 1 npokey; | config\history\lists\ — Habopbl cnuckos
(noanucaHHble TeKCTbl U | sets. json ¢ nepekntoyatenamu). config\zapret2\preset.txt —

Ball npecet. LICENSE u | NOTICE — auvueH3ua 1 yBedOMJIEHME.

._runtime\ — >XypHanbl, cka4yaHHoe, k3w oTBeToB GitHub, konuu hosts.



JInueHsna n ToBapHbIU 3HaK

Audion DPI Manager © 2026 Tensionix pacnpoctpaHsaeTca no anueH3un Apache License 2.0 (nonHbIn
TekcT — dann | LICENSE , yBegomneHne — NOTICE ; o6a OTKpbIBatOTCA KHOMKaMu B pasgene ABOUT).
«Audion» 1 3Hak Audion — ToBapHble 3Haku aBTopa: amueH3na Apache 2.0 (pa3zen 6) He AaéT Npasa
MCMoAb30BaThb 3TO Ha3BaHWe W 3HaK, U KOMWA AN M3MEHEHHAA BEPCUA NPOrpaMmbl He AOMKHA
BblgaBaTbca 3a Audion. Yyxxune nporpammbl (Flowseal, zapret2, ByeDPI, WinDivert) n nx cnuckm

ckaumBatoTcs ¢ GitHub no Ballen KHOMKe 1 OCTatoTCA CO CBOUMMW NNLEH3UAMMN.

Ecnam uto-1O He Tak

¢ «[porpamma 3anyuieHa 6e3 npaB agMMHUCTPaTOpa». 3aKPOTe OKHO 1 3anycTuTe Start.exe.

e 06x0pa 3anycTUACA U Cpa3y OCTAaHOBWJICA. B XXypHane — npuunHa: yalie HeT parina cnmcka nam

aHTMBMpYyC ybpan gpaveep. DIAGNOSTICS nokaxeT BTOpOE.

e [lpaiiBep He BbIrpy>xaercs Npyu o6HOBNAEHUU. 3aMeHa CTAaBUTCA Ha CeAYHOLLYHO 3arpy3Ky

Windows; nepesarpy3unTecs.
¢ Hwuuero He oTtkpbiBaeTca nocne cmeHbl DNS. DNS — BEPHYTb KAK BbIJ10.

e AHTMBMpYC pyraetca Ha WinDivert. 310 noxHoe cpabaTbiBaHune; gobaBbTe nanky Zapret B

NCKNKOYEHNA.



