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nosb3oBaTens
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e FEcnm yuto-TO He Tak

Audion DPI Manager — 04HO OKHO A/ NpOorpamMmM, KOTopble 06xoaaT 610KnpoBkM Tpadurka. [naBHas

n3 Hux — Zapret (naket Flowseal/zapret-discord-youtube). Pagom — zapret2 (bol-van) n ByeDPI

(romanvht/ByeDPIManager).

OkHo paboTaeT ¢ Temu xe parinamu, cny>kbamm n 3anncammn peectpa, 4to u bat-dannbl Flowseal.

MeHto  service.bat ¥ 3TO OKHO MOXHO MCMO/Ab30BaTb BrnepemMeLlKy: OHM BCerga corjiiaCHbl A4pyr C

APYrom.

1/15


https://github.com/Flowseal/zapret-discord-youtube
https://github.com/bol-van/zapret2
https://github.com/romanvht/ByeDPIManager

3anyck

3anyckanTe Start.exe. Windows cnpocut paspewenuve (UAC): 6e3 npaB agMUHUCTPATOPa Heb3s HU
3arpy3utb gpansep WinDivert, H1 noctaBuTb cny>by, H1 n3meHnTs DNS 1 dann hosts. OTkazannce —
HWYEro He 3anycTua0Chb U HAYEro He N3MEHMIOCh. 3anNpocC NOABASETCA NPW NOOOM 3anycke: 1 Yyepes
Start.exe, n ecam otkpbITh | App\AudionDpiManager.exe Hanpsamyto. Ecam nporpamma Bcé xe
oKka3asnacb 6e3 npas (OKHO 3anyLLeHO BHe 06bIYHOro NyTK K 3anpoc Bbl1 HEBO3MOXEH), 06 3TOM

CKaXKeT CTpOKa COCTosfHUA, N 06xog, cnyxba n DNS paboTtatb He 6yayT.

A3bIk 6epéTca n3 cncteMbl Npy NepBoM 3anycke (pyccknin B pycckon Windows, B ocTanbHbIX
aHraurickuin); nocne Haxatns RU | EN Bbibop 3anomuHaetcs. KHonku RU | EN cnipaBa BBepxy

nepektoYatoT A3bIK, KHOMKM C IYHOW 1 conHuem — Temy, a | A | A+ — pasmep wpudrTa.

Kak ycTtpoeHo OokHO

BepxHsAs cTpoka — OZiHa CTPOKa M3 TPEX TEMHbIX KyCKOB: C/1IeBa Ha3BaHWe NPOrpamMmbl U BEpCUS,
nocepezvHe nepekitovateny DPI-MHCTPYMEHTOB, cnpaBsa A3biK, Tema, LWpUT 1 3Ha4oK Tpes. BbicoTa
OKHa — camoe loporoe, YTo eCTb Y CTPaHWL, NO3TOMY paHblUe ABe CTPOKM (3aro0BOK 1 Moaoca

nepekatoyaTenen) Tenepb ofHa.

Tpeii. Moka nporpamma paboTaeT, eé 3Ha4yok ctouT B Tpee Windows. 3Hauok Co CTPesKon BHU3 B
NpPaBOM KOHLLe BEPXHEWN CTPOKM NPSYET OKHO B Tpew: nporpamma n obxog pabotaroT ganbe. OKHO
BO3BpALLaeTCs LWeAYKoM No 3Hauky B Tpee. MeHto 3Hauka (MpaBas KHOMKA; Y KaXkA0n CTPOKM CBOA
MKOHKa, BbIOPaHHbIV MHCTPYMEHT OTMEYeH MaHAapuHOBOM Toukon): Moka3saTb OKHO, 3anycTuTb U
OcCTaHOBUTb — A9 MHCTPYMEHTa, BbibpaHHOro BBepxy, nepekatoyatenv ZAPRET, ZAPRET 2, BYEDPI
1 Bbixopa,. KpecTvk okHa no-npexHemy 3akpbiBaeT nporpamMmmy. Bropow 3anyck nporpaMmmbl 13 Ton xe

nanku He OTKPbIBaeT BTOPYHO KOMMIO, a MOKa3blBaeT OKHO y>e paboTatoLLen.

Tpw 6onbwNX Nepekntovatens nocepeanHe — ZAPRET, ZAPRET 2, BYEDPI. 31o He HacTpowku, a
nosHoe nepekatoveHne DPI-MHCTpyMeHTa Nog OKHOM: y KaXAoro cBou danibl, CBOE NOAKNHOYEHME U
cBO€ 3HayeHne kHonok UPDATE n START BHM3y. LiBeT IMHWM NOg 3aronoBKOM NOKa3blBaeT, Kakou
BblbpaH (Zapret — ronybow, zapret2 — aHTapHbIn, ByeDPl — 3enéHbin). IHankaums — Ha cammx
KHOMKax: Noj Ha3BaHWeM ToYKa ¥ Bepcua («4TO YyCTaHOBNEHO»: 3e/1éHasf — BepCuaA NOCAeAHAS,
fHTapHas — He yCTaHoBAeHO uan Ha GitHub Bbiwna HoBas, «1.10.3 — 1.10.4», cepas — GitHub He
OTBETW), @ 3€NEHbIA TPEYTONbHUK PAAOM C Ha3BaHWEM 3HauunT «paboTaeT cenyac». PaboTtatb MoryT
BCE TpW cpasy, HO ABa obxona nepexsata (Zapret n zapret2) meLwatoT Apyr Apyry — nporpamma He

AaCT 3anyCcTuTb BTOPOW.
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HwxHAA naHenb — nocToaHHble KHoMkKW. Caesa nHcTpymeHTbl: CONFIGS, TUNE, DNS, LISTS, XXYPHAJT,
DIAGNOSTICS, ABOUT. Haxann — MHCTPYMEHT OTKPbLINCA Ha MeCTe CTPaHWULLbl MPUAOXKEHUSA; HaXanu
elwé pa3 (nam Esc) — BepHyauck k npunoxenunto. Cnpasa UPDATE | START geictBytoT Ha
npuaoXeHwue, BbiIbpaHHoe BBepxy. KHomnka, KoTopow Heuvero genatb, cepas: UPDATE cepas, korga
0bHoBAATb Hevero, START cepas, Korga npuaoXxeHne He yctaHoBaeHo. Korga npunoxkeHuve pabortaer,

START npeBpawaetca B STOP.

Crpoka coCTOAHMA Haj KHOMKaMn — nocaegHee coobuieHne nporpammel (14 cekyHa) v, noka naet

AoNras onepaums, eé HazBaHume, nonoca xoga un kHonka CTOIM. Pagom JOURNAL (Ctrl+J) n F1 DOCS.

J)KypHan 3anuncbiBaeT BCE, UTO AenaeT NporpamMmmMa, U BbIBOA Winws.exe. 3a KaxAbl AeHb CBOW dalin B

._runtime\logs |

MNMepBbin 3anyck

1. Boibepute BBepxy ZAPRET. Eciv nakeTa HeT, cepas Hagnucb «He YCTaHOBEH» — HaXXMUTe
UPDATE: nporpamma ckavaet nocneanui peans Flowseal n noctaBut ero B nanky  zapret-—
discord-youtube | psgom c cobon.

2. B xapTouke CTPATEIMUA Bribepute cTpaTtervto. He 3HaeTe kakyto — general (FAKE TLS AUTO)

06bIYHO XOpoLUee Havano.
3. Haxkxmute START. O6x04 3anyLueH: ctpoka «O6xoa» cTana 3enéHOMW.

4. He pabotaet? Otkpouite TUNE, pexxum FOTOBBbIE, Haxkmnute HAYATD: nporpamma npoBepuT BCe
CTpaTernn 1 NoKaxeT, Kakne OTKpbIBatOT HOJbLLe CalTOB.
5. PaboTaloLLyto CTPATErvio MOXHO MOCTaBUTh cay 60 Windows kHorkoi CNYXKBOW — Toraa

0b6x0Z4 cTapTyeT BMecTe C CUCTEMOW.

MNMonesHo ewwé: BkatoumTe H6e3onacHbii DNS B pa3gene DNS — 6e3 Hero npoBaigep nogMeHseT

ajpeca 3ab10KMPOBaHHbIX CAUTOB, N HUKAKOW 06X04 He MOMOXET.

ZAPRET

COCTOAHMUE. MNanka Zapret (MOXHO yKaszaTb ApPYryto), Bepcus Ha ancke n Ha GitHub, uto 3anyuweHo n
ectb 1 cnyxb6a. OCTAHOBUTD racut winws.exe (1 cayxby, eciv oHa pabotaet); CHATb C/TYXKBY
ybupaert cayx6y n gparisep WinDivert coBcem. [Tog KHOMKOW YCTaHOBKM CTOUT PAj KHOMOK, KOTOpPbIe
BCE 310 cHMMatoT: Te )xe OCTAHOBUTDb n CHATb C/YXKBY, OCTAHOBUTb CNYXKBY (chyxba
ocTaérca yctaHosaeHHol), OCTAHOBUTb APAUBEP, YAANUTb APAVBEP v YA4A/IUTb ZAPRET.
ApaviBep WinDivert 06w ana Zapret n zapret2: 06xogbl, KOTOpble ero gepxar (winws.exe,

winws2.exe, cny>xba), oCTaHaBAMBaKOTCA MEPBbIMU, a NPU CeytoLLeM 3anycke ApariBep 3arpyxaerca
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cHoBa (WinDivert peructpmpyertcs Ha BpeMa paboTbl, NO3TOMY OCTaHOBJ/IEHHbIV ApaniBep 06bIYHO
ncuesaet cam). YAAJINTb ZAPRET octaHaBavBaeT 06xoa 1 ciyxby, CHUMaeT ciy>xby n gpansep v
ctupaet nanky | Tools\zapret-discord-youtube | BMecTe c Bawwmmum cnuckamm | *—user. txt | —

nocne BONpocCa; nanka BHE NporpaMMbl He CTUPaeTCA (CHMMatOTCS TONBKO cny>|<6a 7 p,paﬁBep).

O6HoBneHve (UPDATE) ycTpoeHo kak B ctapoM Audion Zapret Updater: «nanka ectb — O6HOBUTb, HET
— nocTaBuUTb». ApXMB CKauymBaeTcs, noka Zapret ewé pabotaet (6e3 gpansepa GitHub moxeT He
OTKPbITbCA); MOTOM CHUMaKOTCA Cy>ba, winws.exe 1 gpansep; Bawm cnnuckn  Lists\*-user.txt ,
HacTpovika nrpoBoro ¢punbTpa, pexmnm IPSet n dnraxxok NpoBepkn 06HOBAEHWI MEPEHOCATCA B HOBYHO
BEPCUIO; CTapOe CTUPAETCSA, HOBOE JIOXMTCA Ha MecTo. Ecnn gpaiBep He BbIrpy>aeTca — 3ameHa
roToBUTCA Ha ceaytolyto 3arpy3ky Windows. iMeHa B apxvBe NpOBEPAIOTCA A0 pacnakoBKUW: MyTb

Hapy>y («..», ANCK, CETEBOWN MyTb), UM ycTporcTBa nan notok NTFS oTBepratoT BeCb apxuB.

CTPATETUA. KHonkmn-nepekntouatenn no umcay eannos  generalx.bat . Mog Humu: SANYCTUTD
(Winws.exe Co BCceMu cnmckamu, 6e3 okHa koHcoaw), CNTY)XKBOU (aBTo3anyck), B MOJIE
KOHO®UTYPALLUWN (napameTtpbl yxoaaT B pa3gen CONFIGS), KOMAHAA (nonHasa KOMaHAHaa CTpoka,

MO>HO CKOMMPOBaTh).

®UNbTPbI. To e, uto NyHKTbI | service.bat : Game Filter (BbIK/I, TCP + UDP, TCP, UDP 1 nopTbl —
B Bepcusx ¢ 1.10), IPSet (HET, CMTCOK, BCE), npoBepka o6HoBAeHWI B bat-parinax. ViameHeHus
BCTyMnatoT B CMJly NOC/e nepe3sanycka obxosa — psagom nosasasetca kHornka MEPE3SAMYCTUTDb
OBbXO0A.

CONFIGS

MOJIE KOH®UTYPALLUW. MNapameTpbl winws.exe TeKCTOM, NPodub (BCE 4O  ——new ) Ha CBOEM
cTpoke. NepemeHHble | %BIN% |, %LISTS% , %GameFilterTCP% , %GameFilterUDP% noAcCTaBAsAOTCA
npwv 3anycke: KOHGUrypauma pabortaeT 13 Nt0bon Nanku 1 cregyeT 3a UrposbiM GpuabTpom. KHomkm:
3AMYCTUTD, C.HY)KBOI7I, COXPAHWTbDb B K3LWL, MPOBEPUTb (nokaxkeT KOMaHAHY CTPOKY W
HegocTarowme darnbl, HuYero He 3anyckas), HOBAA. Huxxe — KHOMKM roToBbIX CTpaTernin: HaXkanm —
napametpsbl sierv B none. Yun DNS nepeg 3anyckom no3BosifgeT NpmBA3aTb K KOHOUIypaLum pexxmm

DNS; oH nprmeHsaeTca nepes 3anyCckoMm.

KoL KOHdWIFYPALI,I/II7I. o 200 3anucer. Ctoga nonagaet BCE, UTO Bbl 3aMyckanl, COXPaHAAN UK
npoepsaan B TUNE. Korga mecto KOHYMAOCH, yXOANT 3anmcb, KOTOPOUW He NOb30BaIUCh AO/bLUE BCEX.
3B€3g0uKa 3aKpenasAeT 3anucb — 3aKpenJIEHHaA He yXoauT HUKoraa. Ecan 3akpennensl Bce 200,
HOBas He MOMECTUTCA: MPOrpamMmMa CKaXKeT 06 3TOM, U HY>XKHO OTKPEnuTb MW yaanuTb oaHy. Kpectunk

yAanseT 3anuch (3akpennéHHyro — noce Bornpoca). OYUNCTUTb HE3SAKPEMIEHHDIE y6upaet BCé,
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KpoMme 3aKkpennéHHbix. [Tonck nweT Nno Ha3BaHWIo, cTpaTterum, napamerpam. Lenyok no ctpoke knagér

eé B nose, P> 3anyckaet cpasy.
Kaw xpaHutcs B | config\history\configs.json .

Pazmep. Mone KoHbUrypaummn pactarmeaeTca No BbICOTE OKHa: TO, YTO BOKPYr Hero (Ha3eaHwue, DNS,
KHOMKMW, CTpaTermm), 3aHMMaeT CBOE MecCTO, a BCE ocTaBLueeca oTAaétcsa noaro. OKHO OTKpPbIBaeTCs
pa3mepom 1280 x 860, npu KOTOPOM BCe KHOMKW pa3gena Ha BUAY, @ Ha MEHbLUEM dKpaHe
yMeHbLIaeTca nog pabouyro ob6nactb. OKHO MOXHO TAHYTb; €C/IM OHO COBCEM HU3KOE, pasgen

NPOKPYy4YMBaeTCs, a He obpe3aeT KHOMKMN.

TUNE

Moabop napaMeTpoB: NporpamMma cama nNpobyeT BapmaHTbl U NMOKa3bIBAET, KAKOW OTKPbIBAeT HoibLue
cavTtoB M3 utils\targets.txt (Discord, YouTube, Google n apyrue). lNMepes nogbopom oHa
CUMTAET, CKOIbKO CaNTOB OTKpPbIBaeTcs BOOOLWe 6e3 06xoaa, — 4TOObl pe3y/ibTaT UMTancs Kak «u3

3a6/10KMPOBAHHBIX OTKPbINOCh CTO/IbKO-TO.
Pexxumbl (MTO MEeHATDb):

e FOTOBbIE — Bce cTpaTternun nakerta no oyepesan. Cambln NPOCTON cNocob HanTn pabouyto.
e MOBTOPbI — meHseT | ——dpi-desync-repeats |y BbI6paHHOW OCHOBbI.

¢ OBMAH — meHsieT | ——dpi-desync—fooling (ts, md5sig, badseq, badsum). PaboTaeT, TonbKO

eCcNn napamMeTp yXe ecTb B CTpaTernu.
e PA3PE3 — meHseT | ——dpi-desync-split-pos (1, 2, midsld, sniext+1...).
o BCE — npoxoaut Tpv NpeabiayLuyx No oYepeam; Nyylinii BapUaHT KaXAoro Lara CTaHOBMTCS

OCHOBOW C/efyHoLLEero.

OcHoBa — cTpaterua n3 ZAPRET van tekct n3 nona CONFIGS. Mpoeepka: bBbICTPO (no ogHomy caunTy
N3 KaXkaou rpynnbl, 40 BOCbMU, 6€3 nuHra) uam NOJIHO (Bce canTbl U NuHT). Yncno BapuaHTos: 8, 16,

24 vnn 48.

Moka nAéT noabop, 06xoA 3anyckaeTcs U OCTaHABAMBAETCA /1A KAaXA0ro BapuaHTa — UHTEpHeT
MOXET Ha ceKyHZbl Nponagate. PaboTtaBwunii 06xos nocne nogbopa BkatoumTcs cHosa. CTOMM

OCTaHaB/IMBaET Nnocyie TekyLlero BapnaHTa.

Pe3ynbTaTbl COPTUPYHOTCS: BObLLE OTKPbITbIX CANTOB, MPW PaBEHCTBE — MEHbLLE BpeMs oTBeTa. Y
kaxzoi ctpoku: B MOJIE, 3ANYCTUTb, CNYXKBOMW, 38é3504Ka. Bce npoBepeHHble BapuaHTbl

KnasyTca B Kaw ¢ oueHkou (B pexxume FTOTOBBIE — naTb nyuywinx, a He BCe ABaaLaTh).
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YecTHO npo npeaen: nposepka naet no HTTPS-cantam. Nonoc Discord n urpel no UDP eto He

NpoBepATCS.

DNS

O6xopa 6eccuneH, noka nposargep nogmeHset oteeTbl DNS. Pexxnmbl: GOOGLE, CLOUDFLARE,
QUADY, ADGUARD (cepsepbl AdGuard «no ymonyaHuto», | 94.140.14.14 » | 94.140.15.15 :
3a04HO BNOKMPYIOT peknamy, Tpekepbl 1 QULLNHIOBbIE CalTbl; cepBepbl 6e3 GpUAbTPOB,
94.140.14.140 | v | 94.140.14.141 , MOXHO BnncaTb 8 CBOW) n CBON. MPUMEHWUTD crasuT
cepsepsbl (IPv4 n IPv6) Ha Bcex NOAKNOUEHHbBIX aganTepax C BbIXOAOM B MHTEPHET 1 BKAOYaET
wndpoaHme 3anpocos (DoH), ecan Windows 310 ymeet (Windows 11). lNepeg nepBbiM M3MEHEHMEM
cocTtoaHue agantepos coxpaHaetca; BEPHYTb KAK BblJ/1O Bo3BpallaeT ero TO4HO: 3ajaHHble
BPY4YHytO cepBepbl BepHyTCa (IPv4 n IPv6 Kaxaoe oTaenbHO), aBTOMaTtnyeckne CHoBa CTaHyT
aBTOMaTnyeckmmu; 3anucy DoH, koTopbix He 6b110, ByayT ybpaHbl, @ NpexHne noay4vat CBOU
3HaueHunA. Agantep Haxoautca no ero GUID, a He no Homepy. AganTep, NOSBUBLUMACA MeXAY ABYMS
N3MEHeHMAMM, TOXe 3aNOMMHAETCA (CO CBOMM COCTOAHMEM Ha TOT MOMEHT). Ecim uTo-TO He
BEPHY/I0Cb, MPOrpaMmMa roBopuT 06 3TOM 1 OCTaBASET 3TO B PE3EPBHOM KOMUMU: KHOMKY MOXHO HaxaTb
ewé pa3. Ownbka 3anncnm — 370 owmnbka: «DNS nameHéH» noaBnseTcs, TONbKO Korga agantep
AEVNCTBUTEIbHO MOKa3blBaeT HOBble CEPBEPbI; €CAN He BKAHOUMAOCH WwindpoBaHme DoH, ckasaHo 1 06

3TOM.

CBou DNS. B none «Cson DNS» — ogHa ctpoka: IP-agpeca cepsepoB (IPv4 n IPv6) 1, ecim Hy>KHO,
appec DoH ( https://.. ), yuepe3 npoben nam 3anatyro. Hanpumep: | 1.1.1.1, 1.0.0.1,

https://cloudflare-dns.com/dns—query . Kak 3T0 NOHMMaeTcs:

e Appec DoH oTHOCUTCS KO BCeM yKa3aHHbIM CepBepaM — yKa3blBalTe cepBepbl OAHOTO
nposanzepa.
e OawnH agpec DoH 6e3 cepBepoB TOXE roguTCa: CepBEPbl NporpaMmmMa HaugEeT no ero MeHu (Mam

BO3bMET ajpec, 3anncaHHbIM B caMoM agpece DoH).

e Windows ymeet Tonbko agpeca cepepoB 1 DoH;  tls://, quic:// w sdns:// nporpamma
Ha30BET HENOAXOAALMMMU U HE MPUMET.

e [lone coxpaHsaeTca camo, KOrAa Bbl U3 HEro BbIWAW. Hayann neyatatb — BK/IOYAETCA PEXUM
CBOM.

e TMPOBEPUTD 3asaéT kKaxa0oMy yKa3aHHOMY cepBepy 1 agpecy DoH HacToswmin Bonpoc ¢ 3Toro
KOMMbIOTEPA 1 MOKa3blBaeT, OTBEYAIOT M OHWU N 3a CKONbKO. Hnyero He MeHseT, npaBa
aAMUHMUCTPaTopa He Hy>XHbl. Monyvawun IPv6-cepBep He cuUMTaeTCs MONOMKOW: Y MHOTUX CeTeW

IPv6 HeT.
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Pexxum CBOWM ectb 1 B pasgene CONFIGS cpean pexxumos «DNS nepeg 3anyCcKoM»: 3anunck B KaLLe

XpaHUT CBOU CepBepbl LENNKOM U HE 3aBUCUT OT TOrO, YTO B NoJie CeEroaHA.

Ecnn y Bac poytep Keenetic, Bkntoumte B HEM «TpaH3UT 3aNpoCoB».

LISTS

CMNCKWN U3 GITHUB. Zapret 06xoant 610KMPOBKY TONBKO A8 CAUTOB U afpPeCcoB U3 CBOUX CMUCKOB.
34ecb NOAKNKOYAKOTCA TOTOBbIE BonbLuMe cnnckn ana Poccuu; nx nybamkyrot Ha GitHub n o6HoBastoT
KaXXAbIM feHb WM Yalle, a NporpaMmMa CKkaumBaeT Ux NPsMO OTTyAa (TONbKO C

raw.githubusercontent.com ):

Ha6op Yro 310 3anuceit

runetfreedom - ru-blocked- agpeca n3 community.antifilter.download: 3a6nokunpoBaHHsble, 0 okoso 900

community KOTOPbIX COOBLLMNAN NOb30BaATENN

runetfreedom - ru-blocked BCe 3ab10KkMpOBaHHble agpeca u nogcetu (antifilter.download) okono 88
ThiCAY

runetfreedom - re-filter (IP) aapeca npoekTta refilter okono 25
ThiCAY

runetfreedom - Telegram, NMOZCETN TPEX CEPBUCOB okono 150

Twitter, Facebook

Discord (noacetu) ronocosble cepepsbl Discord: itdoginfo/allow-domains u refilter okono 2 300
itdoginfo - Russia inside [ OMEHbI, KOTOPble HYXXHO 06x0AUTb BHYTpU Poccuu okoso 1200
(AoMeHbl)

Re:filter - community nonynsipHble 1 3ab1I0KMPOBaHHbIE JOMEHbI okono 700
(aomeHbl)

Re:filter - domains_all MOJIHbIV CUcoK gomeHoB re:filter okono 80
(aomeHbl) ThiCAY

Cnuckm runetfreedom/russia-blocked-geoip o6HoBAsIOTCA pa3 B 6 YacoOB U1 AenaroTcs u3
antifilter.download w re:filter (GPL-3.0). ¥ aByx 60osbwnx Habopos (ru-blocked n domains_all) B
nogckaske ecTb NpeAynpexXaeHne: OHU AeNatoT CNCKU 3aMeTHO AJIMHHEe, @ WINWS YMTaeT UX Npu

Ka>ka0M 3anycke.
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Kak ato pabotaet: usn BKJ1 y Habopa — Becb >ecT. BkatouéHHbIn Habop 3anuceiBaeTca B cnmcky DPI-
WMHCTPYMEHTOB, BblOpaHHbIX Unnamu 3anucbiBaTthb B: (ZAPRET, ZAPRET 2, BYEDPI; no ymonyaHuto
BKIOUEH ZAPRET). Y Zapret oH noxuTca 6710koM mMeXxay ABYMSA CTPOKaMU-MeTKaMM 3TON
nporpammbl ( # >>> Audion DPI Manager: ums | 3anuceit | pata .. # <<< Audion DPI
Manager: umsa ): JOMeHbl nayT B list-general-user.txt , agpeca — B HacToAwWwmMmn cnucok IPSet

( ipset-all.txt , a noka pexum IPSet HET nan BCE — B ero konuto | ipset—all. txt.backup , rae
CNMCOK XAET). Bawm cobcTBEHHbIE CTPOKM PAJOM He TporatoTca HMKoraa, a 6aokun ybuparotca no
MeTKaM: BbIKNHUNAN Habop — dann BepHyaca 6anT B 6anT TaknMm, Kakium 6bi1. Kak 37O yCTpoeHo y

AByx Apyrux DPl-nHcTpymeHTOB — HUXe, B pa3gene «Cnvckun ana zapret2 n ByeDPl».

e Appeca pabortator Tonbko B pexxume IPSet CMMNCOK. Ceexwnin naket Flowseal ctomt B pexxnme
HET. Korza Bbl Bk/ItoUaeTe Habop € agpecaMu, a pexxmm Apyrou, nporpaMmmMa CrnpocuT,
NepeK/ItoYnNTb 1N ero: pexxnm — Ball, 6e3 Bonpoca oHa ero He MmeHseT. [lomeHbl n3 HabopoB

paboTatoT B t06OM pexmme.

e KHonka U y Habopa ckaumMBaeT ero 3aHOBO, 3HAYOK PSAAOM OTKPbIBAeT peno3ntopuin Ha GitHub.
OBHOBWUTb BKJ/IOYEHHbIE — Bce BrAOUEHHbIE cpa3y. Ynn PA3 B CYTKW: noka OKHO OTKPbITO,
BK/IFOUYEHHbIE Habopbl, KOTOPbIM BoAblUe 23 YacoB, CKayMBatoTCA camu (Yepes 25 cekyHA nocne
3anycka, NoTom nposepka pa3 B yac). CkayaHHOe NpoBepsaeTca NOCTPOYHO (agpeca, NoAceTy,
AOMEHbI), Mycop OTbpacbiBaeTCs; NyCTOM MAN CIOMaHHbIN OTBET HE 3aMeHAET CTapblil CMCOK.

e [locne ob6HOBNEHMA UM NepeyCcTaHOBKW NakeTa Zapret BKIOYEHHbIe Habopbl 3anNnCbIBalOTCA B
Hero 3aHoBo. [Tocne OBHOBUTb CIMTUCOK IPSET Toxe.

e YBPATb U3 DPI-UHCTPYMEHTOB y6vpaet 13 cnmckos Bcex DPI-MHCTpYMeHTOB BCE, UTO
3anucana Nporpamma, 1 Bblkato4YaeT Habopbl; caMy Habopbl OCTAOTCA M BKIOYAKOTCA CHOBA.

e Pepaktop CBOU AOMEHDbI Huxxke 610KOB He MOKa3bIBAET (B HMX ThICAUM CTPOK) M MPU COXPaHEHUN

X COXpaHAeT.

e [og umnamm DPI-MHCTPYMEHTOB A8 KaXKAOrO CTOUT CTPOKA «YTO NIEXMNT B €ro CrMCKax cenyac»:

yMCNa YATAKOTCA U3 camux $alnioB, a He BepyTcs U3 TOro, YTO NporpaMmma cobupanack 3anucarsb.

Cnuckm ana zapret2 v ByeDPI. ToT xxe Habop MOXHO 3anuncatb 1 B gBa Apyrux DPl-nHctpymeHTa —
BKJIFOUMTE UX UMbl B «3anncbiBaTh B:». DPI-MHCTPYMEHT A0/IKEH ObITb YCTAHOB/IEH; ECAN HET,
nporpamMma Tak 1 CKaXKeT 1M HUYero AN Hero He npuaymaert (3anuviieT nocae yCTtaHoBKM). Y Kaxaoro

DPI-MHCTpyMeHTa CMMCKN YMTaroTCa NO-CBOEMY, MO3TOMY YCTPOEHO pasHoeE:

DPI- Kyaa nuwertca Kak ucnonb3syerca

MHCTPYMEHT

ZAPRET list—-general-user.txt u cnucok IPSet nakera, KaK 1 paHblle; agpeca — TOJIbKO B
6710kaMu NO MeTKaM pexume IPSet CIMCOK
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DPI- Kyaa nuwerca Kak ncnonbsyercsa

MHCTPYMEHT

ZAPRET 2 aomMeHbl — | Tools\zapret2\lists\list- JLOMEHbI paboTatoT cpasy: npoduam
user.txt , agpeca — obpa3sua otbuparot Tpaduk no  list-
Tools\zapret2\lists\ipset-user.txt , user.txt . s aapecoB Hy>HbI
610KkamMu Mo MeTkaM (y zapret2 B clmckax MOXHO npodunn ¢ --ipset : KHomnka
nucatb KOMMeHTapun # ) NMPOPUNIUN ANA AAPECOB B pa3aene

ZAPRET 2. winws2 nepeuutbiBaeT

WN3MEHEHHbIN CMNCOK caM

BYEDPI Tools\ByeDPI\lists\hosts.txt un| ipset.txt , TONbKO Korga B pasgene BYEDPI
LesvMKoM 13 3anucei (y ciadpi HET KOMMeHTapueB, BKJIFOUYEH PEXUM «MO CrINCKaM»

MeTKW B ero painax ctanm bbl «oMeHamm»)

VimeHa, koTopeble ciadpi He NnoHMMaeT (Hanpumep, ¢ NnogyépkrBaHmem), B dann ByeDPI He nonaaatorT:
MX YMCNO NporpamMmMa HasbiBaeT. [ycton dann  ipset-user.txt y zapret2 o3Hauan 6bl «i06H0OM
aApec», NO3TOMY B HEM BCerAa ocTaércs ofHa be3onacHas cTpoka  203.0.113.113/32 —kaKy

pexxuma HET B Flowseal.
CBOU CMNCKU - UMIMNOPT U 3KCMOPT.

o UMMOPT ®ANJIA... 6epéT daiin | .txt , .lst || .csv | (no 3anucu B ctpoke, | # —
KOMMEHTapWi) AW apxuB, COXpaHEHHbIN kHomnkown DKCIMOPT BCETO. Yto BHYTpM — agpeca nau
AOMeHbI, MporpamMma onpegenset cama. CTpoku, KOTOpble He agpec 1 He JOMeH, OTbpacbiBarOTCA U

nogcuntbiBatoTca. Palin ¢ TeM e MMEeHeM 3aMeHsIeT NPEXHNUA CNCOK.
e BCTABWUTb U3 BY®DEPA penaet 10 XXe € TeKCTOM 13 bydpepa obmeHa (cnucok «M3 bydepa»).

e JKCIOPT IP... coxpaHseT B TEKCTOBbIA dai BCe agpeca U NOACETU BKAOUEHHbIX HABOPOB, No

OZHOMY B CTPOKe, — YTOObI B3ATb UX B APYryt0 MPOrpaMmmy.

e JKCMOPT BCETlO... coxpaHseT apxvB  .zip : Bce Habopbl C COAEP>XKMMbIM M TPU BaLLMX CMMCKa U3
naketa Zapret (6e3 610koB HabopoB). TOT >ke apxmB Bo3BpaLaetca kHonkor VIMIMOPT GANJA, Ha
APYrom KOMMblOTEPE TOXe: HabOPbl 3aMeHAOTCA OAHOMMEHHbIE, BallW CINCKW MakeTa CAMBaroTCA

NOCTPOYHO C TEMW, YTO TaM €eCTb.

3anucy NpoBepsATCA Tak: aapec — YeTblpe Uncia Yepes Touky uam IPve, ¢ aanHon mackm nam 6es;
oTbpacbiBaroTCca | /0, 0.x.X.X , 127.x.x.x , 224 v Bbiwe (OT HUX B ipset oanH Bpea). LoMeH — nmsa
C TOYKOW; PETUCTP, *. U TOYKM MO Kpasam ybuparotcs. Habopbl xpaHATca B

config\history\lists\ .
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Ceowu cnuckm Flowseal: CBOU AOMEHDI ( list-general-user.txt ), UCKJIOYEHUA, IP-
NCKJTIOYEHUA — pepakTnpyroTca; OCTasbHble ieXaT B NakeTe U OTKPbIBAKOTCA TOAbKO AN UTEHUS.
MNpocMOTp HMKOrAa He CO34aéT GpaloB: HECYLLECTBYHOLLNI CBOM CMNCOK NMOKa3bliBaET TEKCT, KOTOPbIN

co3pan bbl | service.bat |

IPSET. OBHOBUTDb CIMMCOK IPSET ckaumBaet cBexxuin | ipset-all.txt (Habopsbl c agpecamu nocne

3TOro 3anMncCbiBatOTCSA B HEFO 3aHOBO).

HOSTS. ®ain hosts unHnT Be6-Bepcuto Telegram n ronocosown yat Discord. TIPOBEPUTb cpaBHuBaet
ero c atanoHom Flowseal; SAMTUCATb B HOSTS gonuckiBaeT 610k Mexay AByMS CTPOKaMU-MeTKaMu
3TOW Nporpammbl (nepeg 3Tm genaetcs konua B | . _runtime ); YBPATb BJIOK y6upaet meHHO Halu

610K MO MeTKaM, OCTa/sibHOe He TporaeTtcs.

XYPHA

XKunBown xypHan DPI-MHCTPYMEHTOB: CTPOKM, KOTOPbIe NeYyaTaroT | winws.exe , winws2.exe u
ciadpi.exe , KOorga nporpaMmma Mx 3anyckaeT, n cobbITMA 1X 3amycka 1 OCTaHOBKW, C CaMOro 3anycka
nporpammbl. 3TO XypHaa HuxHen naHenn (Ctrl+J), pazobpaHHbin No DPI-uHctpymeHTam: umnol BCE,
ZAPRET, ZAPRET 2, BYEDPI. MANAGER nokasbiBaeT xypHas, kotopbih ByeDPl Manager Be4éT B CBOEM
danne ( Tools\ByeDPI\logs\bdmanager_paTta.log ), no mepe pocta. CJIEANTb npokpyumeaet K
HoBbIM cTpokam, KOMMPOBATb knagét nokasaHHoe B 6ydpep obmeHa, OYNCTNTb SKPAH onyctowaet
3KkpaH (daiinbl octarotcs), PAS XXYPHAJIA oTkpbiBaeT daiin 3a AeHb B biokHoTe. BbiBog ciyx6bl 1

nporpamMm, 3anyleHHbIX HE U3 3TOr0 OKHa, MPOYnTaTb HEJIb3A: Windows ero He Bbl,ﬂ,aéT.

DIAGNOSTICS

MyHkT Run Diagnostics n3 | service.bat Tabauuen: cnyxba Base Filtering Engine, cuctemHbin
npokcu, metkn Bpemenn TCP, Adguard, Killer, Intel Connectivity, Check Point, SmartByte, daiinbi
obxoaa (aHTMBUMPYC YacTo youpaet apansep), VPN, 6e3onacHbin DNS, hosts, nyTe ¢ kupuannueni nan B
OneDrive, avwHunn apansep WinDivert, cnyx6bl apyrux o6xon0B. 3enéHbii — B nopsake, ronybon —
COBET, AHTapPHbIN — 3aMeyYaHne, opaHXXeBbIi — npobsema. [4e nporpaMma ymeeT NCNpaBuUTb —
pagom kHonka. OYMUCTUTD K3LL DISCORD 3akpbiBaeT Discord v yaanseT ero kaw (BXoAWTb 3aHOBO

He NpuAETcs).

npOCMOTp HMUYero He MeHAeT. EAI/IHCTBeHHOG NCKJIKOYEHNE TO XKE, UTO Y service.bat : MmeTkn

BpemeHu TCP nporpamma Bk/tOYaeT caMa npu 3anycke obxoga.
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ZAPRET 2

Bropoe nokoneHne DPI-nHcTpymeHTa oT bol-van: ctpaternm — nporpammsbl Ha fa3bike Lua, winws2.exe
nnwb nepexsatbiBaeT Tpaduk. UPDATE (nnn YCTAHOBUTD B pa3gene) ckaumBaeT pesnvs 1 6epét ns
Hero ana Windows Tonbko Hy>Hoe: winws2.exe , gpaneep WinDivert, lua\ , files\fake\ ,
obpasubl PuabTpoB. Bcé nexxmt B | Tools\zapret2 . O6HOBNEHME NPOBEPAET apXMB U pacnakoBbIBaeT
ero pagoMm, 3ateM ybnpaeT cTapoe B CTOPOHY M KNafET HOBOE; ecn Gail 3aHAT, MPEXHAS BepCus
BO3BpaLLaeTcs LesmKom. Pagom ¢ kHomnkon yctaHoBku ctoaT OTK/TKOYNTb, OCTAHOBUTb
APAMBEP, YAANNTb APAUBEP (apaiisep WinDivert o6wiuii ¢ Zapret) u YAAJIUTb ZAPRET 2:

nanka Tools\zapret2 ctupaetcs BmecTe co cnuckamu, npecet B config\zapret2 ocraércs.

FoToBbIx cTpaternin ana Windows B penmse HeT. 3aecb oanH MPECET — npumep «http, https, quic» 13
AOKYMeHTauun zapret2 — B noJie, KOTOPOE Bbl NPaBUTE; OH paboTaeT No cnuncky gomeHos JJOMEHDI
(n3HavanbHO YouTube 1 Discord). Habopsl ¢ GitHub (pa3aen LISTS, uun ZAPRET 2) gonucbiBaroTca B

3TOT Gain 610KaMu: 34eCh Bbl BUAUTE M NMPaBUTE TONbKO CBOU CTPOKMW.

Yun NPOPUNIUN ANA AAPECOB fo6aBnasieT K KaxkaoMy Npoduato npeceta, KOTOPbIA oTOMpaeTt
Tpaduvk no | list-user.txt , Takon xe npodunb no  lists\ipset-user.txt — tyaa LISTS knagér
agpeca HabopoB. Konun CTOAT Noc/ie OPUTMHANOB: UMA U3 CNINCKA AJOMEHOB CUbHEE, a afpecC NOBUT
10, Y yero umeHu Het (QUIC, 3BoHkwM). KonunpyeTcs Tonbko npoduabHasa vactb ( ——filter-.., —--lua-
desync ...), obwwme napameTpsbl ( ——lua-init , —-—-blob , ——wf-.. ) ocTatoTca B O4HOM 3K3emnaspe.
MNpeceT coxpaHAeTca cpasy; BbIKAOUYMAN YN — KOMUKU yOpanucb, NpeceT BepHyAcs 6anT B GanT.
MPOBEPUTb nokaxceT KOMaHAHYO CTPOKY 1 HegocTarowme dannibl.  %Z2% B TeKCTe — nanka
Tools\zapret2 . START 3anyckaeT winws2.exe C NpeceToM 13 Noas (faxke He COXPaHEHHbIM;
coxpaHseTca npwu 3anycke). Moabop cTpaternn ana zapret2 — BpyuHyto: blockcheck?2 B penvze ans

Windows He nocrtasnadercs.

BYEDPI

UPDATE craBuT naket ByeDPI Manager «All in One» B | Tools\ByeDPI : OKHO ynpaBaeHus,
ciadpi.exe , ProxiFyre n yctaHoBLMKM 3aBUCMMOCTeN. HacTponkn Manager ( config ) m cnmnckm
nposepku ( proxytest ) Mpy 06HOBAEHUW He 3aTparMBaroTCA. ADXMB CHayana NpoBepseTca 1
pacnakoBbIBaETCA PAAOM; 3aTeM Pali/ibl 3aMEHAROTCH, @ €C/IM KAaKOW-TO 3aHAT APYrov NporpamMmmMou, Bcé
BO3BpaLLaeTcs Kak 6b110 1 Bepcus OCTaétcs npexkHen. Pagom ctost OTK/TOYUTb n YAAJIUTD
BYEDPI: nogkntoueHe CHUMAaETCs, CUCTEMHBIN NPOKCK BO3BpaLLaeTcs, okHo Manager u ProxiFyre u3
3TOW Manku 3akpbiBatoTcs, nanka  Tools\ByeDPI ctupaetca. Jpansepa y ByeDPI HeT (3T0 npokcw);
Windows Packet Filter n3 nanku  redist , ecam Bbl cTaBuan ero ans ProxiFyre, octaérca B Windows —

€ro CHMMakrT B <<anIJ'IO)KeHVIFIX».
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OTKPbITb MANAGER 3anyckaeT ero okHo (noabop ctpaterun, pexxum ProxiFyre ana oTaenbHbIX
nporpamm). BABUCUMOCTW oTkpbiBaeT nanky redist — Windows Packet Filter n Visual C++ 2022

HY>KHbI TONIbKO Ana ProxiFyre.

MNOAK/THOYEHUE — npocToe: ciadpi.exe Ha 0KaAbHOM MOPTY MIKOC CUCTEMHbIV MPOKCH
Windows (| socks5://127.0.0.1:nopt ). B3ATb N3 MANAGER 6epét napameTpbl 1 MOPT 13 ero
HacTpoek. [Tpy OTKAOUEHUN MPEXHNIN MPOKCK BO3BPALLAETCS, €CN 3a 3TO BPEMSA €ro He M3MeHuna
Apyraa nporpamma. Ctpaternsa no ymondaHmio —  —d1l —-d3+s —-s6+s —d9+s -sl2+s -d15+s -
s20+s —-d25+s -s30+s -d35+s -rl+s -S -al -As —-dl -d3+s -s6+s —-d9+s -s12+s -d15+s -
s20+s —d25+s -s30+s -d35+s -S -al : gBe rpynnbl pa3pe3os u disorder no SNI, BTopas (nocne -
As ) pabortaer, korga nomaetca TLS. =S (md5sig) ectb TonbKO B Linux, noaToMy nporpamma ybvpaet
€ro 13 KOMaHAHOM CTpoKM — Tak AgenaeT n ByeDPI Manager B Windows. ®aiin HacTpoek, rae ewé
CTOWUT yMOYaHNe NPeXHWX BEPCUI, NOJyYaeT HOBOE; CTpaTerns, KOTOPY Bbl Hanucaan camu, He

TporaeTcs.

Mo CNUCKAM — BbIK/1, MO AOMEHAM, NO AAPECAM. ByeDPI ymeeT orpaHu4nTb CTpaTernto
cnuckom: | ——hosts hain (TONbKO 3TN JOMEHbI, MOAAOMEHbI YUNTBIBAOTCA) UAK  ——ipset dain
(Tonbko 3TK agpeca); octasbHOW TpaduK MAET Kak ecTb. Cnnckn — Habopsbl 13 LISTS (unn BYEDPI):
dannbl | Tools\ByeDPI\lists\hosts.txt v ipset.txt . Kak nporpamma BCTaBaseT orpaHuyeHue:
ciadpi 4ennt napameTpbl Ha rpynnbl Mo Kaxxaomy  ——auto ( —A ), 1 yCI0BUA NPOBEPSAIOTCA B KaXX0M
rpynne oTaenbHo, no3tomy —-hosts / ——ipset cTaBMTCA B Hauano KaXKAOM rpynnbl — MHaye
rpynna 6e3 orpaHuyeHna npogoaxana bbl paboTatb Ana BCcex cantos. CTpaTtervs, y KOTOpou yxe ecTb
cBov ——hosts / ——ipset , ocTaércs Kak Bbl €€ Hanucann. JoMeHbl 1 agpeca BMeCTe He
COBMELL,AOTCA: YC/IOBUA B OLHOW rpynmne CKAaAblBatoTCA MO «V1», Tak UTO pexuM BblbUpaeTcs OANH.
Ecam gna pexxvma HeT HU OZHOM 3anucK, NOAKAKOUYEHME He 3amnycKaeTcs 1 roBopuT novemy (ciadpi c
nycTbIM CMUCKOM He npumeHnn 6bl Huyero). KOMAHA nokasbiBaeT UTOrOBYHO KOMaHZAHYH CTPOKY U

HaXxoAuT MOMeXn, HUWYero He 3anyckas.

KomaHaHas cTpoka

[lBe komaHapbl paboTatoT 6e3 OkHa, AnA coopLinka penrsa (npaBa agMUHUCTPATOPa MM HE HY>KHbI,
3anpoca UAC Hert; kog 3aBepeHns 0 — BCE, UTo Npocuan, caenaHo, 1 — 4to-To He BbIWAo, 2 —

KOMaHZa He noHATa):

e App\AudionDpiManager.exe —-install-apps [all]|zapret|zapret2|byedpi] [-—force]
CTaBWUT TO, UTO cTaBAT kHonkn UPDATE: naket Flowseal B | Tools\zapret-discord-youtube ,
zapret2 B| Tools\zapret2 , ByeDPl Manager B | Tools\ByeDPI . be3 | -——force — TOAbKO TO, Yero

HEeT NN 4YTO BbILLJIO HOBee.
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e | App\AudionDpiManager.exe —-reset-—apps BO3BpaLLaeT yCTaHOBJEHHbIE MPUNOXEHMA K UX
cobCcTBEHHOMY YMOAYaHWIO: 610KM 3TOM Nporpammbl B cnuckax Flowseal, cobcTBeHHbIe cnnckm | %—
user.txt w ¢unbTp nrp Flowseal, aBa cnuncka zapret2, pannbl cnuckos ByeDPI, dainbl XXypHanos.
Camu npunoxeHus octatoTcA. TONbKO TO, YTO NIEXUT B nanke npoekTa: nakeT Flowseal, Ha koTopbIN
yKa3blBatOT HACTPOWKM BHe NpoeKkTa (MAu CCblKa Ha APYryro narnky), He TPoraeTcs; CCblIKM
(junction) BHyTpW naketa — lists , utils — TOXe He 0BXOAATCA: OUMCTKA UX Ha3bIBAET U

npomnyckaer.

B c6bopuwmke 310 war | [06] INSTALL APPS daina | builder_main.cmd v nepBoe, 4TO AenaeTt
cleanup_project.cmd ; uncrka ewé ybupaet | config\settings. json (nporpamma crapTtyet no
YMOJIYaHUMIO: PYCCKNI A3bIK U TEMHas TeMa), UICTOPUID, XXypPHabl U Nanku c6opkn. HM ogHa 13 KoMaHz

He cobupaeT NporpaMmmy, a YNCTKa HAUYETO He CTaBWT.

ByeDPI: napameTtpbl n HacTtpoiikn Manager

MAPAMETPBDIL... oTkpbIBaeT CNMCOK BCex NMapamMeTpos ciadpi.exe Mo rpynnam ero pykoBoAcCTBa
(noakntoueHne, orpaHnyeHre ob6aacTv, aBTOMaTUYECKUA PeXUM, MPUEMbI 06x0Aaa, TONbKO Linux): y
KaXkzoro kpatkoe nosicHeHne n kHonka BCTABUTD, koTtopas cTaBuT roToBbIN WabsioH napaMeTpa B
KOHeL, nons napameTpos. [Tonck cy>kaeT CNMCOK MO Ha3BaHMIO UAK COBY. [TapameTpbl, KOTOPbIe ecTb
TO/IbKO B Linux, TOXe nokasaHbl, C MOMETKON «He aencTByeT Ha Windows»: nporpamma ybupaet vx us

KOMaHZAHOW CTPOKK, Kak 3To genaeT ByeDPl Manager.

HACTPOMKM MANAGER noka3sblBatoT U MeHsoT daiin HacTpoek ByeDPI Manager

( Tools\ByeDPI\config\settings.json ), Te Xe, UTO Ha BKJaJKaxX €ro okHa: MapLUpyTU3aLmnto
(BbIKJ1, PROXIFYRE, CUCTEMHbIV MPOKCW), LAN, cnvcok nporpamm ans ProxiFyre (B cTpoke ums
npoLiecca, exe Uam nanka; KHOmnKu OAWN... v MATIKA... 406aBAAOT MX) U NMOBEAEHME OKHa
(noakntoUaTbCA NpU 3anycke, 3anyckatb CBEPHYTbIM, cBopaymBaTb B Tpein). COXPAHUTb B MANAGER
MULLET TONIbKO 3TW KJAOUWK, OCTanbHOe B daisie (A3blK, ropAaYvan KaaBuLLa, NCTOPUA CTpaTerni) OCTaércs.
OTAATb B MANAGER B kapTouKke NOAKNHOYEHNA 3aNNCbIBAET B TOT XXe darin napaMeTpbl 1 NOPT U3
noneu, B3ATb N3 MANAGER genaet obpatHoe. Manager unTaet dann npu 3anycke v nuweT npu
3aKpbITMM, MO3TOMY MPU COXPAHEHUN 34E€Cb €r0 OKHO A0JIXKHO ObITh 3aKPbITO: MOKa OHO OTKPbITO,
nporpamma nucatb oTkasblBaeTca. MNogkntoueHne 3Toro pasgena HacTpPoVKM MapLIpyTU3aLmm He
Mcnonb3yeT; 3anyck nporpamm yvepes ProxiFyre, noabop ctpateruni n aBtosanyck ¢ Windows aenaet
camo okHO Manager (OTKPbITb MANAGER).

Uto nporpamma MeHsAEeT Ha MaluuHe

e 3anyckaeT n ocTaHaBAMBaeT winws.exe / winws2.exe /| ciadpi.exe .
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e (CTaBuUT 1 CHUMaeT ciyxby  zapret , octaHaBamBaeT un yaanset gpansep WinDivert (no kHonkam).

CtupaeT nanku yCTaHOB/IEHHbIX MHCTPYMeHTOoB (kHonkn YAAJ/ITb, nocne Bonpoca).
e Bkarouaet meTkun BpemeHu TCP (| netsh interface tcp set global timestamps=enabled ).

e MeHset DNS agantepos (pa3gen DNS) n cuctemHbin npokcn (BYEDPI — MOAKNHOUYNTD). Oba

BO3BpaLaroTCA KHOMKaMu.

e [onucbiBaeT 610k B hosts (LISTS — 3AMWCATb B HOSTS) nocne konuu; 610k yorpaetcs

KHOMKOW.

e 3anucbiBaeT BKIHOYEHHbIE HABOPbI CMMCKOB B CMNCKK BbibpaHHbIX DPI-nHcTpymeHTOB (LISTS —
CMNCKN U3 GITHUB — «3anuceiBaTb B»): y Zapret n zapret2 610kamv Mexay CTpoKammn-meTkamm
( list-general-user.txt u cnucok IPSET naketa; Tools\zapret2\lists\list-user.txt wu
ipset-user.txt ), y ByeDPl — cBoumu pannamm | Tools\ByeDPI\lists\hosts.txt wu
ipset.txt . baokn ybupatotca no metkam. Pexxvm IPSet meHseT TonbKO ¢ Ballero cornacus;
npeceTt zapret2 meHseTcs Tonbko kHonkon NMPOOUIN ANA AAPECOB, a pexxum «no cnvckam»

ByeDPl — To/1bKO Balinm BbIGOPOM.

e Ypanset kaw Discord n cnyx6bl 4pyrinx 06xof0B — TONbKO MO CBOMM KHOMKaM ¥ Noc/ie BONpoca.

Bcé 310 3anucbiBaeTca B xXypHan. Huuero He 3anyckaetca no pacnucaHmio Windows. B ceTb
nporpamma obpallaerca TONbKO 3a BepCUAMM, peamnsamm n cnmckamm Ha GitHub n — no Bawen
kHorke MMPOBEPUTb B pa3gene DNS — k cepepam, KOTOpble Bbl caMu yKa3anu. Pa3 B cyTku, noka
OKHO OTKPbITO, OHa 3aHOBO CKa4MBaeT BKAOUEHHbIE Habopbl cnnckos; umn PA3 B CYTKW B LISTS ato

BbIK/ITFOYaeT.

Fae uto nexkur

e | Start.exe — | App\AudionDpiManager.exe — nporpamma.

Tools\zapret-discord-youtube — naket Flowseal (nanky MoxHO BbibpaTbh Apyryto; nanka ¢
TakMM UMEHeM B KOpHe, rae eé aepxkanv sepcun Ao 1.6.0, ncnonbsyercs, noka HOBOe MecTo
nycTo).

e Tools\zapret2 , Tools\ByeDPI — craBATCA pa3genamu no KHOrmke.

e config\settings.json — a3bik, Tema, wWpundT, nanka Zapret, ceort DNS. | config\history\ —
KaLW KoHPurypauuin, konum DNS 1 npokey; | config\history\lists\ — Habopbl cnuckos
(nopanucaHHble TeKCTbI U | sets. json | ¢ nepekntoyatensamm). config\zapret2\preset.txt —

Balwl npecet. LICENSE u NOTICE — nuueH3ua 1 yBedoOMJIEHME.

._runtime\ — >XypHanbl, cka4yaHHoe, k3w oTBeToB GitHub, konuu hosts.
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JInueH3na n ToBapHbIU 3HaK

Audion DPI Manager © 2026 Tensionix pacnpoctpaHsaeTca no anueH3un Apache License 2.0 (nonHbIn
TekcT — dann | LICENSE , yBegomneHne — NOTICE ; o6a OTKpbIBatOTCA KHOMKaMu B pasgene ABOUT).
«Audion» 1 3Hak Audion — ToBapHble 3Haku aBTopa: AmueH3na Apache 2.0 (pa3zen 6) He AaéT Npasa
MCMOAb30BaThb 3TO Ha3BaHWe W 3HaK, U KOMWA UAN M3MEHEHHAA BEPCUA NPOrpaMmbl He JOMKHA
BblgaBaTbca 3a Audion. Yyxune nporpammbl (Flowseal, zapret2, ByeDPI, WinDivert) n nx cnuckm

ckaumBatoTcs ¢ GitHub no Ballen KHOMKe 1 OCTatoTCA CO CBOUMMW NINLEH3UAMMN.

Ecnam uto-1O He Tak

¢ «[Mporpamma 3anyueHa 6e3 npaB agMMHUCTPaTOpa». 3aKPOiTe OKHO 1 3anycTuTe Start.exe.

e 06xo0pa 3anycTUACA U Cpa3y OCTAHOBWJICA. B XXypHane — npuumnHa: yalle HeT parina cnmcka nam

aHTMBMpYyC ybpan gpavsep. DIAGNOSTICS nokaxeT BTOpOE.

e /lpaiiBep He BbIrpy>Kaercs Npyu o6HOBAEHUU. 3aMeHa CTaBUTCA Ha CeAYHOLLYHO 3arpy3Kky

Windows; nepesarpy3unTecs.
¢ Hwuuero He oTtkpbiBaeTca nocne cmeHbl DNS. DNS — BEPHYTb KAK BbIJ10.

e AHTMBMPpYC pyraetca Ha WinDivert. 310 noxHoe cpabaTbiBaHune; gobaBbTe nanky Zapret B

NCKNHOYEHNA.
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