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Audion Sync Tools — pykoBoacTBO

English - XXypHan nameHeHunn

CopeprxaHue

e Yrto 31O

e [Iporpamma v faHHble

e C yero HayaTb Ha HOBOW MallINHe

e OkHO

e KaneHT TyHHenen

e [pobpoc nopTta: paboumnii CToN 1 BCE OCTabHOE

e VI3 KOHCOIN
e Y10 rae nexxnt
e [pabau

e OpenVPN 13 gaHHbIX MaLUVHbI

Y10 310

MNporpamma, Kotopas Aep>XUT Ha MalwmHe konuto MAIN VPS u Bcé, 6e3 yero 3ta konusa 6ecnosesHa:
KJHOUN, KIVEHT TYHHEeNs, 4OCTYN K AOMALIHUM MalmnHam. [ac CHUMOK npuBaTHbIX apxusoBs Build-

cteka B R2 bucket.

MAIN VPS cHrMaeT cBon pe3epB cam — Kaxayto Houb B 01:00, toHnToM | audion—backup.timer , n
knagét B r2:audion-backup/daily/Irrrr-MM-A0 . 3abpaTb 3TOT CHUMOK K cebe Ha ANCK MOXeT
TOMIbKO Ta MaLUMHa, rae AexuT nanka gaHHbix: MAIN VPS k gomaliHeMy KOMMNbOTEPY HE MOCTYUYMNTCA.

STUM U1 3aHMMaETCa NporpaMmma.

NMporpamma n aaHHbIe

Pa3BeseHbl HamepeHHO.
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Mporpamma — nanka  Audion Sync Tools : OkHO, cLieHapuu, cBou  rclone , cBOW KarouM K R2
bucket, knmeHT TyHHens, Habop Ans AOCTyna K MawmMHaM. 34eCb HET HYM OAHOTO dalina, KOTopbIN

>KaJIKO NOTepPATh: BCE BOCCTaHaBAMBAETCA U3 penosnTopus.

JaHHble — cocefiHAA nanka, Ha3BaHHasa No MawwuHe: | Audion Backup Laptop , Audion Backup
Work , Audion Backup Base . CHumkW, 3epkana koga MAIN VPS, kitouun, TOKeHbl. 34eCb HeT HU

OZHOTO UCMOAHAEMOTO daitna.

M#A nanky — 3T0 MMA MaLUWHBbI, U BUAHO ero cHapy>xu. OTaenbHOro npoduasa BHyTpW HET: Nanka cama
cebe npodunb. [oka Nanka JaHHbIX 3BaNacb OAMHAKOBO Y BCEX, MPODUAM NPUXOANIOCH Pa3BOAUTD

MMeHaMn BHYTPWU — OT 3TOr0 OTKa3anuch.
Kak nporpamma eé HaxoauT:

1. Ykasatenb config\profile.json — MyTb, KOTOPbIN OAHaXAbI BbiOpan yenosek.
2. EpMHcTBeHHasa cocegHAa Audion Backup* — Ha caMoli MallMHE OHa ojHa.

3. lMpv nepBoMm 3anycke, KOrAa ykasatensa ewé HeT, nporpamma cnpatumsaer. [laxe ecam nanka

PAZOM OAHa: B HEW KJIHOUM, apeca U Naposib PoyTepa, 1 CaamnTbCs B HEE No Aorajke Hesb3s.

,ﬂOMa ManokK ObIBaeT HECKOJIbKO — TaM JiexaT nanku AaHHbIX OCTaJIbHbIX MalLUWH. Torp,a Bbl60p
NOKa3blBa€TCA CMNCKOM, a CLLeHapK N3 KOHCOAN 6epyT NEPBYHO N TOBOPAT 06 3TOM BCNyX, Ha3blBaA

KoY | —Root .
bykBa Ancka HUrge He 3alinTa: Ha MaLlVHe, rAe MHCTPYMEHTbI XXMBYT Ha | S: |, NpaBUTb HeYero.

He3saBuncnmoctb — He ykpalueHue. PaHblue 3epkano 6bpano  rclone.exe u karoum k R2 bucket y
nybavkatopa, n 6e3 cocegHen nankm He NOAHMMANOCh BOBCE. A MOAHMMATLCA OHO AOJ/IKHO Ha NMyCTOM

MallrHe nepBbIM, 40 BCEro OCTaJibHOro.

C yero HauaTb Ha HOBOM MaLWUUHe

1. CkonupoBsaTb 0be nanku: MporpaMMy 1 AaHHble 3TOW MalunHbl. Kntoum eayT BHYTPU JaHHbIX, B

Tunnel\SSH (golden copy) n Tunnel\Export (Export Keys c nocneaHen MallnHbi).

2. 3aﬂyCTVITb nporpamMmy 1 ykKasatb rnanky AaHHbIX — OHa CMpPOCUT CaMa, Npu nepBoM 3anycke, 1 TaM

Ke CKavaeT UHCTPYMEHTbI, KOTOPbIX B BblMyCKe HET.

3. SETUP — IMPORT KEYS — pasnoxXwuT KJo4Un N0 TPEM MecTaM, rae Ux ULLyT NporpaMmmbl:
npodunb %USERPROFILE%\.ssh , config\rclone nanku faHHbIX 1 | core.sshCommand B
pabounx Konuax 3epkana. 3a0AHO BbICTaBMT NpaBaM TakoWn BUJ, Kakoro TpebyeT ssh, 1 NoUnHUT B

~\.ssh\config nyTtu, Beaywme B HUKyaa. Ecam B Export Keys He xBaTaeT cepBepHoOn napsl,



BO3bMET e€ 13 Tunnel\SSH\servers . Yxe CyLleCcTBYOLMIA MPMBATHBIN KIOY COXPAHUT U

MpoBepuUT ero npaea; -Check TO/JbKO MOKa3bIBaeT COCTOSIHME.

4. STORAGE —  SYNC ALL — nepBoe HanosHeHue 3epkana. [Janble 3epkano OOHOBASET Ta Xe
KHonka uan  sync—backup.cmd : 3agaHui B MNMaanmnposmke Windows nporpamma He 3aBOAMT, a

HouHou cHuMok MAIN VPS genaet cam, cBOMM TariMepom.

Ecnn Ha mawwmHe ctouT vyxon VPN Ha AmneziaWG — Hanpumep Red Shield, — cBoero knveHTa
CTaBWTb He HY>XKHO: TYHHeNN NonayT Ha HEM. KHonka | WIREGUARD | 3TO MOKaX<eT 1 CTaBUTb HUYEro He

CTaHeT.

MNpoBepka, 4to BCE BcTano:  Tunnel\check-tunnel-client.cmd nokaXeT KAMEHT TyHHeNs un

MapLupyTbl, | sync-backup.cmd -WhatIf — pgoctyn k R2 bucket.

(0]7(; o]

OtkpbiBaeTcs | Start.exe . OavH pa3 NpocuT NpaBa ajMVHUCTPATOPa — OHW HY>KHbI AN KOPPEKTHOM
paboTbl C CUCTEMHBIMW CETEBLIMU COEANHEHUAMMN: CNY>KOOW TYHHENSA, COCTOAHUEM MHTepdencoB
WireGuard u pykonoxatuamu. Cuctema oT4aéT 310 TOAbKO aZMUHUCTPATOPY, M BbiNpallnBaTh NpaBa

Mo YacTsiM, B MOMEHT HaxaTus, BbIWIO bbl xy>xe. OTka3aTb MOXHO: 6e3 npaB He paboTatoT TOAbKO
TyHHenu 1 | SSHD |, a B 3arosioBke okHa ctouT «bE3 NMPAB AAMUHNCTPATOPA».

Start.exe —Root "namka paHHbIX" OTKPbIBAeT OKHO Ha Ha3BaHHOW Marke — Ha 3TOT 3anyck:
yKaszaTe/ib NporpaMMbl OCTaETCA MpPeXKHWM. [anka, KOTOPOW HeT, Aorafkon He 3aMeHAETCA: OKHO

OTKpOeTCs 6e3 nanku AaHHbIX, U XXYpPHaN CKaXeT, Kakyto eMy Ha3Bau.

YcTpoeHo Tak: ABe ¢aiisioBble NaHe/In BUAHbI BCErAa, a IEHTa Pa3feoB CBEPXY MEHAET JLWb ABe
BELLM — YTO OTKPBITO B MaHeNAX N KakoWn paj KHOMOK noka3aH. [103ToMy KHOMKa nepecTaér 6biTb
3aKIMHaHWeM: B pa3gene  SSH KEYS cneBa ctouT golden copy, cnpaBa npoduab, 1 NOC/ie NPOroHa

KHOMKW BUWAHO, YTO TaM N3MEHW10Cb.

CnpaBa OT naHenen — XypHan, obLWni ana Bcex pa3genoB. Mexay naHenaMmm — y3kas nosaoca

KHOMOK, BHU3Y — psAj GanoBbIX OnepaLuin ¢ ux KaaBuLamm.

PowerShell cucrembl okHy He Hy>eH: cBon PowerShell 7 nexut psgom, B App\AudionPs.exe , 1 UM

>Ke nayT BCe CUueHapuun 1 Bpanrepbl.



MNMepBbiiA 3anyck

Bbinyck npuxoanT 6e3 MHCTPYMEHTOB 1 6e3 ykasaTens Ha nanky gaHHbix. Oba Bonpoca 3ajatoTca B

O4HOM OKH€, KaK TOJIbKO OTKPbIJIOCb I/laBHOE!:

e MANKA AAHHbIX — npepnaraetcsa nanka Audion Backup .., HalgeHHas psagoM C MPOrpaMmol;

VKA3ATb [IPVI'VI OTKpbiBaeT 0630p: nanka MOXET iexkaTb r4e YyroAHo.

e MHCTPYMEHTbI — yero HeT B nanke nporpaMmmbl 1 4to 6€3 3Toro He paboTaet. KHOMka

cKauuvBaeT HegocTatoulee, okoso 100 Mb.

NHcTpymeHTOB WwecTh: rclone (6e3 Hero naHenn He YMTaroT MawwunHbl U R2 bucket, konnposaHme u
3epkana He nayT), cloudflared (mapwpyt yepes Cloudflare), Windows Terminal (tepmuHan k

MalmHam), PeaZip (ynakoBka v pacnakoBka), pegaktopbl Microsoft Edit n micro (F4). OkHo nepsoro
3anycka BO3BpaLLlaeTca Npu KaXkAoM CTapTe, MoKa MHCTPYMEHTa He XBaTaeT: MporpamMMa, Kotopas He

MOXET MPOYNTaTb MaLlUNHY, AOJI>)KHa CKa3aTb No4vyeMy, a He CTOATb C NYCTbIMW NMaHEAMWN.

Lanka

CneBa Bepcua n berigx DATA — MA nanku AaHHbIX 3TOW MaluuvHbl. LLlenyok oTkpbiBaeT e€ B
npoBoAHuKe; Apyras Bolbupaetca B| SETTINGS - MAMKA OAHHbIX > BbIBPATD .

B cepeanHe — cTpoka Npobbl: KakoW MapLUPYT 3@ CKOJIbKO OTBETUA U KakUM NMyTéM NonaéT okHo. O

Hel — B «MapLupyTax K MalnHam».
Cnpasa:

e NMOTOKWU — ckonbko nepeaay MAET OAHOBPEMEHHO; | — W + MEHANT YMcno BaBoe. MeaneHHOMY

KaHany nerye ¢ MEHbLUMM, MHOXECTBY MeKMX GpanioB — ¢ HoNbLIMM.
e RU / EN — a3bik uHTepdeiica.

e KHonka ¢ conHuem — Tema: Audion Vault Dark (no ymonuanuto), Audion Dark, Audion Code Dark,

Audion Light.

Bcé 310 3anomuHaeTca Mexay 3anyckamu.

Paszpenbi
Pazpen Yto B naHenax YTo B KHOMKax
SETUP — nepBas npodwuib, | config\rclone , golden warn ob3aBeseHus: agpeca, kntouu, SSHD,
HacTpoWika, KHomnKa copy, Export Keys, nanka gaHHblx, SSH TUN, RESTORE, RCLONE.CONF

BBEpXy CripaBa LOCAL



Paspen

SSH KEYS — katoun

MallWHbl

TUNNEL — Hactpoiika

CBA3n

REMOTE — TtepMuHan
RDP

STORAGE — cHUMKK 1
R2

CLOUDS — ob6nauHble

ANCKN

SETTINGS — kHonka

BBEpPXY CripaBa

ABOUT — kHonka

BBEpXy Crpasa

YTto B naHensax

golden copy, Export Keys, npodub,

config\rclone

mMaLimHbl, MAIN VPS, LOCAL

MaLinHbl, MAIN VPS, LOCAL

HOUHbIe CHUMKM, Nanka AaHHbIX, NATb
R2 bucket, MAIN VPS, SECOND VPS,
LOCAL

MawwuHbl, LOCAL 1 3aBegEHHble

obnaka

HaCTPOWMKM BMECTO naHenemn

0 MporpamMmmMe BMECTO MaHesel

YTto B KHOMKaXxX

CrMCOK, SSH-COPY-ID, OTO3BATb,
EXPORT KEYS, R2 CREDS

npoba n ANATHOCTUKA, CLOUDFLARED,
OPENVPN, poytep, DNS, WIREGUARD, WG
BASE-ROUTER

TepMUHaNbl MalnH 1 poytepos, RDP,
ROUTER WEB, SOCKS, BbIi6bop nporpaMmsl

TepMnHana

SYNC ALL, SYNC SELECTED, DRY RUN,
PRIVATE BACKUP

NOAKAOUYMTL 06/1aK0, BONTU 3aHOBO,
nepenmMeHOBaTb, OTKJIKOUNUTL, MPOBEPUTD,

KAoUM 0b1akoB

narnka faHHblX, MUHCTPYMEHTbI U BEpCuH,
peaakTop F4, wpudT, Npo3payHoCTb,

pa3mepbl

BepcCud, nankun, AOKYMeHTbI, CCblJIKa Ha

BbIMYyCKWN

KHonka ¢ 6ynaBkoi B MOAOCE MEXAY NaHENMU 3aKPenaseT pasgen: npu ciesyowem 3anycke okHO

OTKPOETCS Ha HEM. YUTO He BNIe310 B PSS MO LWMPUHE, YXOAUT BTOPOM CTPOKOW.

Macrtepa cnpaluvBatoT B CaMOM OkHe — hopMoW, Tabanuen nam BbiI6OPoOM 13 HECKObKUX JEUCTBUN,

— a paboTy aenaet cueHapuii 3 | Engine\Scripts : TOT Xe, UTO 30BETCS M3 KOHCOAW. B oTaenbHOM

KOHCO/IM OTKPbIBAETCA TO/IbKO TO, YTO CaMO BeAET pa3roBop: SSHD , RESTORE , yctaHoBka WireGuard,

noAbEM TyHHeNs, pa3roBop ¢ poytepom, OpenVPN, npobpockl 1 Bxoa B 061aKo0.

NHaukatopbl

Y KHOMOK, KOTOpPbI€ YTO-TO 3aBOAAT, CA€Ba UHANKATOP. 3HaYeHun TPU, N KPaCHOTo cpean HUX HET:

L Cepblﬁ — 3TOro HEeT: He 3aBeAeHO, HE YCTAaHOBJIEHO, aApPeC He BNCaH,

e OpaHXXeBbli — eCTb, HO A€/I0M He NOATBEPXAEHO: Gailn Ha MecTe eLLé He 3HaYUT, YTO MO Hemy

MycKatoT;



e 3e/IéHbI — NOATBEPXKAEHO AN MOATBEPXKAATb HEYero.

MNoaTBepXAeHNe — rnpoynTaHHasa naHesb. [Npoyntanacb MallHa — 3eN1EHbIMU CTAHOBATCA KAHOUN U
RCLONE . CONF ; npouuntanca R2 bucket — napa R2. Y cny>6 3enéHbivi 03HauaeT, uto cayxba pabortaer,
y | SSH TUN — uTO cobCTBEHHbIV Ssh Aep>XXWT kaHa. Y KHOMOK MawwnH B pasgene REMOTE 3HaueHun

YeTbipe — O HUX B «MalmnHax».

CocCTOsiHME UMTaeTCs NPU OTKPbITUM OKHA, KOrAa KOHYaeTCca ouepesb 3aZaHuni, KOrja 3akpbiBaeTcs
KOHCO/Ib MacTepa v No kHomnke | COCTOAHUE . CeTb Npu 3TOM He TPOraeTcs: MallMHbl NPOByeT KHOMKa

PORT 22 TCP PING W OAWH pa3 caMo OKHO Npw cTapTe.

O63aBepeHne — pasgennl SETUP u SSH KEYS

KHonkun o63aBeseHns 0TBeUatoT Ha BOMPOC «4TO eLLé He CAeaHO Ha 3TOW MalimHe». OTBeYatoT OHK
Mo narke AaHHblX, @ He MO MaMATN OKHa: KakoW KoY 3AeLUHWI, NporpaMMa y3HaéT cama — ero

nybanyHaa nonosuHa nexut B CLIENTS, 3akpbiTas — B npodune.

Pazpen — KHonka Nupnkartop ropwur, korga 3enéHblii — nocne
rpynna
SETUP — AQPECA B | targets.json  3anosHeHbl BASE n LAPTOP MallvHa oTBeTu/Ia Ha
AT npoby

SSH-KEYGEN B Npoduae NEXUT KAHOY 3TOW MaLUVHbI npoyunTanacb nNaHe b

MaLUuHbl nan VPS

IMPORT KEYS B npodwae nexxut napa mawmHbl n3 CLIENTS npoynTanacb naHesb

MaLluHbl nam VPS

SSH-KEYSCAN CMUCOK K/IOYEN XOCTOB CO3AaH npoyuntanacb

yAanéHHasa naHenb

SSHD cnyxba sshd 3aBegeHa cny>x6a pabotaet

SSH TUN REVERSE SSH TUN 3aBeagéH COBCTBEHHbIN ssh

AEPXNT KaHan

SETUP — RCLONE . CONF B | rclone.conf | He OCTaNOCh HE3aMOJIHEHHbIX npouyunTanacb
MPOYEE MeTOK yAanéHHas naHesb
ROUTER PASS napoJsib poytepa CoXpaHéH cpasy

RELEASE nanka BblbpaHa 1 BHYTPW NpUBaTHbIE apXMBbI cpasy



Paspen — KHonka Nupnkartop ropwur, Korga 3enéHblit — nocne

rpynna

REMOVE TASK OCTaIoCb eXXeJHEeBHOE 3aaHne NpexxHuX =
BEPCUI — KHOTMKa BMAHA TONbKO TOrga U

yAanseT ero

SSH KEYS - R2 CREDS ¢danin r2.credentials Ha mMecTe R2 bucket npountancs

EXTERNAL B NaHenn

SSH KEYS - LAHHbIE ectb golden copy | Tunnel\SSH | nan Export cpasy

MAMKA Keys | Tunnel\Export

TUNNEL - WIREGUARD Ha MalUMHe ecTb KJINEHT TYHHeNewn cpasy

LOCAL
WG BASE- B Zl@aHHbIX JIEXXUT KOHPUT TYyHHeNs cny>c6a TyHHeNs
ROUTER yCTaHOBJIEHa

be3 nHankatopa B SETUP cTosaT Tpu kHonkw. | YCTAHOBUTb | knagét cloudflared.exe B
Tunnel\Bin v nepenucbiBaet cBon 610K B | ~\.ssh\config — Hy>Ha TOAbKO TaMm, rae KoHdura HeT
BOBCe. RESTORE BoOcCCTaHaB/iMBaEeT MalUMHY U3 BbIOpPaHHOM Nanku AaHHbIX NOCAE NepeyCcTaHOBKM

Windows: nopagok — B RESTORE_RU.md. OVPN PATH BbibupaeT kaveHT n npoduabs OpenVPN.

B pazgene SSH KEYS, kpome Ha3BaHHOro:

e | CMUCOK — BCe KAOUM OAHUM CMUCKOM: UYTO 3a KJIKOY, FAe JIEXUT, eCTb JIN K HEMY anBaTHblﬁ N Ha

KakKux MallnHax oH nponuncaH. Hmxke — paboumre darinbl 3TON MaLlLVHbI.

e | SSH-COPY-ID — gonucbiBaet nybanyHble katoum ns CLIENTS B | authorized_keys kaxgown

MaLLVHbl Yepes y>ke XXNBOW AOCTyn.

e OTO3BATb — ysanset nyb6aMYHBIA KAOY MO MMEHWN CO BCEX MaLUWH, KyAa ecTb focTyn. [ocnesHunn

KJIFOY Ha MaLUMHE HE CHMMAET: MHaYe Ha Heé 6y,a,eT He BOWTW.

e EXPORT KEYS — cobupaet kitoun 3Ton mawmHbl B | Tunnel\Export ; MPOBEPUTb noka3biBaeT

packnazZKy v He TporaeT HW ogHoro daiina.

ALIPECA oTkpbiBaeT Tabanuy mawmH. CTpoka SECOND VPS — ajpec v MOpT B CTPOKe, a Noj,
Tabavuen Tpy nons Ans ero UMEH — xocT B | ~\.ssh\config , oH xe nosepx cloudflared n nms
KArOYa. Y NpeXxXHUX yCTaHOBOK 3TW MMEHa CBOW; OKHO caMo nepeHocuT ux n3 ~\.ssh\config npwu
3anycke, a MoJig No3BOAAOT MX NMOrnpasuTb. [locae 3anmncy okHO ceepsAeTca ¢ ~\.ssh\config wu

rOBOPUT, €C/IV UMSA TyAa eLLE NPesCTOMT BnmcaTb KHonkon YCTAHOBUTD |
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R2 CREDS  crnipawwBaeT napy «MaeHTMdunkaTop n cekper» — umx Bblgaét naHenb Cloudflare B pasgene
R2 - Manage API tokens — v knagét davinom Tyaa, rae vx uwet  rclone . Cpasy nocne 3anncm OKHO
cnpawmsaeT y R2 cnvcok H6akeToB: katoy 6e3 npoBepky — 310 obelaHue, a He AOCTyN. 3HaYeHns B

XKypHan He NonajaroT HX Npu yaade, HU nNpu olmnbke.

SSH-KEYSCAN | cobupaet katoum xoctoB B | config\rclone\known_hosts nanku gaHHbIX — CAKCOK,
MO KOTOPOMY MaHen y3HatoT MaLluvHy. [poBepkn nayT napanienbHO B OTAE/bHOM npouecce, OKHO
OCTaéTCca AOCTynHbIM. [pAMON 06x0a XAET A0 NATU CEKYHA, ANA MOAYALLNX aAPECOB HAaCTPOEHHbIe
SSH-mapLpyTbl npoBepAtoTCca ewé [0 NATK ceKyHA. | CTOIN  3aBepLuaeT npoBepky BMecTe C
JOYEPHUMU npoLeccamun. HeAoCTynmHble XOCTbl COXPaHAIT NpexHue Karoun. [py cmeHe karova
NPeXHsAsA 3anncb TakXKe OCTaéTca: nocse cBepku otnedaTka nostopute ¢ Ctrl uam | Runs\ssh-
keyscan.cmd -Force . ®ain | ~\.ssh\known_hosts He Tporaetca: um nonb3ytotca | ssh , Windows
Terminal n Tabby. B 06xog BxoanTt n SECOND VPS ¢ ero SSH-nopTtom 13 tabaunubl  AQPECA . 3T10T

CNNCOK AN NaHeNeln He 3aMeHseT NOATBEPXKAEHNE NePBOro Bxosa Yepes 06biuHbI SSH.

LiBeT nonoc

CneBa Yy Ka)I(AOIZ rpynnbel KHOMNOK — TOHKaA UBETHaA noJjiocka. OHa noAcKasblBaeT, Kakoro poa Bellb

Bbl Cenyac MeHseTe, eLlé 10 UYTeHWsA NOAMMUCEN.

e Gold (3onot1as) — karoun: napsl, authorized_keys, known_hosts, R2 creds

e Sea Blue (cuHsAa) — cBa3b: cloudflared, REVERSE SSH TUN, WireGuard, mapLupyTsl, poytep
e Bottle (3enéHasn) — mawwmHbl: TepmuHan, RDP, nprém dannos

e Mango (Ténnas >éntasn) — MHCTPYMEHTbI: KIMEHT TyHHens, rclone, TepMuHan, obHoBAeHME
e Teal (buptozoBasi) — obnaka

e Plum (nnnoBas) — xpaHuauwe: cHumMkn, R2 bucket, RELEASE

e Grey (cepasl) — AaHHble U HaCTpOViKa: nanku, agpeca, waru SETUP

OtgenbHo: kHonku danger (OTO3BATb, OTK/IKOUWTb) okpalueHbl B Burn Orange — oHu yaanatot

NN OT3bIBakoT.

LiBeTa n Tembl

KHonka ¢ conHuem B nieHTe oTKpbiBaeT Bbibop Tembl: Audion Vault Dark, Audion Dark, Audion Code

Dark v Audion Light. Beibop 3anomuHaeTcs.

NmeHa dannos kpacut | App\config\colors\themes.json — B HEM LBETa U NOPAAOK NPABWUJ; YTO
cyMTaTh BUAEO, AOKYMEHTOM WM apXMBOM, rOBOpPUT coceaHunii  App\config\mask-groups.json , Te

e CEMbMW, UTO B OKHe Macok. MNpaBuia nayT CBepxy BHU3, NOHEXAAET MepPBOE NOAOLLE/LLIEE: CBEXUN



apXuMB KPacuTCA Kak CBEXWI, a He Kak apxmB. Bo3pacTt cumTaercs kaneHAapHbIMK CyTKaMu, NO3TOMY

BUEpaLLHWI dalin — «He CTapLle AHS», AaXe ecn eMy TPUALATb YacoB.

LLBeTa CaMOro okHa — paMKu, KHOMKWK, q)OH CMncKa — >XMBYT OTAE/IbHO, B TEMAX OKHa, 1 Ha LiBETa

CTPOK HE BJINAOT.

ELETY

Hag, kaxxa0M naHenbto — KHOMKM MCTOYHMKOB: YTO OHa Moka3biBaeT. JIokaibHbI ANCK, MallMHA Mo
ssh, R2 bucket n obnako gna nporpaMmmbl O4MHAKOBbI: UX YATAET OANH K TOT XXe  rclone ,
KOMMPOBaTb MOXHO MeXAy N06bIMN ABYMS CTOPOHAMMW. Y MalUMHbI B MOAMUCA CTOUT MapLUpPYT,
KOTOpbIM cenvac naet obpatieHne: BASE - SSH SECOND VPS . CnMCOK MCTOYHMKOB OTKPbIBAKOT U

knaBuww: Alt+F1 — y nesow naHenw, Alt+F2 — y npasoi.

|_|O,Cl, KHOMKaMn — A0PO>KKa NyTh: LWeNYOK NO CErMEHTY BO3BpPaLLLAE€T Ha €ro YypOBEHb. BHI/I3y naHeanm —

CTPpOKa COCTOAHUA: CKONbKO 0b6bekToB, a Y ANCKa — CKOJIbKO Ha HEM CBO60,£I,HO.

|_L||eJ'I'~IOK MO 3aroJioBKy KOJIOHKU MEHAET NOPAJOK CTPOK, I'IOBTOprII\/’I nepeBopaymBaeT ero, Crpeska

moka3sbIBaeT, Mo YeMy pa3noxeHo. [Manku Bcerga ocTakoTcs CBepxy.

Pamka akTMBHOWM NaHenn NoAcBeyeHa. AKTUBHAA — VUCTOYHWK /19 KOMMPOBAaHMA U CUHXPOHMU3aLNK,
BTOpas MPUEMHWK; MaHeNb CTaHOBUTCSA akTMBHOW OT Atoboro kacaHus, Tab nepesoaunT kypcop B

COCeAHKOHO.

OtmeTku. OTMeYeHHas CTpokKa NoslyvyaeT OpPaH>KEBYH TOUKY B Y3KOM NepBoOM KosoHKe. [poben nau
Insert oTMeuaeT CTPOKY 1 NepeBOAUT KYPCOp HUXe, Npoben Ha nanke ewgé 1 cuntaert e€ pamep
(Huxe, «Pa3zmepbl»), Ctrl+A oTmevaeT BCE, a Npy BCEM OTMEYEHHOM CHMMaAET, * Ha LudpoBOWn
knaBuatype obpaiyaet otMeTku. [1o mackam oTMeuvaeT OKHO Macok. PannoBblie onepauunn 6epyT

OTMeYeHHoe, a 6e3 OTMETOK — CTPOKY MOJ, KYPCOPOM.

BbicTpbiii punbTp. KnaBumwwa F oTkpbIBaeT CTPOKY Haz CMUCKOM: HabpaHHOe Cy>KaeT CrMCOK MO UMEHMW.

Esc ybupaet dpunbTp.

Pasmepbl. KonoHka noka3sbiBaeT Kb, Mb 1 I'b inbo TouHble 6aniTel — nepekntoyatens B SETTINGS.
MNpoben, oTMeyas nanky, cuntaeT eé pa3mep, kak B Total Commander: noka naér noAc4éT, B KOJOHKe
CTOUT «...», MOTOM YMCIIO, U OHO BXOAUT B cyMMy «OTMEYEHO» nog naHenbto. «?» — NOACYET He Ja
oTBeTa, Npoben Ha nanke nepecuymTaeT. Pa3oM cuMTaroTCa ABE Nanku, yXo4 U3 nanku oTMeHsaeT
HauaTble NOACYETHI; ANCKM B CMIUCKE ANCKOB He cumTaroTcs, Insert otmevaet He cumtas. Shift+MNpoben
CUMTAET TOUHbIV pa3Mep CTPOKM MOA KypCOPOM, ManKmM TOXe: Ha 3TOM MallMHe MO AUCKY, Ha AaNbHeN

cTopoHe yepe3 rclone size . OTBET BCTAET B CTPOKY COCTOAHWUSA NMaHENN.



CTpoku packpalleHbl MO CBEXeCTM 1 no Tuny danna — npasuna B

App\config\colors\themes. json .

NMonoca mexay naHenamu

Csepxy BHU3:

e CTpesika BBEPX — Ha YPOBEHb Bbille B akTMBHOW NaHenn (Backspace);

® KpyroBas CTpenka — rnepeumTatb akTUBHYt0 naHenb (Ctrl+R);

e 3BEé3404YKa — OTMETUTb CTPOKWM MO MacKam;

e nyna — nowuck (Ctrl+F, Alt+F7);

® [B€ CTPE/SKN — MOMEHATb MaHenn Mectamu, UCToOUHnKM 1 nanku (Ctrl+U);
e OynaBka — 3aKpenuTb pasgen;

® CXema CeTM — MapLpyTbl MO MalMHAM: Y KaXX0W MallnHbl CBOW;

® MuUTaHMe — BKAHOUNTb U BblKNtOUNTb WG-TyHHenb f0 poyTepa BASE. 3enéHas, noka TyHHesb
NOAHAT;, OpaHXeBas, korga cnyxba CTOUT, @ TYHHe/Ib ONyLLeH; NoralleHa, rae TyHHe b He

YCTaHOBAEH. C 3axartbim Ctrl TYHHENb NOAHNMAETCA BOMNPEKN nepecevyeHnto ceTe|71,'

e 1Be HUXXHME KHOMKW KnagyT B 6ydep nmeHa otmeueHHoro (Ctrl+Shift+N) 1 ero nonHble agpeca,

Kak ux noHnmaet rclone (Ctrl+Shift+P), — no ogHomy Ha cTpoky.

KnaBuwn
KnaBuwa Yro penaer
Tab nepernTh B COCEAHIOO MaHesb
Enter BOWTMW B Nanky
Backspace Ha ypOBEHb BblILLE
Alt+< n Alt+— Ha3ag 1 BNepéz Mo NCTOpUM NaHeu
Home, End B HayaJio 1 B KOHeL, cnucka
Mpoben OTMETUTb CTPOKY 1 MepeBeCTN KyPCop HWUXKE; Manky — 1 NocymTaTb €€ pasmep
Insert OTMETUTb CTPOKY 1 MepeBeCTU Kypcop HuXe

Ctrl+A OTMETUTb BCE; NPY BCEM OTMEUYEHHOM — CHATb



KnaBuwa

* | Ha uMbpoBoM

knaBuatype

Shift+Mpo6en

Ctrl+R

Ctrl+U

Alt+F1, Alt+F2

Ctrl+F, Alt+F7

Ctrl+Enter

F2

F3

F4

Shift+F4

F5

F6

F7

F8, Delete

Shift+F8, Shift+Delete

F11

F12

Alt+F5

Alt+F9

Yro pgenaer

O6paTI/ITb OTMETKMN

TOUHBIV pa3Mep CTPOKM MOA KypCOpOMm

6bICTPBIV GUABTP MO UMEHU

nepeynTaTb rnaHe b

NMOMEHATb NaHenn MeCtaMm

CMNCOK UCTOYHWKOB JIEBOV 1 NMPaBOWA NaHeu

MonckK

TeEPMUHaAN TaM, rae CTOUT NMaHe b: Nnarka 3TOW MaLUWHbI UAK MallvHa Mo ssh

nepernmMeHoBaTb, Ha 3aHATOE NMA — OTKas, U NpPpu HaXXaTnn, U nepes caMbiM 3aryCckom

3ajaHus

ny6nYHbIe CCbINKN Ha oTMeudeHHoe B R2 bucket — B bydep

OTKpbITb dalin B pegakTope

HOBbIN Gann — 1 cpa3y B pesakTop

KonumpoBaTb B COCEAHKOHO NMaHe b

nepeHecTn

cO34aTb nanky

yAanuTb (C MOATBEPXKAEHMEM); Ha AUCKe 3TOW MaluvHbl — B Kop3aunHy Windows

Y4aAnNTb MUMO KOp3VIHbI, HaCcoBCEM

AOJINTb HOBOE B COCEAHKOHO MNMaHe b

TOYHaA Konma B COCEAHKOKO NMaHe b (C I'IO/J'TBep)KAeHI/IEM)

YyNnakoBaTb B apxuB

PacnakoBaTb apXuBbl



KnaBuwa Yro pgenaer

Ctrl+Shift+N MMeHa oTMeYeHHoro — B Bydep

Ctrl+Shift+P noJiHble agpeca oTMeYeHHOro — B bydep

Esc OCTaHOBUTb MAYLLYIO OMepaLuio; B MoJie BBOAA — 3aKpbITb MOJe, onepaumnsa Nget

Janblue; MHaye — ybpatb GuabTp, HakgeHHoe uan 3akpbiTb SETTINGS

Tpw kHonkn noHumatot Ctrl: | OPENVPN ¢ HMM npoBepseT nyTu 6e3 nogkatovenus, SSH-KEYSCAN
3aMeHsEeT M3MEHMBLUNACA KIKOY XOCTa, KHOMKa NUTaHUA NOAHUMAET TyHHENb BOMPEKM NepeceyeHnto

ceTen.

Macku

KHonka co 3Bé3g0ukon oTkpbiBaeT okHO MACKA OTMETKW : OHO OTMeuYaeT CTPOKM aKTUBHOM MaHenn.

¢ lMone macok. Mackun yepe3s 3anaTyto: *.docx , 2026-* . CioBO 6e3 3BE3404EK — YaCTb UMEHM,
.png — pacwmpeHue.

e CBOWU HABOPBDI. COXPAHUTb KAK.. coxpaHseT HabpaHHOe Moj CBOMM MMeHeM, 1 Habop
CTAHOBWUTCA KHOMKOW B 3TOM OKHe; | VEPATb HABOP  CHUMaeT KHOMKY. Ha6opb| N1lexxaT B rnarnke
AaHHbIX, B config\mask-sets.json , n uncTKy NporpaMMbl NEPEXMBALOT.

e N3MEHEHDbI. KOrJA YrofgHo , 3A YAC ,| 3A CYTKW , | 3A HEQOENHW — Te Xe rpaHuubl, 4To y
LBETOB CBEXECTW.

e TPYMMbl. Cembn paclumpeHnin — AOKYMEHTbI, BUAEO, rpaduka, apxmBbl U Npoune, Kaxaaa B LiBETE

cBOMX CTpOK. BKIJINYUTD  pobaBnseT oTMeyeHHble rpynnbl K noato, | UCKINNYUTL | BbluMTaeT nx 13

HabpaHHOro: «BCe AOKYMeHTbIl, KpoMe PDF».

OTMETUTb A CHMMaeT nNpeXHue OTMETKU 1 CTaBUT HOBbIe, | AOBABUTb  npe>xkHux He cHumaer, | CHATb

BCE ybupaeT Bce oTMeTkM naHenu, | OYUCTUTb  onycToliaeT none, rpynmbl U BpeMs.

Mowuck

Ctrl+F, Alt+F7 nan nyna B nonoce mexay naHenamu. Vet ot nanku akTMBHOW naHenu Braybb — Ha

JANCKe, Ha MallunHe no ssh, B R2 bucket 1 B o61ake ogMHaKkoBo.

e TAE — oTkysa nckatb; MAMKA NMAHENN noacTaBAsieT MecTo akTUBHOM MaHenu.

e YTo nckatb — yepes 3anAaTyro: CJIOBO — YacTb UMeHW, | .dwg — paclumpeHue, | 2026—-* — Macka,

/BbipakeHne/  — perynapHoe. lNycto — Bce Gpanbl.

e N3SMEHEHDI v TPYIINbl — kak B okHe Macok.



MOUCK  3anyckaet, CTOM wan Esc octaHaBavBaeT — HavgeHHOe OocTaértca B Tabauue. MNoka3sbiBatoTcs

nepsble 50 000 HaraeHHbIX; ecin ux HobLUE, 3aMPOC CTOUT YTOUHUTD.

C HaliieHHbIM MOXHO ABa aena. NMEPENTU K OANNY oTKpblBaeT B aKTUBHOW MaHean narnky daina u
CTaBWUT Ha Hero Kypcop. B MAHENb  noka3biBaeT BCE HaWAEHHOE B aKTUBHOW MaHeNN NnaoCckmm

cnvckom: ottyaa F5 1 F6 yHocaT B coceaHioto naHenb, F8 yaansert, a Esc Bo3BpallyaeT camy narky.

Ccbinkm — F3

F3 knagét B 6ydep nybaMYHbIE CCIIKM HA OTMEYEHHOE, MO OAHOM Ha CTPOKY, Y MOBTOPSIET UX B
>XypHane. PaboTaeT B naHenn, kotopas ctomt B R2 bucket co cBovm cantom: audion-share ,
audion-media , audion-releases , audion-vault . Hnuero He 3arpyxaeTca n He MeHsAeTCcs:

CCblJIKa CTPOUTCA N3 MECTa obbekTa.

[ne cavT OTAAET TONbKO OTKPbITbIE MYTW, CCbIKA Ha 3aKPbITbIA MyTb MOMeYaeTcs «(MyTb 3aKpbIT)»: OHa
nocTpoeHa, Ho 3apaboTaer, korga nyTb oTkpotoT. Ccbiikn Ha  audion-vault cToaT 3a Access u

OTKPbIBAKOTCA TOJIbKO BJIafENbLLY.

Pepaktop — F4

F4 oTkpbiBaeT dain noa kypcopom B pegaktope, Shift+F4 cnpawmnsaet ums, co3gaét nycton dann u
oTKpbiBaeT ero. PegakTop Bbibupaetcsa B SETTINGS: Microsoft Edit u micro e3aat ¢ nporpammon u
OTKPbIBAOTCA B €€ TepMuHane, baokHoT ectb B Windows Bceraa, CBOW.. — ito6as nporpamma.
PesakTop paboTtaet ¢ danamum Ha AMcKax 3TOW MalmHbL: ainn C fanbHen CTOPOHbI CHayasla KonupyroT

K cebe.

ApxuBbl
Alt+F5 ynakoBblBaeT OTMeUYeHHOe (MW CTPOKY MoZ KYPCOPOM) B COCEAHIO0 NaHenb, Alt+F9
pacrnakoBbiBaeT OTMEYEHHble apX1Bbl — B COCEAHIOI0 MaHe/Ib AN Ha MecTe, BCE BMeCTe WU KaXAbln

B CBOIO nanky. PaboTaeT PeaZip, KOTOpbIi NporpamMmma BO3WT C CO60M, U TONbKO Ha ANCKaX 3TON

MaLUWHbI.

®opwmarsbl: ZIP, 7Z, camopacnakosbiBatowmiics SFX, TAR, TAR.GZ, TAR.ZSTD, TAR.LZ4. B gnanore
yMakoBKWN — CXaTue, WndpoBaHne naposieM, OAMH apXnB Ha BCE UM MO apxMBYy Ha OODBEKT,

npucTaBka M OKOHYaHKE MEeHW, MPOoBepKa apxmBa Nnocse ynakoBku. MNaposib Ha ANCK HE NMULLETCS.

CMHXpoHM3aLMA nanok

Tpw kHOMNKW NpaBee GanNoBbIX ONepauuin paboTatoT He C UMeHaMM Manok, a C TeM, YTO OTKPLITO B

NMaHenNAaAx: CpaBHMBAKOTCA ABa KaTaslora 3 A40POXKeK nyTn, CO BCEM BJIOXKEHHbIM Ha ﬂl-06yl-0 F.I'Iy6I/IHy.



HanpaBneHme 3ap,aéT dKTMBHaA NMaHe/lb — UCTOYHUKOM CYUTAETCA Ta, r4e CTOUT KypCop, U CTPeJiKa Ha

KHOTMKE UMNTAeTCs «13 aKTUBHOW B COCeHHOHO».

KHonka Yro pgenaer Yaansaer

F11 COPY AONMBaET HejocCTaroLee, obHoBAAET HeT
> ycTapeBllee

F12 SYNC NPUEMHUK CTAHOBUTCSA TOYHOW KOMUEW A3, C MOATBEPXKAEHNEM N MPEAOXPAHNTENEM Ha
> NCTOYHMKA 200 ¢arinos

BISYNC 2 M3MeHeHus B 06e CTOPOHbI no obcToaTeNbCTBaM, NpesoxpaHuTesb Ha 50

MycTble nanku nepeHocaTcs: ans  rclone | CyLlecTByrOT TONbKO daiibl, 1 6e3 ocobol Npockosl
kaTanor 6e3 egnHoro darina octanca 6ol Ha Mecte. CKpbITble U CUCTEMHble dali/ibl TOXKE MepPeHOCATCS,

HO aTpunbyTbl He COXPaHAOTCA — B NPUEMHMKE daiin CTaHOBUTCA OBbIUHBIM.

BpemeHa palinoB — co3zaH, U3MEHEH, OTKPbIT — NEPEHOCATCH MeXAy ANCKaMU 3TOM MalunHbl. Ha
MalLLVHbI NO ssh foe3XaeT TONbKO BPeMSA U3MEHEHUA: MeTajaHHbIx 63keHs sftp y  rclone  He

noaAep>KmBaeT, n 060NTU 3TO KAKOYAMUM HENb3A.

O6nactb 3agat0T OTMETKU. Hnyero He 0OTMeYeHO — paBHAETCA OTKPbITasA nanka ueankom. OtmeyeHo
— TO/IbKO OTMEeYeHHble Nanku 1 darnbl, CKOAbKO 6bl X HX BbINO: MMEHa yXoaAT B GuabTpbl  rclone |,
a GUALTPbI AEVCTBYIOT U Ha YAaleHWe, MO3TOMY COCeAHMe Nankv NpUéMHMKa He Tporatotca. Mpumep:
cneBa oTkpbITo | S:\Audion , cnpaBa E:\Backup , cneBa otmMeueHbl Docs v | Engine — 3epkaso
npueefet  E:\Backup\Docs ¥ E:\Backup\Engine K BMAYy MCTOYHMKA, a BCE npoyee B E:\Backup

OCTaHeTCA Kak 6bl1o.

MNMopacBeTka CTPOKM 061aCTbHO HEe CUMTAETCA — TONbKO OTMeTKa. F5 6epéTt noacBeyeHHOE, MOTOMY UTO

KOMMpPOBaHWe HNUYEro He MOPTUT; 3epKano yaanseT, u Bblbop JoKeH OblTb HAMEPEHHbIM.

BISYNC  — eanHCTBEHHAA M3 TPEX, KTO OTMETKMN HE MPUHNUMAET: OH MOMHWUT COCTOAHME Mapbl Narnok, 1
cmeHa obnactm notpeboBana 661 HOBOro pasbopa ¢ Hyas. [Mpy NepBOM 3anycke nNapbl OH CNpaLInBaeT,
Ubsl CTOPOHA CYMTAETCH BEPHOW, M 3aMOMMHAaET napy B Nanke AaHHbIX: B

config\bisync\pairs. json , a pagom, B config\bisync\state , nexwrt 10, c uem rclone
cBepseT CTOPOHbI. [Tponano 370 coCTosHMe — napa CnpallvBaeTcs 3aHOBO. MapLupyT K MallvHe Ha

napy He BIVSET: 3aBeAEHHAn OMa, U3ZaNeKa OHa OCTAETCs TOW Xe Napol U 3aHOBO He CrpaLUVBaETCs.

Manka BHYTpW nankwu. F5, F6 n BCce TpM CMHXPOHM3aLMM OTKa3bIBAKOT A0 BOMPOCA, KOrAa NpuEMHMK
JNIEXXUT BHYTPU UCTOYHMKAE, @ F12 SYNC 1 BISYNC — ewé v Korga CTOYHUK NeXUT BHYTpU

NPUEMHMKA: TaKoe 3epKano yaannno 6ol COBCTBEHHbIN MCTOYHUK Kak avLiHee. CBepseTcs HacTosLlee



MeCTO namnok — W Yepes junction, 1 Korga oHa MallvHa OTKpbITa ABaXAbl: CBOUM AUCKOM 1 MO ssh,
KaknuM 6bl MapLLUPYTOM K Hel HU wan. Mpu ganbHeM MapLupyTe OKHO CripalivMBaeT caMy MaLUVHY, He
3Ta /I OHa, — W TONbKO KOrAa NyTu Ha 060oMX KOHLLAX COBMaAatoT; He OTBETUNA — OonepaLumsa He

Ha4yMHaeTCA.

Bce Tpwm BCTatoT B Ty Xe ouepeap, 4to F5 n F6.

Ouepeab

F5 n F6 He 3anyckatoT onepauuto cpasy, a KnagyT oTMeyeHHoe B ouepeab. [1pnémMHMK 3anoMmHaeTcs
B MOMEHT g0baBaeHNs — MOXHO HabpaTb daniibl B O4HOW Nanke, NepenTn B A4pYryro, CMEHUTb
NCTOYHMK 1 06aBUTb OTTyAa: BCE yeaeT Tyaa, KyAa yKa3blBasa MPOTUBOMONOXHAsA NaHe b, KOrAa Bbl

Ha>XnMaJiun.

To e y ocTasibHbIX onepauumii ¢ Bonpocom — F2, F7, F8, F3: oHW nayT Tyaa, 4To Ha3Bas BOMPOC, AaxKe
€C/Nn NaHe b, MOKa Bbl OTBEYaNN, NepeLlsia B Apyroe Mecto — 13 OKHa Nomcka Uam nocne

noakntoueHms OPENVPN.

3azaun nayT No OAHOW: NapannenbHble Nepesayn nogennam bbl OAMH KaHan U nepemMeLlany BbiBoA. B
3arosioBke BUAHO MecTo B ovepean —  [3 u3 10] ; ecm fo6aBuTh ewé, noka MAET, CHETUNK

BblpacTeT BMeCTe C Hew.

CTOM npepbIBaEeT BCHO MayKy: CHUMAET TEKYLLYH Nnepeaady, YNCTUT OCTaTok oyepean u ybreaet
npouecchl  rclone , ocTaBLUIMECS OT NPOLLUIbIX 3anyckoB. To xe agenaet Esc, noka onepauusa naér, —

Kpome Esc B nosie BBOAA: TamM OH 3aKpblBaeT Nnojae.

MNepesaya OKHO He nepexunBaeT. 3aKpbiTb €ro BO BpeMs paboTbl — 3HaYMT NpepBaTtb €€, 1 OKHO 06
3TOM CrpalnBaeT: «3aKpbiTb OKHO 1 NpepBaTh nepegady?». MPEPBATb cHMMaeT 3agaHve BMecTe C

ero npoueccamMmm n oCtatkoOM o4vepean; OTKas OCTaBAAET U OKHO, U nepeaayy.

Uto BUAHO BO Bpems paborThbl

MNMonoca BbINONHEHMWS BHU3Y, COCTOSIHNE B 3aro0OBKe OKHa (BUAHO B MaHeN 3ajay, He pa3Bopaunsas
€ro) 1 CTpoKa COCTOSIHMSA: onepaLms, CKOPOCTb, MPOLEHTbI, OCTaBLLeecs BpeMs. B xypHan pa3 B nATb

CeKkyHJ, najaeT cTpoka | rclone — CTObKO-TO U3 CTOJIbKMX-TO, CKOPOCTb, ETA.

MNaHenn nepeynTbiBaOTCSA NOCAE Kaxaon onepaunn. BpyuHyro — Ctrl+R naum kpyroas cTpenka B

nosnoce mexay naHenamy; COCTOAHUE nepeumnTbiBaeT obe.



Kyaa npér tpadpuk

Yepes Ty MalUnHY, rae OTKPbLITO OKHO: rclone  UMTAeT C UCTOYHMKA M MULIET B MPUEMHUK.
KonunpoBaHue c atoro komnetotepa Ha BASE naér no gomawHen cetn yepes poytep — Hu SECOND
VPS, H¥ TyHHenb He yyacTBytoT. CKOPOCTb Ha 2,5-rnrabutHon cetn nonyyaetcs okoso 180 Mb/c B ogHy
ctopoHy 1 200 B Apyryto: MPYMEPHO ABe TPETW OT TOro, YTO AaéT SMB, 3aT0 C 40KaYKOW, MOBTOPOM

npu obpbiBe 1 CBEPKOW.

N3 uyxkon cetn Tpadmk naét annHuee: 2o MAIN VPS nan SECOND VPS n oTTyaa AomMol no ero

TyHHento. 3amep ¢ MobunbHoro kaHana — 1,65 MB/c, n 31o ynop B caM KaHas, a He B nporpamMmmy: oba

AaNbHUX MapLUpyTa Aaau OAVHAKOBYH LUPpPY.

MapuwpyTtbl K MaWwmMHam

K AomMalLuHMM MalivMHaM BeAyT YeTbipe NyTh, U OKHO BepET nepBblil JOCTYMHBbIN.

KHonka MAPUPYT Kyaa vaér
LAN HanpAMYo Mo ajpecy MallnHbl B €€ ceT — 13 JoMa WKW NPY MOAHATOM MyTW JOMOM
SSH MAIN VPS yepes jump host MAIN VPS no ero npsimomy MMeHw

SSH MAIN VPS CF yepes ToT e MAIN VPS noeepx cloudflared

SSH SECOND VPS yepes jump host SECOND VPS

ABTO cnywaet npoby; ocTanbHble gepxkaT BblbpaHHOe, Aaxe ecan Nnpoba NpoTMB — YesoBeK 3HaeT
npo ceTb 60AbLUE, YEM CTYK B NOPT. MapLupyT CTOUT B MOAMNUCK UCTOYHMKA Haj NaHenbto: BASE -

SSH MAIN VPS CF . Bbibop KHOMKaMu psga AeVCTBYeT A0 3aKpbITUA NPOrpaMMbl.

[om Bcerga bbicTpee npouero. M3ganeka ABTO 6epét ToT VPS, uto otBeuaeT npobe Hoictpee: MAIN
VPS no nmenn nam SECOND VPS — kaxablvi 3aMepeH A0 caMOro cepaepa. PasHuua MeHblue fecATon
Ao (Mam 5 mc) — He pasHuua, n Torga nepsbiM MAET MAIN VPS: MapLipyT He npbiraeT oT Npobbl K
npobe. ¥ nytn nosepx cloudflared ceoero 3amepa go MAIN VPS HeT — npoba f0X0oANT nLb A0 Kpas
Cloudflare, — 1 oH MAET Nocne 3aMepeHHbIX, 3aTO NPOXOAUT TaM, rae He Nnpoxoaunt Huuto: y MAIN VPS
HeT oTKpbITOro nopta. Yepes SECOND VPS uyBcTBUTE/NbHbIE AaHHbIE HE BO3AT: A1 HUX 3aKpenuTe

SSH MAIN VPS KHOMKOW paja.

Kebab  : B KOHLE pAja OTKpbIBaeT MapLUPyThl MO MallMHAM: Y KaXA0W MalUVHbl CBOW, C 3aMePOM A0
6avxanwero ysna. MPUMEHUTb | — ao 3akpbiTva nporpammel,  CAENATb MO YMOMYAHUN — v ans
cnesyroLLmx 3anyckos,  CBPOCUTb — BceM MaluvHam ABTO 6€3 yMOAYaHWK, Kak B HOBOW

nporpamme. OpaHxeBas ToUKa Ha kebabe — MapLUpPyTbl CEMYAC HE Te, YTO MO YMOJHAHUIO.



Bbibop aenaet npoba — npwm 3anycke n no kHonke PORT 22 TCP PING (TUNNEL — NET). Pagom c
Helr  [ANATHOCTUKA : oHa npoxoauT Bce Nyt Ao BASE v nuwweT, kakme XMBYT, 3a CKOJIbKO OTBEYAKOT U
CKONbKO MarnoK YMUTatoT; OTUET IoXKMTCA B | Logs . B HE3HAaKOMOW CeTu C Heé 1 CTOUT HauMHaTb: OHa

OTBEYaeT Ha BOMpPOC «a yepe3 4Tto cenyac pa6OTaTb».

MapuwpyTtbl no MawmHam. O6LWKiA BbIOOp NOAXOANT He Bceraa: A0 BASE MoxeT 40XOAWTb AOMaLLHASA
CeTb, a 0 MalUVHbI B Apyroi cetn — HeT. Kebab B koHLe pssa MAPUPYT u KHOMKa CO CXEMOW CeTU B

nosoce Mexay NaHeasiMun 3a4atoT MapLUPYT KaXkA0M MalluHe OTAE/bHO.

CTpOKa B cepejnHe Wanku roBopuT, YTO A4OCTYNHO 1 KyAa HOI\;IAéT OKHO:

npo6a 18:03 - BASE 1 mc - MAIN VPS 90 mc - MAIN VPS CF 57 mc - SECOND VPS 45 mc - LAN

CnoBO HeT BMECTO BPEMEHM O3HAYAET, YTO MApPLUPYT MOAUUT. [Tocne CTpenkm — MNyTb OKHa; eCn ero
Bblbpana He Npoba, B ckobkax cka3aHO KTO: | BbiGpaHo — kHonkowW  MAPUWPYT , nmo mawuHam —y

Kaxxaoun ceon. CTpoka LLe/IMKOM — B MOZACKa3Ke.

Ecan He oTBeTMA HMKTO — MporpamMma 3anyLlieHa paHblue, Yem nogHanacb cetb, nam VPN ewwé
nogkntovaetcs, — npoba nosTopsetca yepes 20 cekyHa, A0 TPEx pa3 noapas. CMeHunacb ceTb

(nogHancs VPN, gpyron Wi-Fi) — OKHO XZET, MOKa OHa y/aaXeTcs, U NpobyeT CHOBa.

OTBeT 03HayaeT, YTO NOPT OTKPbIT, — HE TO Xe CaMOe, YTO «MPOTOKOA NPONAET». CeTn ¢ dbunbTpaumen
06pbIBatoT ssh yxe nocae ycTaHOBNEHUS COeANHEHMS, U Mpoba Takoro He BUAWUT. lns Taknx cayyvaes u

HY>XEH Py4YHOW BbIGOP.

MAIN VPS B naHenax

MAIN VPS ctonT B naHenax HapaBHe ¢ mawmnHamun n R2 bucket: cnesa R2 bucket, cnpasa MAIN VPS —
n Gann eget Mexay HUMK Hanpamyto, 6e3 scp 1 6e3 KOHCoN. XOANM POAHbIM | sftp | camoro
rclone no katouy ot MAIN VPS; 3anacHon mapLupyT, nosepx cloudflared, Bknrouaetcs, ToabKkO ecam

NPsSMOW 3aMONUNT.

Y MAIN VPS HeT gomaluHero agpeca, Nno3ToMy B | targets. json Yy Hero nosne sshHost — vmsa
rotoBoro xocta u3 | ~\.ssh\config . KHonka MAIN VPS B psgy MallnH OTKpbIBaeT Ha HEM KOHCO/b

TEM XKE NMEHEM.

XypHan

MNpaBas TpeTb okHa. Cloga NULLYT N OKHO, U CLLeHapuM — CTPOKa B CTPOKY, C MOACBETKOM: 3aroI0BKM

LaroB, yaauun, npeaynpexaeHunsa. KpaCHbIM OCTaéTCA TONbKO TO, UTO AeVICTBMTeﬂbHO C/IOManocChb.



Kaxxgaa cTpoka co cBOMM BpeMeHeM noxutcs n B dann aHa logs\gui-ITFTMMAA. Log B nanke

nporpamMmbl: 4anékyro MallnHy pa3bupatoT No Hemy.

KOMWPOBATb knasét B 6ydep TO, UTO B NaHenn, — NociefHme TpU Tbicaum CTpoK; OYUCTUTb | unctut

naHesnb. Pann AHA XPaHUT BCE.

Owwnbka, KOTOPYHO He NorMan 06paboTUMK KHOMKKW, OKHO HEe 3aKPbIBAaeT: OHa LeIMKOM JIOXUTCA B
logs\gui-crash-<epems>.log , a B XXypHaje OCTaéTcA OAHa CTpoka C umeHeM 3Toro damna. Ecan
OLIMBKN NAYT NoAPAS — ABaALATb 33 MUHYTY, — MpOrpaMmMa 3akpbIiBaeTcs, 1 nocneaHnin Gain

rOBOPUT MoYemy.

Mog >xypHanom aee kHorkw. | CTOMN | nau Esc npepbiBaeT nayLlyto onepaumio U YNCTUT ovepesb.
COCTOSHUE | nepeunTbiBaeT 0b6e NaHenn n MHAMKaTopbl, MPobyeT CceTb 1 NULLET CBOAKY — OHa Xe

NnoABAAETCA Yepe3 HECKONBbKO CEKYHA NOC/E€ OTKPbITUA OKHa:

===== COCTOAHUE =====

CHuMOK: 05.10 04:00, 76 Mb, BOo3pacT 11 4

Knw4yn R2: cBou, Ha MmecTe

cloudflared: 2026.9.3

sshd: pa6oTtaer - WG BASE-ROUTER: ycTaHoBneH: router-base-wg

===== TVHHEIN =====
KnueHTbl: WG, RS AWG - cTaBum Ha RS AWG
router-base-wg nogHaT, 34 ¢ Hasap, 172.16.6.1 oTtBevaeT 3a 12 mc

redlinkabcdefgh nogHaT, u4ymoli

\

B «TYHHENIAX» ctonT kaxxgasa cny>xba TyHHens Ha mawmHe, vyxoro VPN Toxe: gpaviBep y HUX 06Lwmn,
1 3aHABLUWNIA €ro nepBbiM peLuaeT 3a ocTasbHbIX. CBON TYHHENb — TOT, Yeill KOHPUT NeXUT B
Tunnel\WG  nanku AaHHbIX; Y HEro NokasaHbl MOCAeAHee PyKomnoXaTue 1 OTBET Aa/ibHEro KOHLa.
«KnaveHT nponan» 3HauunT, YTO NPOrpammy, KOTOpown cay>kba 3anyckaercs, yaanuam uiv nepenoxuin:
TyHHe b nepeycTaHaBAMBatoT MacTepom. CTpoka «pacnuncaHne» noaBaseTca TONbKO TaMm, r4e 0CTanocb

3afiaHre MPeXKHUX BEPCUNA.

Te e dakTbl U3 KOHCONM OTAAET  Engine\Scripts\Get-StateSummary.psl .

SETTINGS

KHonka | SETTINGS ctouT BBEPXY CnpaBa, psaomM ¢ SETUP , ABOUT , s3blkoM 1 Temol. Pa3aen

HacTpoek BCTaéT Ha MeCTO MaHenew; XypHan oCTaéTca pAgoMm. Beintn — Esc, kpecTuk nam Ta xe



KHOTrKa. OpaH>KeBa;| TOYKa Ha KHOMKe — 44 NHCTPYMEHTOB Bblllla HOBaA BEPCUA; MOACKa3Ka KHOMKKN

Ha3blBaeT Kakume.

e MAMKA AAHHbIX — rae oHa cenvac; | BIBPATb | apyryto, OTKPbITb B npoBogHuke. C apyron
nankou OKHO MEHSEeTCA pa3om: obaaka NpexHen yxoaaT BMecTe ¢ €€ KOHPUrom, naHenu
OTKpPbIBAtOTCA 3aHOBO, NMOAK/OYatOTCA obnaka HoBoW. [oka MAET onepaums, eé NoACUYET nan
BOMPOC, Manka He MeHAETCA: XXYPHaN CKaXeT «UAET onepauua: nanky JaHHbIX MEHAROT NOCAE HEE.
MNanka, B KOTOPOW €eLLUE HET aapecoB MaLUWH, MOAYyYaeT UX MYCTON Kapkac 13 obpasua nporpaMmbl
— Aanblie kHornka  A[JPECA .

e MUHCTPYMEHTbI N BEPCUWN — uTO cTOUT 1 uTO BbIWIO HOBee. MPOBEPUTb BEPCUW  Huuero He
Kayaert, ToNbko cnpawmsaet; OBHOBUTb o6HOBASAET BCe WeCTb MHCTPYMEHTOB U CTaBUT

HezocTarowme. HacTpomku, KNtoum 1 KOHGUIM OCTaroTCs.
e PEAAKTOP F4 — Microsoft Edit, micro, BAokHOT nau ceoi.

o LUPU®DT — MEJIbYE , OBbIYHbIA , | KPYMHEE v camu ipndThl: OAMH AN MPOrPamMMbl, APYrom Ans
naHenemn u xypHana.

e MPO3PAYHOCTb — >3¢dpekTbl Windows 11:| ACRYLIC , MICA wau CNAOLIHOE OKHO, U TP
NAOTHOCTU POHa; NO yMonyaHuo — ACRYLIC Tonbko B palioBbix NaHensx. Ecav adpodekTsl B
CUCTEME BbIK/IFOYEHbI, OKHO OCTA&TCA Cr/IOLLHbIM.

e PA3MEPbI — KOPOTKO (KB, MB, ') unv | B BANTAX : HECKO/IbKO BaiT pasHuLibl MeXAy ABYMSA

nankamu nokasbIBatoT APYryto BEPCUIHO.

e HWMXXHWUN PAA KHOMOK — c nognucamu nau 6es.

Hactporikn okHa xumByT B config\gui-settings.json nporpammebl 1 B Nanky AaHHbIX HE YXOAAT.
Habopbl macok 1 napbl BISYNC — He HaCTpOWMKM OKHa, a TO, UTO B HEM HaXXWUTO: OHW /iexXaT B narnke

JaHHbIX.

ABOUT

KHonka ABOUT BBepxy CnpaBa Nnoka3biBaeT Ha MeCTe NaHenen BepCuo NporpamMmMbl, €€ nanky v
nanky AaHHbix. OTCroAa OTKPbIBAKOTCA PYKOBOACTBO, XYPHaN U3MEHEHWNI, MHCTPYKLMA BOCCTAHOBIEHUS

n README — Ha s13blke OKHa, — Manka JIMLLeH3UIA 1 CTpaHunua Bbinyckos Ha GitHub.

O6naka

Pa3gen  CLOUDS . 3aBeaéHHble 0baaka CTOAT UCTOUHUKAMM Hag, NaHeNsMN PSAAOM C MalluMHaMK, 1 BCE,
YTO YMeeT OKHO, YMEET 1 C HUMMW: KOMUPOBaHWe, NEPEHOC, YAaNeHVe, NepenMeHOoBaHne, OTMETKMN Mo

MacCKe, MOUNCK, 3€pPKalo N CUHXPOHM3aLUnA.



KHonkn pa3aena: MOOKINYUTDL 3aBoanT 0bn1ako — BxoA MAET B Bpay3epe Ha CTOPOHe camoro obnaka,
nporpaMMa He BUAWT HW JIOTUHA, HW napons; BOWTU 3AHOBO  MEHSIET TOJIbKO TOKEH, HAaCTPOMKM
octatoTcsi;  NMEPEUMEHOBATb ' faét obnaky apyroe ums;  OTKIIOYUTb  ybupaeTt ero ns cnmncka — akkayHT
n dannbl He Tporatotcs; | YEPE3 MAIN VPS neperoHseTt u3 neBou naHenv B npayto cunamm MAIN
VPS, a He 31O MaluHbI. [Tepes CTapTOM OKHO CUYUTAET, CKOJIbKO MOEAET, U CripalunBaeT: paboTta et
Ha MAIN VPS cama,  CTOMN  eé He ocTaHOBUT — 3a X040M cMoTpuT | clouds—send.cmd —Watch |

I'IeperOH I/IAéT OAVH: NOKa OH HE KOH4YWNACA, BTOpOI\/’I He Ha4YHETCS.

CBoAKa MO TOMY, YTO NMPOBEPEHO B caMoM rclone:

O6nako Knrou rclone Kak Bxogar  CBou katou Yro yuectb
NPUNOXKEHUS
Google drive OAuth B Ja 6e3 CBOero k/toya KBoTa oblias Ha Bcex
Drive bpay3epe nosb3oBatesei rclone
Dropbox dropbox OAuth B iE] TO Xe
bpay3epe
OneDrive onedrive OAuth B Ja napoJib B HaCTPOMKax OTHOCKTCA K
6payzepe ny6ANYHBIM CCblKaM, a He KO BXO4y
Angexc.nck yandex OAuth B Aa NPUAOXEHME 3aBOAUTCA B KabuHeTe
bpayzepe Anpekca
pCloud pcloud OAuth B iE —
bpay3epe
Box box OAuth B Ja =
bpay3epe
MEGA mega NOTVIH 1 HeT napoJib IOXWTCA B 3alUMPPOBaHHBIN
naposib KOHUr
Proton Drive protondrive = NOMMH K1 HeT npwv ABYX}GaKTOPHOM CMPOCUT KOA, a
naposib npwv ABYXMapOJbHOM pexxnme —

BTOPON Mapo/ib

CnncoK HeMnoJHbIA HamepeHHO: rclone ymeeT BUeTBEpPO O0AbLLE, U MacTep NPOMNyCTUT NH060KN Apyron

KNKOY — NPOCTO BNULLNTE €ro BMeCTO Npeasio>KeEHHOrO.

CBOA K/IFOU NPUJIOXKEHNA HY>XKEH He BCEM U He Bceraa. O6wmin katod rclone genst mexay cobol Bce

€ro nosnbsoBaTenn: B Yac NMmMK 31O OTKa3bl 1 NMpoceBLUaA CKOPOCTh. Ceom 3aBOANTCA B KOHCOJIN CaMOro



obnaka 3a HECKOJIbKO MUHYT; MacTep CNpOCUT MPO HEero v NPonycTUT BOMPOC, eCan Haxatb Enter.

Fae nexkat kaoum gocryna. He B o6uiem | rclone.conf — TOT Gpain OTKPLIT U €34UT MEXAY
mawmnHamu. Obnaka xwuByT B config\rclone\clouds.conf , 3awmdpoBaHHoMm camum rclone, a
naponb ot Hero — B | clouds.key , 3anevataHHoM cpeactBamy Windows Ha 3TOro nonb3oBaTtens u
3Ty MaWuHy: konusa danna Ha Apyror MallnHe He oTkpoeTca. [okasaTtb nNyTn 1 coctosiHve — clouds—

keys.cmd wnan kHonka [AE JIEMAT ; 3HaueHUI He nMeyaTaeT HU TO, HU APYroe.

Golden copy koHdura obnakos nexxmt Ha MAIN VPS (kHonka | HA MAIN VPS ), a naposb K Hel — B
nanke AaHHblX, Tunnel\clouds.key , OTKPbITbIM TEKCTOM; NpaBa Ha $alin — TONbKO BrajeneL,
aaMuHucTpatopsl U cuctema. C 3Tum dannom kHonka C MAIN VPS 3abupaet obnaka Ha HOBYHO
MawunHy 6e3 nostopHoro Bxoga. EXPORT KEYS n IMPORT KEYS ero He nepeHOCAT: Ha HOBYHO MaLLUUHY

dann knagyT pykamu.

CkonbKo octasnocb Mmecta roBoput | clouds—check.cmd v kHonka MPOBEPUTD : no kaxzaomy obnaky

n O,D,HOI\/’I CTpOKOI‘/’I no BCEM Cpasy. F,u,e Yy obiaka KBOTbI HET KakK MOHATNA, MECTO HE NOKa3bIBAETCA.

MawuHbI

B pasgene REMOTE, B rpynnax TEPMUHAN | 1 | POYTEPbI , ctoaT kHOMKn MawwnH: | BASE |, | LAPTOP |,
MAIN VPS |, | HOME , WORK , ROUTER-BASE , ROUTER-HOME , ROUTER-WORK . OHuM OTKpbIBAtOT Ha
MaLuMHe KOHcob. [NyTb BbibMpaeTca cam No nocaeaHen npobe: JoMalHMK agpec OTBeYaeT — UAEM
npamo, monunt — yepes jump host MAIN VPS, a eciv n oH 3amonyan, nosepx cloudflared nan yepes
SECOND VPS.

Habop kHoMok 3ajaH He pa3MeTKoW, a | targets. json : 4YTO 3aBeAeHO B dansie, TO U CTOUT B pAgy, a
K/NHOY C MPUCTaBKOM | router- nonagaet B rpynny poytepoB. MalluunHa, Yeli agpec eLLé He BruncaH,
CTOWT C CEPbIM UHAMKATOPOM, 1 HaxkaTve roBoput 06 3Tom cioBaMu. Afpec BNMCbiBaeT KHOMKa
AIOPECA B SETUP; koga 310 He TpebyeT — 1 KHOMKa, 1 Npoba, n TepmuHan 6epyT agpec 13 ogHOro

OEINER

KHonka TEPMWUHAN BbIGupaeT nporpaMmMy v nokasbiBaeT BbibpaHHOe NpamMo B nognucu. bes Beibopa
6epétca Windows Terminal n3 Tools\terminal — OH e3a1T BMecTe C MPOrpaMMoW; HeT 1 ero —
30BETCA cncTeMHbIn | ssh . KHonka  TABBY HaxoauT Tabby cama: oH noHumaer ccbinky | ssh://
nonb3oBaTenb@aapec 1 OTKPbIBAET BKAaAKy cpa3dy Ha xocte. Ctrl+Enter B maHenn otkpbiBaeTt

TePpMUHaa TaM, rae oHa CTOUT.

Y MHAMKaTOpa MaLUMHbI YeTbipe 3HAUEHMSA: 3€NEHBIN — OTBEYAET HanpPsAMYH; OpPaH>KeBbIN —
HanpPAMY MONYUT, NAEM 06X0AHBIM MapwpyToM; Burn Orange — mMonuumTt, 1 06xoaa HeT; cepbln —
agpec He BnucaH. MNogackaska y MHAMKATOpa Ha3blBaeT azpec 1 Bpems oteeTa. CeTb NpobyeTcs

kHomnkou PORT 22 TCP PING w oAMH pa3 Npu OTKPbITUM OKHA.



SSHD , | SSH TUN , WIREGUARD 1 WG BASE-ROUTER | HacTpavBatoT 3Ty MaLUMHY. YTO HY>XHO
CNPOCUTb, OHM CNPALUMBAIOT B OKHE, a caMa paboTa NAET B CBOEN KOHCO/IN: OHa MHTepakTMBHa. [paB
aAMUHMUCTpaTopa NpocAT Bce, kpome | SSH TUN : ero kaHan Aep>XXWT 0bblYHbIV npouecc, 6e3 cyxoOsbl.

SSHD | knagét nybanyHble kntoum mawnH n3 CLIENTS B

C:\ProgramData\ssh\administrators_authorized_keys :y y4€THOW 3anuncu n3s rpynnsoi
agmuHucTpatopos sshd Ha Windows umTaeT kntoum Tonbko oTTyaa, @ | . ssh\authorized_keys ans
Heé He cMoTpuT. CTpoky MawuHbl 3 CLIENTS ¢ gpyrum knrouom | SSHD | 3aMeHsAeT KNto4oM 13
CLIENTS, HepocTatowme gonuceiBaet. CTpokn MawwmH, koTopbix B CLIENTS Hert, octatotcsa u
Ha3sbiBatoTcA no nognucu: CLIENTS y kaXkaon MalunHbl CBOW, 1 Mx NpuHOcKT | SSH-COPY-ID ¢

cocegHuUX MallnH.

SSH TUN B SETUP — 310 REVERSE SSH TUN: BXOZ, Ha 3Ty MalunHy nsganeka obpatHbiM SSH-
TyHHenem. MalivHa cama Aep>XXnt ogHo ncxogduee coeanHenme, a MAIN VPS nan SECOND VPS
oTKpbIBaeT y cebsa nopt Ha localhost: kTo Bowén Tyaa, yepes 3TOT NopT nonagaert coga. Hu agantepa,

HW cy>X6bl, HXN MapLLPYTOB. Y MacTepa YeTbipe AeNCTBUSA, U Yy KaXA0ro CBOW Bpannep:

e [OOHATb YEPE3 SECOND VPS —  reverse-ssh-second-vps.cmd : xoct SECOND VPS, go Hero

MapLpyT kopoue un naét 6e3 VPN; He oTBETUT OH — KaHan nonaét yepes MAIN VPS;

e MOOHATb YEPE3 MAIN VPS — reverse-ssh-main-vps.cmd : To16k0 MAIN VPS, ana Toro, uto

HeJ1b3A NMOoKa3blBaTb,

e  OCMOTPETb —  reverse-ssh-check.cmd : katou, mopt Ha MAIN VPS nan SECOND VPS, npouecc

M Caylwaet v NopT cenvac;

e  VOAJINTb | — | reverse-ssh-remove.cmd : KaHa/n OCTaHaB/AMBAETCA, KJAHOY TYHHENS yAanaeTca C

MAIN VPS n SECOND VPS — otoBctogy, rae nponucbiBanca, — 1 OCTaétca B JaHHbIX.

Mpn nepsom Bxoae Ha VPS yctaHOBKa npeanaraet NoATBepAnTb ero SSH-oTneyaTok B OTAENbHOM
okHe OpenSSH. CBepbTe noka3aHHbIi SHA256 ¢ BbiBogoM | ssh—keygen -1f
/etc/ssh/ssh_host_ed25519_key.pub B KOHCONM cepBepa y npoBavijepa 1 NOATBEPANTE TONbKO
COBMaBLUMI OTMeYaTok. MNocne 3Toro yctaHoBKa NoBTOPSAET BXog 6e3 guanora v npoAoaxaer
HacTpoliky. /I3MmeHmBLIMICA oTneyaTok He 3ameHseTcs; OCMOTP n YAANTEHUE HoBble XOCTbI He
npuHumMatoT. [pv nepeHanpaBaeHHOM BBOAE NOATBEPXKAEHNE HEAOCTYMHO — 3anyCcTuTe yCTaHOBKY B

oTAe/IbHOM OKHe.

Xog, yCTaHOBKM 1 OLIMBKM KaXKa0ro MapLupyTa coxpaHaroTcsa B nanke  logs nporpammel, B Ganne
ssh-beacon-setup-<paTa>-<Bpema>-<pid>.log . Owwnbka 3anacHOro mapwpyta 6oblue He
CKpbIBaeT NpuUYMHy oTkasa BbibpaHHoro VPS. Ecim otcyTctByeT daiin  IdentityFile , coobuieHne

YKa3blBa€T MMEHHO Ha MyTb K MPMBAaTHOMY KJIHO4Y.



MNepBoe Haxxatne | SSH TUN npeanaraet HaCTPOWKY MOCTOSHHOrO KaHana. NoBTOpHOE BbikAtOYaeT
KaHan n ero aBto3anyck npu Bxoge B Windows; cnegytoLiee BKAKOUAET C COXPAHEHHbBIM KNHOYOM,
noptoM u cepepom. Ctrl oTkpbiBaeT Mmactep a1a cMeHbl VPS, ocMOTpa 1 MONHOrO yAaneHus.
MocTosiHHbIN Npouecc ( Persistent=true ) paboTtaeT HE3aBMCKMMO OT OKHa W 3amnyCcKaeTcsa APJIbIKOM B
shell:startup . O6pbiB SSH Bbi3bIBaeT NoBTOPHOE NogkatoveHue. 3akpbitne GUI n STOP dainnosbix
onepauuin ero He Bbikato4aroT. [lo Bxoga nonb3osatens B Windows, npu CHe naun BbIKJHOUYEHNM
MaLUWHbI KaHan He paboTaet. LAPTOP gonyckaeT Takyto ABHYO HacTPOMKY; CTapble OCTaTKu
aBToMaTnyeckun He skatovaroTca. CLI: | reverse-ssh-toggle.cmd ,  Setup-SshBeacon.psl —-Resume

—Persistent , -Stop — c saBHbIM | —Root .

Owwnbkm 3anycka coxpaHsatotcs B Logs\ssh—-beacon-<umsa>-worker—*.err.log , Xo4 COeANHEHWS
OpenSSH — B | logs\ssh-beacon-<ums>-ssh.log . 3eNEHbIN MHANKATOP NOABAAETCA NOCNe
NOATBEPXAEHNSA CepBEPOM 0H6paTHOro Npobpoca; 3TO eLLé He NnpoBepka sokaabHoM SSHD Ha

MallnHe. ,ﬂ,flf-l HOBbIX 3anyCKOB BO3pacT npouecca He CHUTAETCA NoATBEPXKAEHNEM COeAUHEHNA.

Kntou tyHHensa xunBét Ha MAIN VPS n SECOND VPS B otaenbHOM y4ETHOM 3anncK | tunnel : 6e3
060104KH, C 3a6N10KMPOBaAHHBIM MaposieM, U B €€ AoMe HET Huyero, Kpome dainna knrouen. Kntoy stomn
MaLLUMHbI XPaHUTCA Ha HEN CaMOMN — B UYYy>XKOW CETW, B MOE3AKE, 33 Yy>XXNUM PpaepBOAOM, — U
YKPaZEHHbIV YNPETCA B MYCTY YUETHYHO 3anuncb, a He B pabouyto. 3aBOAAT €€ Ha cepBepe OAMH pas,
pyKaMu; UTo el pa3peLleHo, nexunT obpasuom B Tunnel\RemoteDesktop\config\sshd-
tunnel.sample.conf . [Toka yuéTHoM 3anucu HeT, MOOHATb Huuero He MeHSEeT 1 roBOpUT 06 3TOM

CJloBaMMW.

REVERSE SSH TUN Hy>keH mMaluunHe, 4O KOTOPOW CHapYy>u He JoUTWU. MalunHe, KOTopas XOAWUT cama, OH
He HY>XEH: INWHWUIA KaHan — 3To AnwHui karod Ha MAIN VPS nan SECOND VPS v avwHui nopr.
NHavkaTop y KHOMKW 3eN1€HbIW, MOKa KaHan Aep>XUT COBCTBEHHbIV Ssh TYHHeNs — 3anyLUeHHbIN ero
NPOLLeCCOM, C €ro KH04YOM M MOPTOM; XENTbIN — TyHHEeb 3aBeAEH, HO KaHana HeT UK OH eLwé
NOAHMMAETCS; Cepbli — He 3aBeféH. B nognucy kHonkm — VPS, yuepes KOTOpbIA KaHai AeP>KUTCS

cenvac. Caywaet an nopt Ha MAIN VPS nan SECOND VPS, ckaxxet  OCMOTPETb .

NDMS API | pa3roBapuvBaeT C AOMaLUHUM poyTepoM no ero APl: mokasbiBaeT MOAe/b, MPOLUNBKY U
nnpoB WG-cepBepa ¢ pykonoxatusMmu. Tonbko umntaet. ROUTER WG PEER  BbiMMCbIBaEeT 3TOW MallMHe
koHPur WireGuard — 3aBoauT nnpa B poytepe 1 cobrpaeT paisi; karoueBas napa poXAaeTcs 34ech,
poyTepy yXOAMT TONbKO NyOANUHBIN Katou. [Maposb poyTepa BHOCUTCS KHOMKOM  ROUTER PASS . NDMS
— TaK Ha3bIBaeTCA NPOLUMBKa poyTepa, No APl KOTOPOV C HUM 1 pa3roBapuBatoT: NOJE CKPbIBAET
HabpaHHOe, 3HaUeHne NOXNTCA NEPEHOCUMO B HABOP MO MMEHW poyTepa, a cpasy Noc/ie COXPaHeHs
nporpaMmma npobyeT BOWTU 1 FTOBOPUT, MOAyUnaoch an. ainn nepexmnBaeTt nepeyctaHOBKY U
nepeesxaeT ¢ Habopom, Ho caMm no cebe HecnoneseH - 6e3 AoCTyNa K POyTePY MM HUYEro He caenatb;

B NEPenuncky 1 B peno3vTopuin 3Ha4yeHne He nonasaer.



WIREGUARD cTaBWT camy NporpamMmy — € Heé HauMHatoT Ha HOBOW MalnHe. IHANKaTOp 3enéHbIN,
KOrZia OHa y>e Ha MecTe; Tor4a KHorMka HUYero He Aenaet u roBoput ob stom. MNopTtaTMBHOM Bepcmm
He CyLLecTBYyeT: TYHHeb NogHuMaeTcsa cny>kb6or Windows, a ero ceteBou agantep — Apavisep,

NMNO3TOMY HY>XX€H YCTaHOBLUWK W1 MpaBa.

KoH}uUr k1neHTa MOXHO He BbINUCbIBaTb pykamMu: | new-router-peer.cmd  3aBOAWUT NMpPa B CAMOM
poyTepe 1 cobupaet pana. Kntoum poxaarotcs Ha MallMHe — poyTep NoJslyvaeT TOAbKO My6ANYHBIN

karod. CHadana ctout NMOCMOTPETb MOKa3oM:

new-router-peer.cmd -WhatIf 4yTo bypeT cpenaHo
new-router-peer.cmd —-Name WMA BbiNUCATb ANSA APYroil MawuHbl

new-router-peer.cmd —Name WMA —Remove cHATb nupa

Maposib poyTepa crpaluvMBaeTCs OAMH pPas; C KNHYOM  —Remember OH cOXpaHSEeTCs B Manke AaHHbIX,
no MMeHW poyTepa, 1 bonblue He cnpalwmBaeTcs. check-router.cmd noka3biBaeT, UTo poyTep

OTBeYaeT, U NnepevncadtaeT nnMpoB.

WG BASE-ROUTER nogHVMaeT NyTb JOMOM 13 KOHOUra, KOTOPbIV BbINMUCLIBAET POYyTEP: B €ro
HacTporikax WG-cepBepa f06aBaseTcs KAMEHT, poyTep nokasbiBaeT QR-koa u ¢ann. Ckpunt
NoAXBaTbIBaeT CBEXMW | .conf M3 «3arpy3ok» cam, 1mbo nyTb 3agaérca kaoyom  —From . Golden copy
KOHbUWra XpaHUTCA B AaHHbIX, pAAoM ¢ katoyamu:  Tunnel\WG\router-base-wg.conf . Kakve cetu
NoWAyT B TYHHE b, MacTep CnpaLllnBaeT B OKHe: MO YMOJYaHUIO OAHa AOMALLHASA, BCE OCTaNbHOE UAET

MUMO TyHHensA. CnNncok ceTen nexut pagom, B Tunnel\WG\routes.txt .

KnueHT TyHHenen

TyHHenn pep>xut cnyxxba Windows, 1 3aBoauT eé kimeHT — 06biuHbIn WireGuard nm6o AmneziaWG.
[paviBep B cucTeMe OAMH Ha BCEX, M 3aHABLUMI NEPBbIM peLLaeT 3a OCTasbHbIX: Bepcus Amnezia ymeet

n o6dyckaumto, n 06bluHbIM WireGuard, 06bluHas — TONbKO OObIUHBIN.

OTctopa NpaBu/Io: NporpaMmMa CTaBUT TYHHe/Ib Ha TOM KJ/IMeHTe, KOTOPbIA Ha MalUMHe y)Ke eCTb.
Ecnun ctont yyxxon VPN Ha AmneziaWG — Red Shield, Hanpumep, — TyHHenb nonaéT Ha Hém. He
NMOTOMY, YTO OH Ay4Lle, a UTo6bl He oTObMpaTh y yenoseka ero VPN: nocTtaBAeHHbIN PAAOM BTOPOW

KAMeHT oTobpan 66l gpariBep, 1 vyxon VPN nepectan 6bl COEANHATBLCA.

CBoero kaneHTa NporpaMmMa He CTaBUT 1 Yy>XOW He TporaeT. KHonka  WIREGUARD cnepBa CMOTPUT,

UTO €CTb, N CTaBUT TOJIbKO €CJ/In HET HX OAHOTO.



Cny>x6a 30BETCA MO TOMY, KTO €é 3aBén: WireGuardTunnel$ums wav AmneziaWGTunnel$ums .
MNporpamma unueT nog o6oMMu MMeHaMy — MHaude Ha MawnHe ¢ AmneziaWG cBOW Xe TyHHeNb

BbIrnazen 6bl He3aBeAEHHbIM.
MoabEm u aBTO3anycK. Y MacTepa TyHHens A0 poyTepa jBa AeVCTBUA NoAbEMA:

e | MOAHATb — MOCTaBUTb M OCTaBUTb PyYHOW 3anyck. locne nepesarpysku TYHHENb XAET KHOMKMN.
Tak NpaBW/IbHO ANA MaLUMHbI, KOTOPas XOANUT MO YYy>XXMM CETAM: BKAFOUMUA KOMMbIOTEP Ha paboTe —

TYHHeb He MeluaeT TamoLwwHeMy VPN, noka He noHazobutcs.

e MOOHATb BCEMOA — TO Xe camoe, HO cny>kba nepeBOANTCA Ha aBTO3anyck. s MalwuHbl, 40

KOTOPOW PYKOW He AOTAHYTbCA: mepe3arpy3uaacb — WU CHOBA Ha CBA3W.
Pexxnm nepekitoyaeTca TeM Xe HaXaTneM, CHMUMaTb TYHHE/Ib He HY>KHO.

KHonka nutaHusa B nosioce Mexay NaHeNsMu BKAKOYAET M BbIK/IOYAET y>Ke MOCTaBAEHHbIV TYHHEeb.
NHavkatop y WG BASE-ROUTER roBOpMT, yCTaHOB/EH IV OH; KHOMKa NMUTaHNA — MOAHAT X cenyac.

o710 pa3Hble BONPOCHI: cny>|<6a MOXET NATWN NPW BblIKJIOYEHHOM ajanTepe.

NMpo6poc nopra: pabounii cton u BCE ocTasbHOE

®ainbl BO3UT OKHO, KOMaHZAbl BbINOAHAET TepMuHan. OcTaértca TpeTbe - pabouunii cton, Beb-mopaa

poyTepa, ceTeBas narka, kamepa. Bcé 3To nepeHocuTCs Mo yxe NogHATOMY ssh, 6e3 TyHHens.

PaboTaert Tak: ssh JOHOCUT Uy>KOW MOPT A0 BalLero KoMmnbloTepa. A4pec, KOTOPbIN Bbl Ha3biBaeTe,

pa3peLLaeTcs Ha TOM CTOPOHE, a He 3zeck. [103TOMY Uepes OaHY MaLUVHY BUAHO BCE, YTO BUAMT OHa:

Tunnel\RemoteDesktop\desktop-base.cmd pa6ouuit cTton BASE
Tunnel\RemoteDesktop\web-router.cmd Be6—MopAa AoMalWHero poyTepa
Tunnel\RemoteDesktop\socks—-base.cmd NPOKCU Ha BCH AOMAWHKKW CeTb

B okHe 3710 kHonku | RDP , | ROUTER WEB |1  SOCKS | B pa3gene REMOTE .

YTO Npu 3TOM NPOUCXOAUT C CMCTEMOW: HMYero. He nosBaAeTCs HX aganTtepa, HM MapLUPYTOB, HU
csoero DNS; uy>xomy VPN cnoputb He ¢ ueMm. 3akpblan OKHO pabouero ctona - Npobpoc CHAT, creaos

Heé OCTa/10Chb.

MpOun3BONbHbIN NMOPT 33A4AETCA KAHOUYaMMU:



Open-Forward.psl base port —RemoteHost 192.168.1.15 —-RemotePort 445
Open-Forward.psl base web -RemoteHost 192.168.1.50
Open-Forward.psl base-cf desktop

MepBbIi NapameTp - nMaA xocta n3 | ~\.ssh\config : base WAET AOMalLHen ceTbto, base-direct
yepe3 ProxyJump MAIN VPS,  base-cf tem xe MAIN VPS nosepx cloudflared. JanbHuin mapLuipyT

CTOWT Ha3blBaTb ABHO, KOr4da npamMmoro Her.

MpPOKCK YCTPOEH MHAUe: OH HE HECET OAMH MOPT, a OTKPbIBAET bpay3epy BCHO CETb TOM CTOPOHBI.

CueHapwvii Ha30BET agpec M MOPT - UX BNUCLIBAKOT B HacTponku 6paysepa kak SOCKSS.

Koraa BCE-Taku Hy>eH TyHHesb: eCNN JOMALLUHAA CeTb HY>XHa Le/IMKOM U Cpa3y - He OAHO YCTPOMCTBO,
a BC& BMecCTe, BK/tOYas TO, YEro Bbl 3apaHee He Ha3Banu. s ogHOro nopTa npobpoc aeliesne BO

BCEX CMblCax.

Bcé 310 paboTaeT MOTOMY, UTO KAFOUM Pa3/IoXKeEHbI U OTNeYaTKy y310B NPOBepeHbl: 6e3 JoBepus C

06enx CTOPOH KaxAbl Takon Npobpoc 6bin Hbl AbIPOK, @ HE MaPLLPYTOM.

N3 KkoHCcoNn

KHonku He AENaroT pa60Ty CaMn — Ka>kaas 30BET TOT Xe CLI,GHEIpI/II7I, UTO N YesIoBEK M3 KOHCOJIN.

|-|03TOMy OKHO ¥ Bpanmnepbl HE pacXoAaTcAa: NpaBuUTCA o4NH cu,eHapw7|.

Bpannep Yro penaer

sync-backup.cmd 3epkano MAIN VPS; | -WhatIf , -Only 'Manka’', 'Manka’

import-keys.cmd pa3noxuTtb Kntoum; | —Check , —Force , —Source Store

export-keys.cmd cobpatb Export Keys B | Tunnel\Export ; -Check , | -
Force

ssh-keyscan.cmd 0B6HOBUTL K/IHOUM XOCTOB B laHHbIX; —Root , | —Force , -
TimeoutSeconds

backup.cmd cHuMOK Build-cTeka; | ~ArchiveRoot |, | —Publish |, | —
ProjectName

Tunnel\check-tunnel-client.cmd COCTOAHME KNVEeHTa TYHHe N

Tunnel\install-tunnel-client.cmd MOCTaBUTb KJIMEHT 1 NPOMNMUCaTb MapLLpPYThI



Bpannep Yro paenaer

Tunnel\update-cloudflared.cmd 06HOBUTL | cloudflared
Tunnel\RemoteDesktop\check-routes.cmd NnoJsiHas AnarHocTnka cBasn;  —Speed
Tunnel\RemoteDesktop\check-router.cmd pa3roBop ¢ poytepowm; | ~Remember , -Schema
Tunnel\RemoteDesktop\new-router- BbiNucaTb KOHOUr; | -WhatIf , —Name , | -Remove
peer.cmd

Tunnel\RemoteDesktop\install- noctaButb WireGuard

wireguard.cmd

Tunnel\RemoteDesktop\setup-base- nytb gomoi; | —Check |, | —Remove , | =From , | —Name

vpn.cmd

Kaxablin npuHMMaet | —Root — nyTb K nanke AaHHbIX, €CIN OHa He COCeAHsS.

CueHapwun 13| Engine\Scripts uayTt ceonm PowerShell nporpammbl: App\AudionPs.exe -

NoProfile -File Engine\Scripts\<cueHapuiti>.psl —-Root "manka paHHbIX" .

UTto rae nexur

B nporpamme:



Start.exe

Runs\
App\AudionSyncTools.exe
App\AudionPs.exe
Engine\BackupEngine.psml
Engine\BackupRclone.psml
Engine\DataRoot.psl
Engine\Scripts\
Engine\Launcher\

Tunnel\
Tunnel\RemoteDesktop\
Tools\rclone\rclone.exe
Tools\terminal\
Tools\PeaZip\
Tools\edit\, Tools\micro\
App\config\

logs\
Assets\SyncTools.ico, .png,
config\version.json
config\profile.json
config\rclone.sample.conf

config\gui-settings. json

B paHHbIX:

3anycK OKHa
Bpannepbl: 3epKasio, KJW4Yu, CHUMOK, OBGHOBNEHus

OKHO

cBol PowerShell 7: vm mpyT cueHapuu u Bpanneps
OBUXOK: LENn, KIYM, TYHHEeNWU, yKasaTesnb AaHHbIX

cBoil rclone: NOUCK, KOH(Ur, Bbi30BbI

roe nanka AaHHbIX — OAUH OTBET Ha BCeX

cueHapuu nop Bpannepamu

Start.cs, cbopka exe M 3Hayka

KNueHT TyHHens u Bin\cloudflared.exe

AOCTYN K MawuHam

CBON GUHAPHMK

Windows Terminal: TepMuMHan K MawumHam v Ons penaKkTopoB
apxusaTtop

pepakTopbl ana F4

pSAdbl KHOMOK, cJioBapb, LBeTa CTPOK, Fpymnmnb MacokK

KYPHAN OKHa MO [HSAM W MypHanbl MacTepoB

.SVg 3Ha40K

Bepcus
yKasaTenb: rge nanka [aHHbIX 3TON MauuHb
3aroTtoBka rclone.conf, 6e3 3HaudeHuUu

YTO 3aNOMHUIO OKHO



\

Snapshots\

MAIN VPS Backup\
Forgejo Mirror\
Audion Portal\
Audion Vault Portal\
Planning Signals\
Audion Share\
Tunnel\SSH\clients\
Tunnel\SSH\servers\
Tunnel\SSH\beacon\
Tunnel\Export\SSH\
Tunnel\WG\
Tunnel\clouds.key
Tunnel\Tokens\
Tunnel\ACCESS.md
config\rclone\
config\mirror. json
config\mask-sets. json

config\bisync\

Tunnel\RemoteDesktop\config\targets. json

nocnegHuin cHumMok MAIN VPS uenukom

IOHUTbI, CKpunTbl U AokymeHTbl MAIN VPS

ronbie KOnuMum penosuTtopues

noptan

BOPKEpP XpaHunuua 3amMeToK

cbop curHasnos

BOPKEpP BUTPUHbI

CLIENTS: Knwo4n mMawuH napka

napel kK MAIN VPS u SECOND VPS, golden copy
ka4 REVERSE SSH TUN 3Toit MawwHbl

Export Keys: cnemok Knw4yeil C 3TON MaWuHbI
KOH(pUr TyHHensa po poytepa BASE

naponb K KOH(ury obnakos

ToKeHbl GitHub, Cloudflare, Telegram
peecTp AOCTYNoB

rclone.conf, knwun R2, oTmeyaTKu XxocToB, obnaka
nnaH 3epkana

CcBOM Habopbl MaCOK

napol BISYNC u cocTodHue Kaxpaoii

agpeca mawnH u SECOND VPS

Tam ke nexuT 1 Npoduib MaWmnHbl — TO, YeM OHa OTNINYAETCS OT TakOM Xe NPOorpamMmbl y ApYyroro

yesioBeka:

rclone.conf un knwdin K R2 bucket
nnaH 3epkana: nanku, MAIN VPS n SECOND VPS

config\rclone\
config\mirror. json

Tunnel\RemoteDesktop\config\ apgpeca mMawvH U naponb poyTepa
Hactpolikn okHa — | config\gui-settings.json — ctosa He BXOAAT: 3TO YaCTb CaMOM NPOrpaMmbl,

M XXMBYT OHN BMeCTe C €€ Mankown.

Packnaska Kntouen Aep>XuTCs Ha OAHOM NpaBue: MPUBATHLIW KU MallMHbl OCTaétcA Ha Hel. OH
nexut B npodune %USERPROFILE%\.ssh , rae ero nwert ssh, B CLIENTS psgom co ceoum  .pub n B
Tunnel\Export\SSH , oTkysa BepHETCA Nocae nepeyctaHOBKM cuCTeMbl. Ha gpyrine MmalmvHbl yXoauT

TONBKO NYOANYHBIVA KA.

Npabnu

Knrou ¢ 06wmmn npaBamun. | ssh | 1 ssh—keygen OTKa3bIBalOTCA YMTaTb MPUBATHbIV KJHOY, €C/IN K

barny nmeet AOCTyn KTO-TO KPOME B/laZeNbLia — BKAKOYaAs YUETHbIE 3aMnCK, KOTOPbIX Ha MaLUVHE yXe



HeT. JleunTCa MMMNOPTOM: OH CBOAMT NpaBa 1 y KOMNuK, 1y GanioB B UCTOYHUKE.

Mepee3p nankwn. [NyTn K KAOYy 1 K cloudflared 3anucaHbl B AByX mecTax: B| ~\.ssh\config v B
.git\config kaxpgoro 3epkana. [locne nepeHoca git Mmonya nepectaét TaHyTb — «ldentity file not
accessible». IMnopT UvHUT 1 TO, N Apyroe, HO TO/ILKO Te MyTW, KOTOpble HUKYZAa He BeayT: pabouve

CTPOKM OH He TPOraer.

Golden copy u Export Keys. Tunnel\SSH — golden copy Ha cayyai kpmBoro Habopa npwu
skcnoprte: EXPORT KEYS B Heé He nuweT HuKorga. Jlexkalana Tam Konua MapLUpyToB
ssh_config.copy pykamun He obHoBaseTca — korga B | ~\.ssh\config MOABAAETCA HOBbIV XOCT,
konuo Hago obHoBuTb. IMPORT KEYS npeanountaet Export Keys 1 gononHsaer oTcyTcTByrowme
cepBepHble napbl 13 | Tunnel\SSH\servers , coxpaHaa cogep>umoe golden copy. lNpaBa nprBaTHbIX
dannos moryt 6bITb McnpaeaeHbl: Tak OpenSSH npuHUMaeT nx nocne nepeHoca Ha apyryto Windows.
Ecnim REVERSE SSH TUN npwu yctaHoBke nonyyaet bad permissions , OH ncrnpasiseT rnpasa
BbIOPaHHOrO KJ/toYa B JaHHbIX nan npoduae n nostopaeT Bxos. [JocTaToOUHO MOBTOPUTL YCTaHOBKY

nocne o6HOBAEHWSA NPOrpaMMbl.

CHUMOK oAMH. Snapshots aep>XuT nocnegHnin n ybupaeT npexxHne: CTOpUS BEPCUI U TakK NEXUT B

R2 bucket, a gBa CHMMKa Ha AMCKe — 3TO CTO AecATb MerabanT 1 BOMPOC «KaKOW 13 HUX CBEXMUN».

Manka gaHHbIX He nycTan. Yaanatb  Audion Backup Henb3a: TaM KAO4YW, TOKEHbl N e ANHCTBEHHASA

nokanbHasa konua MAIN VPS. lMporpamma ymeet eé€ HanoHATb, HO AaHHbIX B cebe He AepXXuT.

OpenVPN u3 aaHHbIX MaLlUMHbI

B TUNNEL » NET kHonka OPENVPN npegnaraet nogkatountb VPN n otkpbite WORK B akTBHOM
naHenn nMbo OTKAOUUTL BbiIBpaHHbIV Npoduab. [OBTOpHOE NnoakitoueHne yxe paboTatoLLero
npoduna He TpebyeT gononHuTenbHoro SSH-npobpoca. KnveHT MOXHO XpaHUTb B | Manka
AaHHbIXx\OpenVPN Portable , npodunb — B ero  data\config\*.ovpn , a panin .rdp — psagom c
openvpn-portable.exe . 3TO IMYHbIE JaHHbIE N KAVEHT BAaAENbLA; B NPOrpaMmy 1 eé BbiMyCcK OHU

He BXOAAT.

Ecam cuctemubii OpenVPN GUI yctaHOBAEH, OH HaxoAMTCA aBTOMaTMyecku. MHave ncnonb3yercs
Portable B BbibpaHHoW nanke gaHHbix. SETUP — MPOYEE — OVPN PATH coxpaHseT siBHbIV BbI6Op
KAveHTa 1 npoduas; Takon BbIbop nmeet npuoputeT. Ecam npodunb oguH, nMa BbIGUpaTb HE HY>KHO.
MyTun Portable BHYTpW AaHHbIX COXPaHAOTCA OTHOCUTEIbHO MX KOPHSA, MO3TOMY Habop MOXHO

nepeHecTV Ha APYromn ANCK.

MNepes nepBbiM coeanHeHeM Ha HoBo Windows fokeH 6biTb YCTaHOBAEH NOAXOAALWMNI ApaniBep

OpenVPN. Sync Tools ero He yctaHaBauBaeT. Ctrl+ OPENVPN npoBepseT Nyt 1 COBMECTUMOCTb Yy>Ke



oTkpbIToro GUI 6e3 noakntoueHns. PaboTarolwmnin KAMEHT € 4pyror Nankon KOHGUros He
nepekaryYaeTCs aBTOMaTUUYeCKU: 3aBepLUMTe ero caMu, Korja AonyCcTMMO OTKIHUNUTL NpexHee

coeanHeHue, 3atem Haxxmute OPENVPN.

Mocne 3anycka kaveHtom (Windows moxet 3anpocute UAC) nporpamma A0 90 cekyHA XAET
HacToswero uteHns cnucka amckoB WORK uepes rclone. 3atem otkpbiBaeT WORK B akTVBHOWM naHenu.
Ecnv 3a Bpems oxXxnaaHns Bbl CMEHMAW NaNKy AaHHbIX, Pa3Aen Uiav UCTOYHWK NaHenn, aBToMmatmnyeckoe
oTKpbITHEe oTMeHseTca. VPN aaét mapwpyrT, a rclone cam BxoauT no SSH-karouy 1 pabotaet no SFTP;
oTAenbHbIN ssh.exe He TpebyeTca. Ha HoBow malumHe cHavana Hactponte IMPORT KEYS un
RCLONE.CONF; y  [work] pomxeH 6biTb soBepeHHbI known_hosts_file. Knroun cepsepos
aBTOMaTUYeCcku He NpuHUMatoTca. Ecam anckm He npoumnTannce, NporpamMma nokasbiBaeT OLWKOKy u
octaBnseT VPN pabotatowmm. CoctosiHme camoro VPN v ero owmnbky BUAHBI B TPEE; XXypHaJibl IexXaT B
data\log . OTkntoueHme yepe3z OPENVPN kacaeTtcs TObKO BbIOpaHHOro Npoduas, octanbHble
coegunHeHua He 3aBepLuatotca. CTONN octaérca kHonkou dannosbix onepaunin. RDP 3anyckaetca
oTaenbHo. Konun ogHoro VPN-ceptudmrkata Ha pasHbIX MalnMHax MOryT BbITECHATb APYr APYyra; ANS

OAHOBPEMEHHOW PaboTbl HY>KHbI NpoduaK, paspelléHHble agmmHucTpatopoM VPN-cepsepa.

B koHconn Te xe aerictBus: | Tunnel\RemoteDesktop\openvpn.cmd —Root "namka AaHHbIX" U
openvpn—-path.cmd —Root "nanka paHHbix" ; MpoBepka — | openvpn.cmd —Check -NoPause .

ABHble aenctBuA:  openvpn.cmd -Connect 1 openvpn.cmd -Disconnect , c Tem xe -Root .



